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FOREWORD

The Atomic Energy Regulatory Board (AERB) constituted by the Government of India via Statutory Order No.
4772 dated November 15, 1983 is entrusted with the responsibility of enforcing safety and carrying out regulatory
functions envisaged under the Atomic Energy Act, 1962. AERB is responsible for enforcing safety in all atomic
energy related activities within India as well as for enforcing the provisions of the Factories Act, 1948 in the units

of the Department of Atomic Energy (DAE), that are under the purview of AERB. In discharging these
responsibilities, AERB has been drawing up codes, standards, guides, manuals and other safety related technical
documents to facilitate the concerned organisations in implementing the relevant safety regulations.

AERB is in the process of developing a manual to provide guidelines for the performance and review of Probabilistic
Safety Assessment (PSA) of nuclear power plants and other nuclear facilities. It was also realised that many of
the significant events in nuclear power plants are due to less than adequate human performance or incorrect
human action, and that there is a need to incorporate Human Reliability Analysis (HRA) in PSA by applying
human reliability methods and data. Towards this end, AERB commissioned this study and preparation of a
technical document on HRA. This technical document is intended to support analysts in performing or reviewing
human reliability analysis and assessment studies and supplement the safety manual on guidelines for probabilistic
safety assessment.

This document has been primarily written to fulfil the existing need of analysts, for a document on HRA having
specific reference to the Indian context. The document therefore presents HRA methods and data most useful for
application in HRA studies for Indian NPPs. Examples of case studies for Indian NPPs have been given to better
illustrate the application of HRA methods. Experience in developing a human reliability database for Indian
NPPs, and results of analysis of the data collected, are presented. Data from some published sources are also
given in the report.

A review and analysis of plant events due to human error and incorrect human performance can yield valuable
insight into ways for improving human reliability and safety in plant operation. This document details a study of
some such events in KAPS. The human error related event data has been analysed and human error probabilities
are evaluated. As case studies, HRA has been carried out for two of the events.

This document has been prepared by Shri K. Subramaniam, Former Head, Operator Support Systems and
Instrumentation Section, Reactor Safety Division, BARC. Subsequently, it was reviewed by the PSA Committee
of AERB and experts in this field from various units of DAE. AERB thanks all the individuals who helped in the
drafting and finalisation of this technical document.

(S. K. Sharma)
Chairman, AERB



DEFINITIONS

Accident

An unplanned event resulting in (or having potential to result in) personal injury or damage to equipment, which
may or may not cause release of unacceptable quantities of radioactive material or toxic/hazardous chemicals.

Common Cause Failures (CCF)

The failure of a number of devices or components to perform their functions as a result of a single specific event
or cause.

Confidence Limit
A number that delimits a parameter with some amount of confidence.
Emergency

A situation which endangers or is likely to endanger safety of the site personnel, the nuclear/radiation facility, or
the public and the environment.

Error of Commission

An error, that amounts to an unintended action excluding inaction. It includes selection error, error of sequence,
time error and qualitative error.

Error of Omission
An error that amounts to omitting a part or entire task.
Event

Occurrence of an unplanned activity or deviations from normalcy. It may be one single occurrence or a sequence
of related occurrences. Depending on the severity in deviations and consequences, the event may be classified
as an anomaly, an incident or an accident in ascending order.

Event Tree

Inductive logic model that orderly represents event sequence branches leading to end state arising from success
or failure of mitigating actions required for each group of initiating events.

Fault Tree

Deductive model which starts with a most undesired event (system unavailability) known as ‘top event’ and
proceeds downwards till all the credible combinations of basic events leading to the top event are depicted.

Hazard

Situation or source, which is potentially dangerous for human, society and/or the environment.
Human Behaviour

The performance, i.e., action or response of human operator to occurrence of event (s).
Human Reliability

The probability that a human operator will perform a required mission under given conditions in a given time
interval.

Human Reliability Assessment/Analysis

Assessment concentrating on the human errors liable to be committed by the operator having a mission to fulfill
on a system.



Incident

Events that are distinguished from accidents in terms of being less severe. The incident, although not directly or
immediately affecting plant safety, has the potential of leading to accident conditions with further failure of
safety system(s).

Initiating Event/Initiator

An identified event that leads to anticipated operational occurrences or accident conditions and challenges
safety functions.

Postulated Initiating Events (PIES)

Identified events during design that lead to anticipated operational occurrences or accident conditions, and their
consequential failure effects.

Probabilistic Risk Assessment (PRA)/Probabilistic Safety Assessment (PSA)

A comprehensive structured approach to identifying failure scenarios constituting a conceptual and mathematical
tool for deriving numerical estimates of risk. The terms PRA and PSA are interchangeably used.

Redundancy

Provision of alternative structures, systems, components of identical attributes, so that any one can perform the
required function, regardless of the state of operation or failure of the other.

Reliability

The probability that a structure, system, component or facility will perform its intended (specified) function
satisfactorily for a specified period under the specified conditions.

Response Time

The time required for a system component instrumentation to achieve a specified output state from the time it
receives a signal.

Root Cause

The fundamental cause of an event, which, if corrected, will prevent its recurrence, i.e. the failure to detect and
correct the relevant latent weakness (es) (undetected degradation of an element of safety layer) and the reasons
for the failure.

Sensitivity Analysis

A quantitative examination of how the behaviour of a system varies with change, usually in the values of
governing parameters.

Uncertainty Analysis

An analysis to estimate the uncertainties and error bounds of the quantities involved in, and the results from, the
solution of a problem.

Walkdown

A step or process during which data is gathered, assumptions on component capabilities are checked and
analysis is performed (e.g. walkdown for PSA with respect to component capability assessment).



LIST OF ABBREVIATIONS

AFS - Auxiliary Feedwater System

AO - Auxiliary Operator

AOT - Allowed Outage Time

ASDV - Atmospheric Steam Discharge Valve

ASEP - Accident Sequence Evaluation Programme

ATHEANA - A Technigue of Human Error Analysis

BDBA - Beyond Design Basis Accident

BE - Basic Event

BHEP - Basic Human Error Probability

CAM - Controlled Addition Mode

CCF - Common Cause Failure

CD - Complete Dependence

CDF - Core Damage Frequency

CEP - Cognitive Error Potential

CHEP - Conditional Human Error Probability

CICA - Characterisque Importante de la Conduite Accidentale, i.e.
Important Feature for Emergency Operation

CMF - Common Mode Failure

COCOM - Contextual Control Model

CPC - Common Performance Condition

CR - Control Room

CREAM - Cognitive Reliability and Error Analysis Method

CRO - Control Room Operator

Csbv - Condenser Steam Dump Valve

CSNI - Committee on Safety of Nuclear Installations

EDF - Electricite de France

EEM - External Error Mode

EF - Error Factor

EFC - Error Forcing Condition/Error Forcing Context

EOP - Emergency Operating Procedure

EOS - Emergency Operation System

ER - EventReport

ERA - Error Reduction Analysis

ERM - Error Reduction Measure

ET - EventTree

FCO - Fuel Change Order



FP - Failure Probability

FT - Fault Tree

HCI - Human Computer Interaction

HCR - Human Cognitive Reliability

HD - High Dependence

HE - Human Error

HEA - Human Error Analysis

HED - Human Engineering Deficiency

HEP - Human Error Probability

HER - Human Error Rate

HERF - Human Error Reporting Form

HF - Human Factor

HFE - Human Failure Event

HI - Human Interaction

HMI - Human Machine Interface

HPES - Human Performance Evaluation System

HRA - Human Reliability Analysis/Human Reliability Assessment

HRAET - Human Reliability Analysis Event Tree

HRMS - Human Reliability Management System

IF - Influence Factor

KBB - Knowledge Based Behaviour

LB - Lower Bound

LC - Local Control

LD - Low Dependence

LER - Licensee Event Report

LO - Local Operator

LOCA - Loss of Coolant Accident

MAPPS - Maintenance Analysis of Personnel Performance Simulation

MCR - Main Control Room

MD - Moderate Dependence

MERMOS - Methode d’Evaluation de la Realisation des Missions Operateur La Surete, i.e.
Method for Assessing Performance of Human Factor Missions for Safety

MMI - Man Machine Interface

MOV - Motor Operated Valve

NHEP - Nominal Human Error Probability

NKSC - Narora Kakrapar Safety Committee

NPP - Nuclear Power Plant

NUCLARR - Nuclear Computerised Library for Assessing Reactor Reliability
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1. INTRODUCTION

General

Human errors are identified from event analyses as a major contributor to risk of accidents in nuclear
power plants. Estimates of the fraction of system failures arising due to human failures vary, but many
analysts have indicated that it can be as high as 50 % for full power operation and 70 % for low power
and shutdown operations. It is therefore important in Probabilistic Safety Assessments (PSAS) to
identify human errors, quantify their likelihood in terms of Human Error Probabilities (HEPs) and correctly
incorporate the HEPs in the assessment of risk. It is also important to analyse each human error event
that occurs in an operating plant, arrive at its root cause and implement suitable design or operational
changes, in order to reduce likelihood of error. All these functions are achievable through Human
Reliability Analysis (HRA).

HRA has been primarily applied in PSA to quantify human reliability in event trees and fault trees to
assess its impact on plant risk, e.g. system unavailability, Core Damage Frequency (CDF) and radioactivity
release frequency. However, human reliability in areas like design and construction activities also needs
to be evaluated.

The application of HRA in PSA requires quality data on human error/human reliability. Data collection
schemes and databases for component and system failures are well organised and quite well implemented
in a comparative sense, but the same for human errors/failure probabilities are not. Hence, there is a
need to develop improved human reliability databases through systematic collection, review, classification
recording and analysis of human error and human reliability data. There is also a need to analyse plant
events associated with errors in human actions and to recommend appropriate measures for effecting
improvements to safety in plant operation.

A majority of HRA methods were developed in the eighties, but many in practice were not sufficiently
effective and the need for substantial improvements was gradually realised. HRA had been developed
to fulfil the need to describe incorrect human actions in the context of PSA and produce the human
action probabilities it needed. The drawbacks of the methods used however, were brought to the fore in
1990, and subsequently led to the development of new HRA methods. These methods, commonly
called second-generation HRA methods, have attempted to achieve a better integration of HRA practices
and behavioural/cognitive science theory.

Objectives

The primary objective of this document is to provide a compendium on human reliability methods, data
and applications that would better enable human reliability analysts to perform and review human
reliability analysis and assessment studies and make available to management adequate insights to
decision making related to minimising human error probabilities and enhancing human performance and
plant safety.

In view of the more recent developments in the field, the document also includes a study of second-
generation HRA methods. Other objectives are to detail the systematic collection, review, classification,

recording and analysis of human error data for Indian NPPs and derivation of plant specific HEPs, and
present studies on plant event data analyses to improve safety in operation, for an Indian nuclear
power plant.

Scope

The document will be primarily applicable to nuclear power plants and research reactors. However the
contents of the document will be useful in HRA of other nuclear and non-nuclear facilities.

Structure

The document comprises six sections, seven appendices and three annexures.



Section 1 is the introductory section covering general information, objectives, scope and the structure
of the document.

Section 2 presents the basic concepts of human reliability and human error, describes the steps involved
in the HRA process and discusses two main frameworks, SHARP and IAEA, used to structure the HRA
process and integrate it into PSA.

Section 3 covers different methods and models for quantification of human reliability. These include the
Technique for Human Error Rate Prediction (THERP), Accident Sequence Evaluation Programme (ASEP),
Human Cognitive Reliability (HCR) methods and an expert elicitation method; Success Likelihood Index
Methodology (SLIM). This is followed by an overview of the present state of HRA and a discussion on
the new (second generation) HRA methods being developed. Three different second-generation HRA
approaches are introduced and their main features are described.

Section 4 discusses the subject of data for HRA. The chapter covers types of data, data sources and
data collection from operating experience. Data collection from Indian NPPs, using plant event reports

as a data source, is presented. Currently used HRA databases are discussed and a section on databases
for review and analysis of HRA studies is included.

Section 5 presents eight case studies on the application of HRA. Of these, four case studies pertain to
Indian NPPs. The remaining four case studies have been drawn from textbooks or papers authored by
experts in the field and are included to show how HRA methods are used. Three of these studies
present the application of commonly used first generation HRA methods. The fourth case study from
the literature shows how the second-generation HRA method “Cognitive Reliability and Error Analysis
Method (CREAM)” is applied to an accident management task in PWR.

Section 6 presents a detailed study of significant plant events that relate to human error/human
performance for KAPS. The study has been carried out with a view to improving human performance
and operational safety in the plant. Human error probabilities are evaluated for the human errors observed
in the events. This is done by directly using handbook and other published data available. In addition,
for two plant events, more detailed stepwise HRA has been carried out including the evaluation of
HEPs for the human errors made in handling the events. These are also presented

Appendix-1 gives a classification of HRA methods. Appendix-2 presents a human error taxonomy, the
Human Error Reporting Form (HERF) used in data collection from plant events, as well as a completed
HERF for an actual plant event. Appendix-3 gives the summary of results of analysis of event data
pertaining to RAPS and MAPS. Appendix-4 gives a table of plant specific HEPs calculated from RAPS
and MAPS data. Appendix-5 gives an extract of Chapter 20 from the Technique for Human Error Rate
Prediction (THERP) Handbook [25]. It comprises 27 tables of data. Appendix-6 presents data from
Accident Sequence Evaluation Programme (ASEP) HRA Procedure [26] including the Screening and
Nominal Diagnosis curves, Human Cognitive Reliability (HCR) and Electricite de France (EDF) Time
Reliability Correlations (TRCs). Appendix-7 gives a table of nominal values and uncertainty bounds for
cognitive function failures from Hollnagel [8].

Annexure-1 presents sample data from Nuclear Computerised Library for Assessing Reactor Reliability
(NUCLARR) database. Annexure-2 gives a table of data used for preliminary quantification of simple
(pre-initiating event) interactions in Pickering Generating Station and Annexure-3 gives a matrix of HEP
data used for quantification of post-initiating event human interactions in early CANDU HRA.
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2. HUMAN RELIABILITY CONCEPTS

Introduction to Human Reliability Analysis (HRA)

Human error, which is defined as a departure of human behaviour from what it should be, is identified
from event analyses, as a major contributor to significant events in nuclear power plants. Human
operators can exacerbate initiating events or even be their initiators. But they can also effect restoration
and recovery when serious events occur. The human contribution to safety of nuclear power plants can
be best studied, understood, assessed and quantified using techniques of Human Reliability Analysis
(HRA). HRA has become an essential part of every Probabilistic Safety Assessment (PSA) and is used
to identify human errors, quantify their likelihood in terms of Human Error Probabilities (HEPs) and
correctly incorporate the HEPs in the assessment of risk.

HRA in a PSA therefore has a threefold purpose.

. Identifying the critical human interactions in the system and how they can fail.
. Quantifying their probabilities of failure in terms of HEPs.
. Determining how to improve human reliability, if performance needs improvement (i.e. when

PSA calculated risk is high and if human performance or potential human error is contributing
significantly to risk).

In operating nuclear power plants, each event is analysed and its root cause is arrived at through Root
Cause Analysis. In addition, it is also important to analyse each human error event using the methods
of human reliability analysis and implement suitable design or operational changes to reduce the
likelihood of human error.

The HRA Process
General Introduction to Human Error, Performance Shaping Factors and Error Taxonomy

Humans make errors due to a variety of causes. Some of the causes are internal to the individual, e.g.
operator unable to concentrate due to insufficient sleep the previous night, and some are external to the
individual, e.g. equipment controls not easily and comfortably accessible.

The human’s performance in a work situation is influenced by factors called Performance Shaping
Factors (PSFs). A PSF is any factor that shapes (influences) human performance, making it reliable or
error prone. The factors can be hypothesised as external factors (relating to situational and equipment
characteristics), stressor factors (relating to psychological and physiological characteristics) and internal
factors (characteristics of people resulting from internal and external influences). In other words, PSFs
are divided into External PSFs, Internal PSFs and Stressor PSFs. The set of PSFs present in the work
situation can greatly affect how safely or otherwise a system is operated.

External PSFs include factors like work environment (ambient temperature, lighting and air quality),
quality of the Human Machine Interface (HMI) and quality of procedures. Internal PSFs include factors
like motivation, emotional state and the physical condition of the individual. Stressor PSFs are generally
overlooked as they are difficult to understand, but their influence is considerable, particularly in hazardous
situations. A stressor is a stress on the human while performing a task. The origin of stress can be
psychological (suddenness of onset of a disturbance, task overload, pressure of time, fear of failure,
repetitive meaningless work, long uneventful periods during monitoring and distractions that affect
attentiveness) or physiological (fatigue, discomfort, vibration and disruption of the sleep/wake cycle).
The interplay of PSFs has a net negative, positive, or mixed impact on human performance. Human error
occurs when the operator and the task are mismatched. PSFs influence the degree to which the two are
matched (A poorly designed system is setup for human error/failure).

The identification of potential human errors is an important step in HRA. Errors, which alone or in
conjunction with hardware/software failures, can lead to degraded system state, are to be identified. A



classification or taxonomy of human errors will aid human error identification and analysis. A typical
taxonomy for observable manifestation of human error (external error mode) and psychological error
mechanism (operator’s internal failure mode) would be as follows.

External error mode (EEM) taxonomy

Error of omission Omits entire task
Omits a step in the task

Error of commission Selection error

e selects wrong control (e.g. tranposition error)
e mispositions control (e.g. reversal error)

e issues wrong command or information
(e.g. communication error)

Sequence error
e incorrect sequencing of actions
Time error

e action too early
e action too late

Quantitative error

e action incorrectly performed
(e.g. too much or too little)

Extraneous acts rule violation

Psychological error mechanism (PEM) taxonomy
Attention failure/distraction

Perception failure

. misperception
. out of sight bias

Misdiagnosis, where diagnosis is the capacity or mechanism to understand what is perceived and
realise the implications of a perceived situation.

. misinterpretation, miscuing
. signal discrimination failure
Memory failure

. failure to recall/memory lapse
. inaccurate recall (mistake among alternatives)

Incorrect/incomplete mental model (a model being a representation of the description of the phenomena
and interactions of a real system used to predict or assess its behaviour under specified, often
hypothetical conditions).

. level of knowledge inadequate for recognition of plant state

Misjudgement/misinferencing



Stereotype takeover

. assumptions

. mindset
Indecision

. lack of knowledge

Uncertainty

Cognitive overload (where cognition is the capacity or mechanism that leads to knowledge).
. observation failure

Invoking a shortcut

. pressure of time

Spatial misorientation

. operator mistakes the control panel for another one, which has a similar layout

Risk recognition failure

. overconfidence/oversimplification
. risk taking

In addition to the EEM and PEM taxonomies, it is possible to classify human error with respect to type
of behaviour. For PSA purposes, Rasmussen’s Step Ladder Model [11] provides a generally accepted
framework to identify different types of behaviour and associated error mechanisms. The model identifies
three kinds of behaviour, which are explained below.

Skill based behaviour

A skill is an ingrained ability (or capacity) to perform a specific action, which may be innate or learned.

In skill based behaviour, there is a close coupling between the sensory input and response action. Skill
based behaviour does not depend on the complexity of the task, but rather on the level of training and
extent of practice in performing the task.

Rule based behaviour

Itis a (hypothesised) mode of behaviour that amounts to following situation action pairs, or behaviour
that is governed by a set of rules or associations, which are well known and followed. A major difference
between rule based and skill based behaviour stems from the degree of practice.

Knowledge based behaviour

When symptoms are ambiguous or complex, state of plant is complicated by multiple failures or unusual
events, or the instruments give only indirect readings of parameter values, the operator has to rely on
his knowledge and understanding and his behaviour is determined by more complex cognitive processes

Following the skill, rule and knowledge model, errors may also be identified as arising in one of three
cognitive levels of human behaviour and denoted as skill based, rule based and knowledge based
(diagnosis and decision) errors. The error mechanisms associated with Rasmussen’s model of human
behaviour are of two kinds; slips and mistakes.

Slip:: A slip is an error in implementing a set goal-plan, decision or intention; say, intention
correct but execution failed, e.g. a failure to open a valve. A type of slip is lapse; an
omission, e.g. forgetting to open a valve.
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Mistake : A mistake is an error in establishing a course of action, e.g. an error in diagnosis, decision
making or planning. A mistake occurs when a correct and necessary action is performed on
awrong system (wrong system is selected) or an erroneous action (wrong action is selected)
is performed on the right system.

Both slips and mistakes are observable by their external effects, i.e. EEMs. Thus, inadvertent closure of
the wrong valve (say, valve B is closed when operator intended to close valve A) is a slip error with its
external error mode an error of commission. The external error mode of a lapse, a type of slip error is an
error of omission (e.g. operator intended to open valve A, but does not do so). A mistake, such as an
erroneous action executed on the right equipment, manifests itself as an error of commission.

Slips are more likely to occur during the execution of skill based actions. Mistakes can be made when
rule based and knowledge based actions are planned and involve more serious error mechanisms that
lead to incorrect understanding of a situation followed by an incorrect plan of action. Mistakes can also
occur by an inappropriate selection (based on incomplete information) of familiar rules or procedures.

Slips usually arise in following the intended protocol or executing the intended procedure and occur in
a less time-constrained environment (i.e. a situation in which there is no constraint on time available for
performing the intended task). Therefore their error probabilities would be less time dependent. Mistakes,
on the other hand, occur in a time-constrained environment and are more time dependent (it takes time
to think of an appropriate response in an unfamiliar situation).

Any task may in general consist of ‘slip likely’ and ‘mistake likely’ subtasks, and all subtasks take time
to perform. The time dependency therefore needs to be taken into account in the overall approach to
quantification.

In HRA for PSA, the potential for error recovery for different errors is to be duly considered. Recovery

is defined to be the accommodation of a failure or otherwise undesired performance in hardware or
software by restoring the failed hardware or software or finding an alternative to achieving the function
of the hardware or software error recovery is a recovery from one’s own or another’s error. Slips and
lapses can usually be recovered from fairly quickly provided there are appropriate feedbacks and plant
behaviour is reversible. Mistakes are less easily recovered from in the short term - ‘mindset’ problems
can make operators persist with an inappropriate plan even in the face of contradictory information.
Recovery actions have to be positive and powerful to be reliable e.g. based on key alarms and backed
up by adequate operator training in execution of the recovery actions.

HRA in the Framework of PSA

In a PSA, accident sequences (i.e. event sequences leading to accident) are modelled using logic
structures. The sequences start with an initiating event and progress through plant responses and
mitigating actions to success or failure state. Accident sequence models consider the following.

. the initiators (initiating events or faults);
. the demanded safety functions and additional failures that occur after the initiating event; and
. the unreliability or unavailability of equipment/systems required to operate after event initiation.

Logic structures used for PSA modelling include event trees and fault trees. The event sequence is
represented as a binary (success/failure) event tree. In the cases where an event involves a human
interaction or intervention, HRA is required to provide the appropriate HEP value. To do this the human
interaction is modelled as an HRA Event Tree (HRAET) or an Operator Action Tree (OAT).

Manual actions/interventions (e.g. switching off a pump or opening a valve) in an event sequence are
distinct and end in success or failure. They are represented as nodes in the event tree. However, for a
human interaction, which involves cognitive functions, the approach in PSA has been to decompose
the human interaction into its assunsedhponents and describe the relations between these components

by means of a small event tree. For example, such human interactions can be broken down into four
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segments; diagnosis, decision, execution and (possibly) recovery. A result of this kind of decomposition

is that it becomes necessary to find error probability data for each segment (i.e. diagnosis, decision,
execution and recovery). However, models used in some of the newer second-generation HRA
approaches, are seen to reduce or even do away with the need for specific sets of data for the segments
mentioned above [9].

PSAs are performed for a variety of reasons, from meeting safety-goal regulations to effecting
improvements in the plant, and requirements of HRA are defined by the purpose of the PSA. In the
broader perspective humans are involved not only in operation of a process but also design, construction
and management. HRA carried out in the framework of PSA will generally be limited to human reliability

in operation and maintenance. In addition to developing models for human interaction in operation, it is
necessary to develop models for human interactions involving higher-level cognitive functions. The
second generation HRA approaches study human action in the broader context taking the cognitive
functions involved in operator response into consideration.

Categorisation of Human Interactions in PSA

Three categories of human interactions can be defined to facilitate the incorporation of HRA into the
PSA structure. The three categories are as follows [11].

Category A: Pre-initiators

Pre-initiators consist of those human interactions associated with maintenance, testing and calibration,
which on account of the errors made during their performance, can cause equipment/systems becoming
unavailable, when required post-fault. System availability could be degraded because the human

interactions may cause failure of a component/component group or may leave components in an

inoperable state.

Especially important are errors that result in concurrent failure of multiple channels of safety related
systems. This unavailability is added to other failure contributions for components or systems, at the
fault tree level. In these human interactions, the time available for action is not a major constraint, i.e.
time related stress is not a significant influence factor. Further, pre-initiator errors usually occur prior to
an Initiating Event (IE) and can remain latent. Recovery action for such human errors could follow error
alarm, post-maintenance testing or post-maintenance inspection with checks and may be modelled as
applicable at the quantification stage.

Category B : Initiators

Initiators are those human interactions that contribute to IEs or plant transients. They are usually
implicit in the selection of IEs and contribute to total IE frequency. Errors in these actions, either by
themselves or in combination with other failures (other than human errors) can cause initiating events.
Most important are errors that not only precipitate an accident sequence but which also concurrently
cause failure of safety/safety related systems. Such ‘common cause initiators’ need to be specially
emphasised in HRA.

Category C :  Post-initiators

These are post-incident human interactions comprising the actions performed after an initiating event,
with the intent to bring the plant to safe state. Errors in these interactions can exacerbate the fault
sequence. These human interactions can be separated into three different types.

Typel: Procedural safety actions

These actions involve success/failure in following established procedures in response to an accident
sequence and are incorporated explicitly into event trees. These include EOP responses and other
manual reinforcement actions.
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Type2:  Aggravating actions/errors

These actions/errors occur post-fault following an initiating event and significantly exacerbate the
accident progression. They are the most difficult to identify and model. One type of such an error
occurs when the operator's mental image of the plant differs from actual plant state, causing the
operator to perform the ‘supposedly right’ action for the event, which however has been ‘wrongly
interpreted’. Such an error also occurs when the operator correctly diagnoses an event but adopts a
less than optimal strategy for dealing with it. Once the actions and their significant consequences are
identified they can be incorporated explicitly into the event/fault tree.

Type 3: Improvisations and recovery/repair actions

These consist of recovery actions, which are included in accident sequences that would otherwise
dominate risk profiles. They may include the recovery of previously unavailable equipment or the use
of non-standard procedures (improvisations) to mitigate accident conditions. These can be incorporated
into the PSA as recovery actions in the accident sequence event trees.

Some diagnosis is required for Type 1, Type 2 and Type 3 actions and time is usually a limiting factor.
The general approach for dealing with Type 1 and Type 3 actions is the same and the two can be treated
as one single category. For convenience, Type 2 actions are also included in this category, although
specific measures are usually outlined for dealing with them.

Conducting HRA - Steps in the HRA Process

The HRA process is shown in Figure 2.1 and is sourced from Kirwan [14]. The steps in the process are
outlined below.

@ Problem definition

The scope of the HRA is determined in the problem definition phase. Points to be considered
include whether the HRA is PSA driven (i.e. scenarios to be analysed are determined by the
PSA) or a stand-alone assessment, the tasks and errors to be examined, whether a quantified
estimate is required, goals and criteria for risk assessment and the general vulnerability of the
system to human error.

(b) Critical task identification

HRA is required to focus on tasks involved in maintenance, test and calibration operations,
normal operation and emergency response. The tasks contributing significantly to overall
plant risk are the critical tasks to be included in the HRA. The critical tasks are identified from
the PSA preliminary system analysis wherein all major events/faults that affect system safety
and integrity are compiled. As the PSA and HRA proceed, new human interactions may be
identified and these, if significant, are added to the list of critical tasks for HRA.

(c) Task analysis

Human-System Interactions are described and analysed using task analysis methods. The
roles of operators are defined in detail. The step-by-step interactions of the operator with the
system, involving reading of displays, deciding on a course of action, operating controls and
checking for response feedback, are delineated. A Task Analysis structures operator tasks and
results in a more reliable HRA.

(d) Human error identification and analysis

Human error identification is a critical part of the HRA process. Important human errors are
identified on the basis of their consequences on system performance. To guide the search, it
will be useful to use an error taxonomy/classification, so that errors belonging to different
categories may be identified.
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HRAs may not model human errors explicitly but model human contribution to risk at the task
level, as only task failure probabilities are needed to evaluate risk in a PSA. Potential errors can
be identified by examining the relevant operating, maintenance and test procedures.

Seeking out extraneous errors (rule violations) is more difficult. The actions operators may
come up with in complex scenarios (situations already disturbed by previous errors) are difficult
to foresee. One way is to see how operators have behaved in similar situations in similar plants
i.e. through operating experience feedback. Another way is by simulating the scenarios on a
simulator.

It is necessary to gather all information, which will allow the estimation of the probability of
each error. This qualitative analysis is not just a preliminary to quantification. It also allows the
analyst to bring out which performance shaping factors contribute to the occurrence of errors.

Human error representation

Once identified, errors need to be evaluated to ascertain the importance of each, and so that the
combined probabilities of all failures and combinations of failures (hardware, software, human
and environmental) can be summed to derive the total system risk. This is done, by representing
the human errors, along with other failures, in fault trees and event trees. Analysis gives an
indication of the degree of importance of each individual event to total risk.

In addition to the above, it is necessary to model and evaluate ‘dependencies’ between different
tasks/human errors. Dependency is a relationship between two events in which one causally
follows the other (e.g. failure to notice an alarm and another event, say the failure of the alarm).
A case of direct dependence between two tasks can occur in response to a first alarm and
response to a second alarm. If the same operator is involved in both actions then errors
associated with the two events are unlikely to be independent.

Dependence on this level can be dealt with by using a dependence model. Kirwan [13] explains
the use conditional probabilities, which involves adjusting the HEP in those situations where
human intervention is possible at two or more points in the event sequence. For example, when
checking is carried out by both operator and supervisor. HEP (of say 0.02) is applied for check
by operator and conditional HEP (of say 0.01) is applied for check by supervisor, conditional
on failure of check by operator, because supervisor may implicitly assume that operator has
correctly performed his task, and also that responsibility for performance of the task rests with
the operator.

Another example of dependence is the dependence between the different actions of an operator
who is calibrating a set of gas detectors. If the operator made a random error in calibrating a
single detector, then the error would not be expected to occur in other detectors. If, however,
the operator mishears or misreads the common setting for the detectors, then every detector
may be erroneously set as a result. It is important when representing error in this scenario, to
take dependence into account for correct estimation of HEP for many detectors being wrongly
set. It is important to look for common points between errors, such as actions using the same
information, the same means of control or the same reasoning or diagnosis [13].

‘Screening’ is another area of concern in Representation. Screening can be used in large PSAs
where a correspondingly large number of errors have been identified, and where, as a result,
considerable resources have to be expended to quantify the probabilities of all the errors.
Errors are ‘screened’ by assigning each error a highly pessimistic probability in the initial run

of a PSA logic tree evaluation, in order to determine whether a detailed and more accurate
quantification is appropriate on an error-by-error basis.

Human error quantification

After representing the human error potential, the next step is to quantify the likelihood of errors
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involved and determine the overall effect of human error on system safety or reliability. Human
reliability quantification techniques quantify human errors in terms of Human Error Probabilities
(HEPs). HEP, which is measured as the ratio of the number of errors that occurred to the number
of opportunities for the error to occur, is the measureatric of human reliability. Recorded

HEPs are relatively few in number. Moreover, they are highly context dependent. The main
reasons for the scarcity of recorded HEP data are as follows.

o Difficulty in estimating the opportunity for error in many tasks.

o General unwillingness and restraint in disclosing data that reveals poor human
performance.

o Lack of realisation of the benefits of such data.

When HEP data are scarce, HRA resorts to quantification based on expert judgement or a
combination of data and models that evaluate the effects of influences on human performance.
The development of techniques of human reliability quantification has always been an area of
significant activity. Important techniques are Technique for Human Error Rate Prediction
(THERP), Accident Sequence Evaluation Programme (ASEP), Human Cognitive Reliability
(HCR), Expert Judgement and newer techniques like Cognitive Reliability and Error Analysis
Method (CREAM) and A Technique for Human Error Aanlysis (ATHEANA). These are
presented in detail later in this document.

Uncertainty in data is to be addressed. A method commonly used is the error distribution
approach, in which uncertainty is expressed as a continuous probability distribution surrounding
the chosen point estimate. If a lognormal distribution is used, uncertainty is expressed as the
error factor, which is the ratio of the ninetyfifth percentile value to the median value.

Impact assessment

Once the errors have been quantified and represented in the risk assessment logic trees, the
overall system risk can be evaluated. If the calculated risk is unacceptably high, then the risk
must be reduced to acceptable value. Impact assessment involves determining not only whether
the risk is acceptably low, but also which events (human, hardware, software or environmental,
or combinations of these) contribute most to the calculated risk.

If the risk is found to be unacceptably high, then these events/combinations of events are
subjected to in-depth investigation. If one or more human errors contribute significantly to
risk, then these would be targeted for error reduction analysis.

Error reduction analysis

If critical human errors are found from impact/sensitivity analysis, then Error Reduction Analysis
is carried out to determine the error reduction approaches to be applied. The error reduction
approaches generally taken include consequence reduction (by shielding the operator from
radiation exposure or by automation), error pathway blocking (e.g. by designing interlocks),
enhancement of error recovery (e.g. by introducing an additional level of supervision) and PSF
based error reduction (e.g. by reducing the negative impact of PSFs on human performance).

The specific Error Reduction Measures (ERMs) required may be worked out in a number of
ways; from the root causes of the error identified during the error identification and analysis
stage, from the Performance Shaping Factors (PSFs) contributing to HEP, usually identified
during the quantification stage, or from an assessment of the task in the work context using
ergonomics guidelines/engineering judgement.

Common ERMs include provision of additional displays, imparting training to operators for
‘self recovery’ and introducing procedural checks and ‘check off’ sheets. If ERMs are devised,
the quantification is done again to recalculate the HEPs for the system, as it would perform with
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the ERMs implemented. In some cases several iterations through the impact assessment, error
reduction and re-quantification stages may be required before risk goals and criteria are met.

0] Quality assurance and documentation

Quality Assurance in HRA involves two main aspects. These are 1. Assurance that a quality
HRA has been carried out and the objectives have been achieved within the scope of the
project and without error and 2. Assurance that the ERMs are effectively implemented and the
assumptions relating to improvements in human reliability made in analysis are still valid.
Quality Assurance essentially means ensuring that performance is as required and
documentation is proper.

The purpose of documentation is to provide at all stages of the HRA, a traceable account of the
analysis and results, in order to facilitate any additional analysis (that may be required at a later
date) and application of results, and also communicate a clear perception of the impact of the
human element on plant safety. The documentation may best be organised as per the task
steps in the HRA framework, clearly delineating the inputs, outputs and assumptions made.
The results should address quantitative impacts on CDF and other risk measures, key
sensitivities and the major findings and insights derived. The latter may include
recommendations for improvements to procedures, training or HMI and the influence of human
error on the relative ranking of dominant sequences.

All documents should be referenced and supporting information on task analyses, operator
interviews and expert opinions should be documented as a basis for judgements made during
the analysis. Although the HRA process is presented in terms of discrete tasks, it may be
noted that it is usually iterative between the tasks.

Frameworks for Integration of HRA into PSA
General

Different frameworks are used for introducing and integrating HRA into PSA. A commonly used
framework is Systematic Human Action Reliability Procedure (SHARP) developed by Electric Power
Research Institute, U.S.A [7]. Other frameworks are “A Guide for General Principles of Human Action
Reliability Analysis for Nuclear Power Generation Studies”, known as the IEEE Standard P1082/D7 and
the U.S. NRC sponsored “Task Analysis Linked Evaluation Technique (TALENT)” for implementing
human factors expertise into PRA [5].

The International Atomic Energy Agency (IAEA) has established guidelines to facilitate the use of
PSA. To support these PSA Guidelines, a number of other documents have been written to provide
detailed guidance in specific areas. One such technical document (IAEA, 1995) gives a procedure for
conducting Human Reliability Analysis (HRA) in PSA [11]. Two commonly used frameworks, EPRI
SHARP and the IAEA procedure are discussed in the following sections.

Systematic Human Action Reliability Procedure (SHARP)

The SHARP framework systematically incorporates human-system interactions into PSAs by
distinguishing five types of human interactions with the system [15].

Ypes of Human Interactions in SHARP
The types of human interactions according to SHARP are as follows:

Type 1: Prior to an initiating event, plant personnel can affect safety and availability by inadvertently
disabling equipment during testing or maintenance. They could also improve the availability of
systems by restoring failed equipment through corrective maintenance and testing.

Type 2: By committing some error, plant personnel can initiate an accident.



Type 3: By following procedures during the course of an event, plant personnel can operate standby
equipment and terminate or mitigate an event.

Type 4: Plant personnel, while attempting to follow procedures during the course of an event, can make
a mistake that aggravates the situation or fails to terminate the event.

Type 5: By improvising, plant personnel can restore and operate initially unavailable equipment to
terminate an event.

The SHARP categorisation is basically identical to the categorisation given in section 2.2.3 with Type
1 corresponding to Category A, Type 2 to Category B and Type 3, Type 4 and Type 5 together
corresponding to Category C.

2322 Seven Steps of SHARP

In his detailed review of HRA performed for GRS, Germany, Swain presents the following seven steps
from SHARP. Each step has defined objectives, inputs and outputs, activities and rules. The links
between the steps and key decision points are shown in Figure 2.2. The goals for each step are as given

below.

@ Definition: To ensure that all types of human interactions are adequately considered
in the study.

)] Screening: To identify the human interactions that are significant to operation and
safety of the plant.

(3) Breakdown: Todevelop a detailed description of key human interactions in the
form of tasks and subtasks. Include any performance write-ups from
other plants as well as plant specific write-ups, if any.

4 Representation: Teelect and apply techniques for modelling important human
interactions in logic structures. Such methods help to identify additional
significant human actions that might impact the system logic trees.

5) Impact assessment:  To assess the impact of significant human actions on the system logic
trees.

6) Quantification: Toapply appropriate data and/or quantification methods to assign
error probabilities for the various interactions examined, determine
sensitivities and establish uncertainty bounds.

) Documentation: To include all necessary information for the assessment to be traceable,

understandable and reproducible.
The activities to be carried out in the seven steps are delineated below:
Step 1: Definition

The basic logic trees developed by system analysts from the functional descriptions of the
plant are enhanced to clearly and fully describe human interactions. This is to ensure that that
all the different human interactions are adequately considered in the study.

Important are human actions for operations, including maintenance and testing, human initiators,
isolation and mitigation actions, actions that might exacerbate a situation and potential

improvisations to existing procedures. Various source documents (including those covering

emergency, maintenance and test procedures) may be referenced.

Step 2: Screening

The logic trees, enhanced with human interactions, are screened to rank and select human
interactions that are key to safe operation (i.e. those actions which if improperly performed lead
to increase in CDF). Screening can be based on the following:

12



. judgement (e.g. location in the logic tree)
. coarse screening (e.g. by evaluation of the human impact in minimal cutsets)

. fine screening (e.g. by quantifying human interactions based on the type of behaviour — skill,
rule and knowledge).

Step 3 :Breakdown

Each key interaction is subdivided into tasks and subtasks associated with specific equipment
procedures, to enable a more detailed consideration of factors which affect performance. Tasks
and subtasks are enhanced by descriptions of significant cues (alarms and signals), behaviour
type, time allowed for task, motor actions required, controls to be operated, response feedbacks,
and other influence factors like stress and ergonomics of the human-machine interface. These
descriptions serve as a basis for selection of a model or representation for the human interaction.

Step 4 : Representation

The key human interactions are explicitly modelled to include all possible alternatives and a
representation is selected (for example, the HRA Event Tree or Operator Action Tree-OAT),
taking into account the availability of data and/or expert opinion to support the selected
representation. For the selected representation, a specific description is generated covering
alternate choices or mistakes possible in the human interactions.

Step 5: Impact assessment

This step is essentially one of recapitulation and review to allow the analyst to incorporate the

insights gained from the breakdown and representation stages. The possibilities for initiating

events, recovery actions and common cause failures and also the impact on quantification are
reviewed. Also reviewed are the possible sequence initiating events, e.g. the initiating event

for an event sequence could be ‘operating the pushbutton’ or ‘taking the wrong channel out

for maintenance’. The step also includes a review of whether actions can be combined for the
purpose of analysis. Such tasks are to be judiciously combined.

Step 6 : Quantification

The probability of success or failure of key human interactions is quantified for incorporation
into the PSA study accident sequence quantification. This includes the evaluation of sensitivities
and uncertainties associated with the data. The most appropriate database is to be selected
and might include time reliability curves, published data, data obtained from experiments and
human reliability models and opinions of experts. SHARP suggests a number of techniques
and is somewhat specific. However, procedurally the use of any particular technique is not
precluded.

Step 7 : Documentation

All documentation relating to the PSA must be traceable. The documentation must accurately
describe the process used to develop the quantification including assumptions made in respect
of data and actions in event trees, models and quantification techniques as well as the rationale
for action times or dependencies assumed. Any modification made to an existing method is to
be clearly stated and a quantitative statement as to the impact of human actions on CDF is to
be given. Quantitative evidence is to be included as proof for actions concluded to be risk
dominant for a particular sequence. Procedures for preparation of the documentation are
available in the U.S. NRC Procedures Guide, NUREG/CR-2300 [28].

2.3.2.3 Benchmark and Evaluation Studies on SHARP [5]

A benchmark study, the hypothetical loss of main feedwater induced Anticipated Transient Without
Scram (ATWS), was conducted and documented by EPRI in 1987 to determine the consistency of a
number of analysts in using SHARP. Analysts were positive in their evaluation of SHARP.

13
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Swain reviewed SHARP with a set of evaluation criteria for human reliability in the form of a checklist
[Comparative Evaluation of Methods for Human Reliability Analysis, GRS-71, April 1989]. The checklist
is an evaluation of HRA methods. SHARP received a favourable review for usability. According to
Swain, it provides a quantitative output meaningful to PRA and ensures that qualitative information is
catalogued. No benchmark application has proven SHARP difficult to apply or yielded inconsistent
findings.

IAEA's Procedure for Conducting Human Reliability Analysis in PSA [15]

The IAEA procedure aims to provide a practical and nearly standardised approach and terminology for
PSA and describe a framework in which different types of human actions are related to specific parts of
PSA. Acceptable methods and data sources for analysing human actions are discussed and the
integration of HRA into PSA is detailed. In the IAEA Procedure, human interactions are grouped into
three categories (A, B and C), as described in Section 2.2.3.

There are six main components in an HRA study, which comprises a qualitative assessment phase and
a quantitative assessment phase. The components are:

0] Task definition/understanding

(ii) Task analysis

(i) Identification of errors

(iv) Error recovery potential and mechanisms
(V) Identification of additional constraints

(Vi) Quantification

The process of incorporating the HRA into PSA can be separated into seven basic tasks. Each task has
inputs, activities and outputs. The tasks required for each of the three categories of human interactions
have the same form. The seven tasks are as follows:

1) Definition: Toensure that all candidate human interactions of the three categories
are adequately considered in the study

)] Screening: To identify human interactions that are significant to operation and
safety of the plant, with a view to minimising the resources required.

(3) Qualitative analysis: Talevelop a detailed stepwise description of important human
interactions, identifying key influence factors necessary for completing
the modelling.

4 Representation: To select and apply techniques for depicting human interactions in

logic structures.

5) Model integration: To describe how the significant human actions are integrated into the
plant and the system models of PSA.

6) Quantification: Toapply appropriate data or quantification methods to assign
probabilities for various interactions examined, determine sensitivities
and establish uncertainty ranges.

7 Documentation: To include all necessary information for the assessment to be traceable,
understandable and reproducible.

Comparison of SHARP and IAEA Frameworks

Both SHARP and IAEA Procedure provide an organised framework for the stepsin the HRA process.
While SHARP distinguishes 5 types of human interactions, the IAEA Procedure defines 3 categories of
human interactions, with Category C essentially covering Type 3, Type 4 and Type 5 of SHARP. The

14



seven steps of SHARP are similar to the seven basic tasks of the IAEA procedure. One notable
difference between the two is the absence of an explicit step for impact assessment in the IAEA
procedure. The impact assessment is presumably to be carried out as part of the quantification task.

235 Points t&Consider in Integration of HRA into PSA

The extent and attributes of the HRA will depend ultimately on the objectives of the PSA. The effective
integration of HRA into the PSA requires knowledge of both HRA and PSA. A human reliability analyst
with an understanding of basic PSA methods and NPP operations can coordinate the integration. Close
interaction with plant personnel is necessary to ensure that both the PSA model and the HRA evaluations
within it reflect actual plant operations and practices. If the PSA is being performed at the design stage,
then the human reliability analyst needs to consult knowledgeable personnel from other operating
stations to ensure that the assumptions made in respect of operating practices, procedures and training
are reasonable.
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3. METHODS AND MODELS FOR QUANTIFICATION OF HUMAN
RELIABILITY

3.1 Introduction

Some of the methods and models used in HRA are given in Table 3.1 below.

TABLE 3.1 : HRAMETHODS

1. ANALYTICAL METHODS
11 Time dependent activities
(@ Pre-accident (Normal) activities: THERP, HCR.
(b) Post-accident activities: THERP, OATS, HCR, CM.
12 Time independent activities
(@ Pre-accident activities
e Component specific errors. These are usually included in equipment failure rates,
e.g. human errors in repairing a pump.
e Configuration errors, e.g. restoration errors. These are usually incorporated into fault
trees.
(b) Post-accident activities : THERP

2. EXPERT ELICITATION/JUDGEMENT METHODS

2.1 Direct numerical estimation (absolute probability judgement)
22 SLIM-MAUD

2.3 STAHR (influence diagram approach)

3. FAST SIMULATION MODELS
31 MAPPS
32 SAINT

4.  OTHER METHODS
4.1 Sandiarecovery model (SRM)
4.2 Operator reliability calculation and assessment (ORCA)

Key to abbreviations :

THERP - Technique for human error rate prediction

HCR - Human cognitive reliability

OATS - Operator action tree sequence

CM - Confusion matrix

SLIM-MAUD - Success likelihood index method-multi-attribute utility decomposition
STAHR - Socio-technical assessment of human reliability

MAPPS - Maintenance personnel performance simulation

SAINT - Systems analysis of integrated networks of tasks

The following sections present in detail the methods most useful for HRA in PSAs of Nuclear Power
Plants.



3.2 Technique for Human Error Rate Prediction (THERP)
321  Overview of THERP

THERP was developed for the US Nuclear Regulatory Commission [25] and is an in-depth and widely
used method for modelling and quantifying human reliability. Of the many methods available, it is the
only complete method because it provides mechanisms for both modelling and quantifying. THERP is
the source of the HRA event tree, the basic tool used to model tasks and task sequences in HRA. The
method is based on performing a task analysis that describes the tasks to be performed by the operations
or maintenance crew.

While describing the individual tasks, information on the different PSFs is collected to modify the error
probabilities. The procedural steps in the tasks are graphically described in the form of HRA event
trees. THERP allows for the modelling of task dependence and also recovery from less-than-adequate
performance.

Event trees are quantified by the use of lookup tables which contain probability estimates. Factors such
as dependence, stress, experience, training, procedure quality and the adequacy of human-machine
interfaces are used to modify the base HEPs. The resulting probabilities are then placed on the HRA
event trees and summed to provide values for input to PSA.

322  The THERP Approach - Qualitative Analysis

Human reliability analysts applying THERP should make use of the qualitative and quantitative approach
given in NUREG/CR-1278. The approach comprises the following steps.

0] Perform a task analysis and identify all significant interactions involving personnel. This
includes the consideration of the interfaces between personnel and procedures, personnel and
hardware, personnel to personnel communications and decision making.

(ii) Analyse the interfaces and determine if the PSFs are adequate and favourable/unfavourable to
the performance of required tasks.

(iii) Identify potential problem areas, with respect to procedures, equipment design, lighting,
ventilation, plant policies and practices and the motor skills and mental effort that are required
of personnel, which may lead to human error.

(iv) Determine which problems have potential impact and which necessitate changes in equipment
or extant practices.

(V) Develop solutions to the problems. Human factor problems are resolved through job redesign,
use of mechanical interlocks, administrative controls and implementation of training and
certification requirements.

(vi) Review the consequences of the changes with respect to availability, reliability and costs
(through costs-benefits analysis). Consider the degree of hazard to personnel, risk of damage
to equipment, implementation schedules, the ability of the modified system to operate under
the range of environmental constraints normally encountered and the ability to maintain the
system in the new configuration in a tradeoff study.

323 Task Descriptions in THERP

Tasks in THERP are classified as either dynamic or step-by-step. Dynamic tasks refer to instances
where interpretation and diagnosis of a situation is required. The diagnosis of an infrequently occurring

event without the aid of procedures would be a dynamic task. A regular task, which is considered as a
sequence of actions, such as the planned shutdown of a NPP unit is a step-by-step task.

3.24  Error Likely Situations

Error likely situations can be determined through structured interviews with plant personnel, together
with evaluation of the systems against available guidelines and standards. Errors in general can arise in
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any situation where the abilities required for task performance do not match those of the personnel
concerned. Error likely situations exist when the distinctive cues to be used by the operators to assess
a situation are not apparent. Similarly, the lack of clear unambiguous feedback to operators most often
indicates a potential error likely situation. The lack of cues or lack of feedback, are best determined by
plant walkthroughs.

Dependence

When THERP is used to estimate the frequency of human error (or HEP), the degree of interaction or
dependence that is present is to be decided upon. This is done, by first decomposing the tasks into
smaller elements for which there are reference HEP data and then evaluating the dependence between
tasks for these elements. The failure rates for the smaller units are adjusted for the degree (zero, low,
moderate, high, complete) of task dependence present. Highly dependent tasks would have somewhat
higher failure rates. The HEPs for the smaller units are finally combined using the denoted set of rules
in THERP and an overall HEP is determined. THERP further allows the failure rates to be modified for
operator/crew stress levels.

Dependence can also occur between persons as when several technicians perform a task together or
when a second person checks the actions performed by the first, in the form of an inspection. Dependence
can also occur within an individual as several tasks are performed.

Recovery

When an error likely event is discovered, recovery by operator/crew is modelled and quantified.
Quantification of non-recovery gives a joint probability (i.e. the probability that an error will occur and
will not be recovered).

Integrating Human Failure Rate Information into PSA

The steps to be followed by the analysts using THERP to integrate failure rate information into PSA are
as follows.

0] In conjunction with the system analyst and the PSA analyst, define the system failures of
interest, including system functions that can be influenced by human error.

(ii) Perform the task analysis necessary to list and adequately analyse the human operations.

(i) Estimate the relevant error probabilities.

(iv) Estimate the influence of human error on system failure events.

(V) Recommend changes to the system and recalculate the system failure probabilities. Both

sensitivity analysis and uncertainty analysis are to be performed.

To complete the above five steps, the analyst goes through four phases, which are delineated below.

0] Familiarisation phase: Information gathering and plant visit, understanding plant specific and
event specific data and databases, review of administrative and operating procedures and
drawings.

(ii) Qualitative assessment phase: Determining performance requirements, evaluating the

performance situation, modelling human performance and determining potential errors.

(iii) Quantitative assessment phase: Determining probabilities of human errors, quantifying the
influence of the effects of performance shaping factors on human failure rates, accounting for
probabilities of recovery from errors and calculating the human error contribution to probability
of system failure.

(iv) Incorporation or integration phase: Incorporation of human factors and HRA findings in the
estimation of risk (e.g. CDF), performing sensitivity and uncertainty analysis.
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The HRA Event Tree Model in THERP

The HRA event tree, which is a formal representation of the sequence of actions, is unique to THERP.
The tree starts at any convenient point in an activity sequence and works forward in time. Decision
processes are modelled in binary success or failure fashion, with the sum of their probabilities always
equal to 1. All human activities depicted by the tree have a conditional probability, except for those in

the first branching.

HRA event tree

a A
b/ B/a b B/A
S F F F Series system S = Success
S S S F Parallel system F =Failure

Task ‘A'The first task
Task ‘B'The second task

a= Probability of successful performance of Task ‘A

A= Probability of unsuccessful performance of Task ‘A

b/a=  Probability of successful performance of task ‘B’, given a.
B/a= Probability of unsuccessful performance of task ‘B’, given a.
b/A = Probability of successful performance of task ‘B’, given A
B/A = Probability of unsuccessful performance of task ‘B’, given A

For series system

Pr[S] =a(b/a)

Pr[F]=1- a(b/a) = a(B/a) + A(b/A) + A(B/A)
For parallel system

Pr[S]=1-A(B/A) = a(b/a) + a(B/a) + A(b/A)
Pr[F]=A(B/A)

If the first branching represents a carry-over from some other tree, or a task based on likelihood of a
previous event, it too will be a conditional probability. In the event tree shown above, because Task ‘A
is always performed first, the probabilities associated with Task ‘B’ are all conditional on the outcome
of ‘A. b/a, Bla, b/A, and B/A represent the interdependence of the tasks A and B.

A series system has total success only if both Task ‘A’ and Task ‘B’ are successful. A parallel system
succeeds if either task is successful and fails only when both fail. The sum of individual path Pr[S] gives
the total success probability. Because Pr[S] = 1- Pr[F] and vice versa, only success or failure probability
need be calculated for the system.

THERP Data and Types of HEPs

THERP is based on a database of HEPs summarised in chapter 20 of the THERP Handbook [25]. These
data were derived from objective field judgements by the authors of the technique. The Handbook also
contains human performance models explaining how to modify the data for changes in performance
shaping factors and guidelines on how to convert independent failure probabilities into conditional
failure probabilities.
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Although modelling of tasks with event trees and using conventional reliability mathematics to derive
task success probabilities are straightforward tasks, the assignment of HEPs to individual task element
failure branches of the event trees calls for considerable judgement on the part of the analyst. Data
acquired from the specific plant situation under analysis would give the best estimate of error for the
task. As such human error data are not often available; sources like the Handbook have to be used.

The applicable HEP data found in THERP are referred to as Nominal HEPs. These represent the probability
of human error without considering the influence of plant specific and task specific PSFs. Once these
are taken into account a basic HEP is obtained. The basic HEP (BHEP) is the HEP with PSFs considered,
without considering the influence of other tasks, i.e. the task is considered in isolation. A conditional
HEP (CHEP) is a modification of the basic HEP to account for the influences of other tasks or events that
may include the preceding task elements/tasks and the number of personnel performing the task.

The THERP Dependence Model

THERP distinguishes five levels of dependence, equations for the conditional HEP of failure, given
failure of the previous task and Po as its independent HEP value, are given in the Table 3.2 below.

TABLE 3.2 : LEVELS OF DEPENDENCE

Dependence Level HEP

Zero Po

Low (1+19P0)/20
Moderate (16P0)/7
High (1+Po)/2
Complete 1

[Cata Tables in THERP Handbook

There are 27 data tables in THERP handbook (Appendix-5), and all of them are referred to in the
stepwise procedure for determining HEP values, presented in Section 3.2.12. The database considers
only the most frequently observed tasks in a NPP. Therefore, when a task is being evaluated for which
there are no tabled HEPs, a value of 0.003 is assigned as the nominal HEP for a general error of omission
or commission, if it is judged that there is some probability of either type of error. In abnormal events,
those tasks for which the tables indicate the HEP to be ‘negligible’, are assigned a nominal HEP of 0.001
to allow for the effects of stress that is associated with abnormal events. Most of the tables list the error
factors (EFs) or the uncertainty bounds (UCBSs) for the HEPs. For cases in which the EFs or UCBs are
not listed, guidelines for estimating them are given in Table 20.

Determining HEP Values in THERP

The stepwise procedure for determining an appropriate HEP value from the tables in chapter 20 of the
Handbook (NUREG/CR-1278), given in Appendix-5, is as follows:

@ If, to begin with, it is required to carry out a screening analysis (involving the assignment of
very high failure probabilities), then follow directions given for selecting screening values for
the performance of diagnosis and for subsequent rule based actions using the Tables 1 and 2.

(b) If screening analysis is not required, then check whether nominal diagnosis is required. In most
PSAs, nominal HEPs for diagnosis are of interest. The HEPs for the nominal diagnosis model
(Table 3) are used to estimate the probability of control room personnel failing to diagnose one
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or more abnormal events within the time constraints given by system analysts. To consider the
effects of personnel interaction in modifying the nominal HEPs for post-event activities (e.qg.
rule based actions), one uses the table listing control room staffing assumptions (Table 4) as a
function of time.

Following the above, if rule based actions are required to be carried out, then first determine
whether errors of omission, or errors of commission, or both, are involved. A set of ten tables
(Tables 5-14) lists the HEPs for errors in rule based tasks.

If errors of omission are involved, then determine whether the use of written material is mandated
for the task. Written material includes formal procedures, ad hoc procedures and oral instructions
that are written down by the recipient as he receives them. If yes, then the three tables (Tables
5,6,7) giving HEPs for errors (including commission errors) in preparation of written material,
for errors in the initiation of a task and use of procedures (administrative controls) and for
omission of items in procedures when using written material, are to be used.

If no written material is involved and the operator is relying on memory, then the appropriate
HEPs are selected from Table 6 giving HEPs for errors in initiation of task and the Table 8 giving
HEPSs for errors in carrying out oral instructions as a function of the number of items to be
remembered.

If errors of commission are involved, first determine whether the interface used is logically
categorized as a display, a control, a switch for motor operated valve (MOV) or a switch for
locally operated valve and then select the appropriate HEPs. If displays are used, then chose
HEPs from the tables for errors in selection of displays (Table 9), the table for errors in reading
and recording quantitative information from displays (Table 10) and errors arising due to the
poor ergonomics of displays (Table 11). If a control or a switch for a MOV is used, then Table
12 giving HEPs for errors made in the selection and use of switches and other manual controls
is referred to. If a locally operated valve is operated, then refer to the table giving HEPs for
errors in selection of locally operated valve (Table 13) and/or the table giving HEPs for errors
in recognizing that a valve is not fully open or closed because it is stuck (Table 14).

After selecting the nominal failure rate for the omission or commission error, the analyst must
review PSF information to establish a BHEP. The PSF should be evaluated according to the
tables given for taking into account tagging, stress and experience and dependence types
(Tables 15-19).

At this stage, the analyst performs a prelimimggntification to get the total failure probability.
Also, if there are human error terms that have no significant impact on system failure events,
they may be dropped from further consideration.

Determine the uncertainty bounds (cubs) or error factors (eves) for estimated HEPs using the
guidelines given in Table 20. Cubs for conditional HEPs based on the dependence model are
given in Table 21. The total failure probability plus cubs constitutes the system analyst’s input
to overall PSA.

At this stage in the HRA, recovery factors will be considered. Recovery from deviations in
actions under normal operating conditions may depend on the checking of actions performed
by an individual; by another individual, the checker. HEPs for errors of omission and commission
in the checker’s task are given in Table 22. Recovery may also be based on inspections of plant
indications by walkthroughs. Recovery cues may be annunciated. Table 23 lists HEPs for
errors in initiation of corrective action in response to one or more enunciators and Table 24 lists
HEPs for errors in remembering to respond to an enunciator that is steady on, after an interruption
or in noticing an important ‘steady on’ enunciator during the initial audit, or during subsequent
hourly scans.

In the absence of recovery cues, plant practice may mandate special status check of individual
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equipment. If not, checking is more of a general inspection. In respect of these, Table 6 lists
HEPs relating to initiation of a scheduled checking or inspection function, Table 25 lists HEPs
for detection of deviant annunciated indications on different types of displays during the
initial audit and on subsequent hourly scans, Table 26 gives modified HEPs for more than one
display (a maximum of 5) showing the presence of deviant conditions and Table 27 lists HEPs
for failure of the basic walk-around inspection to detect annunciated deviant indications of
equipment within 30 days.

K Appropriate modifications of the recovery factors by PSFs are next considered. This is followed
by sensitivity analysis, which though may be done at other stages in the HRA. The sensitivity
analysis is a means of ascertaining, whether the different assumptions and estimates made
significantly affect PSA results. Any of the assumptions or HEPs may be modified after the
sensitivity analysis and the effects of changes assessed to confirm that probabilistic safety
goals/criteria are met.

Accident Sequence Evaluation Programme (ASEP)
Introduction

The accident sequence evaluation programme (ASEP) HRA procedure detailed in NUREG/CR - 4772
[26] is the latest update of THERP. The intent of the ASEP HRA procedure was to enable systems
analysts to make estimates of HEPs and human performance characteristics (sufficiently accurate for
PSA), with minimal support from experts in HRA. The report includes some consideration of decision-
based errors, clarification of task and operator dependence and guidance in respect of post-accident
HEPSs. It also provides guidance for memorized immediate emergency actions and a means of carrying
out HRA with less effort. The results obtained with ASEP are in many cases more conservative than
those obtained when applying THERP.

The ASEP document (Swain, 1987) is particularly valuable for providing guidance for post-accident
HRA not found in the THERP document. It enables the analyst to assess the effect of emergency
operating procedures (epos) and of memorised immediate emergency actions. As with THERP, the
assumptions with regard to crew response are based on the time reliability curve/correlation (TRC)
approachThe TRC is a relationship of the probability of the (failure of) occurrence of an event to the
time over which the event could occur.

The basic approach taken in the development of the ASEP HRA procedure was to select certain generic
HEPs for certain sets of tasks and employ easy-to-understand procedures for using these HEPs and for
estimating the effects of dependence and recovery factors. The aim was to have a rule based procedure
that could be employed with considerably less judgement than is the case with the more complete
THERP HRA procedure.

The ASEP procedure consists of a pre-accident screening HRA, a pre-accident nominal HRA, a post-
accident screening HRA and a post-accident nominal HRA. The screening analysis uses conservative
estimates of HEPs, response time, dependence levels and other human performance characteristics. It
is less complicated than nominal analysis and does not produce upper confidence bounds, as the
analysis itself is sufficiently conservative.

Pre-accident and Post-accident Tasks

Pre-accident tasks of interest consist of maintenance (routine and corrective), calibration, surveillance,
testing and restoration tasks. The opening or closing of manual or motor operated valves following
repair or test, in order to restore these valves to their normal operating position/status, is an example of
a restoration task.

Pre-accident tasks are tasks usually performed by operations personnel, instrumentation and control
personnel and maintenance personnel, under non-accident conditions. Pre-accident tasks, if incorrectly
performed, can affect the availability of safety systems that are required to mitigate an accident sequence.

24
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To evaluate pre-accident tasks for an existing plant design, the calibration, test and maintenance
procedures are reviewed for each front-line and support system. This review identifies critical
instrumentation for which miscalibration could prevent system function, and components that could be
removed from service and inadvertently left in an inoperable or incorrect state in maintenance or
testing.

Pre-accident tasks may include elements of skill-based, rule-based or knowledge-based behaviour.
However, normally only rule-based behaviour is modelled for PSA purposes, while assessing pre-
accident tasks.

Post-accident tasks pertain to activities that are performed by control room operating crew and take
place after the onset and annunciation of an initiating event. Post-accident tasks are divided into
diagnosis (meaning perception, discrimination, interpretation, diagnosis and decision making) and
post-diagnosis (execution) tasks, which are required in the implementation of mitigation measures for
ensuring or maintaining the reactor in a safe state.

Post-accident operator actions are required in the following cases:

- failure of automatic actuation of the mitigating systems.

- successful automatic actuation of a mitigating system, with a requirement for operator actions
to ensure its continued operation.

- the absence of design features for automatic mitigating action.

Diagnosis is the identification and evaluation of an abnormal event to the level that enables the operators
to pin-point those systems or components whose status can be changed to mitigate or terminate the
problem situation. Diagnosis therefore implies the determination of appropriate actions on recognising
an abnormal event, within the allowable time constraints. Diagnosis includes interpretation and when
necessary, decision making. Diagnosis also involves knowledge-based behaviour, i.e. behaviour that is
applied in unfamiliar situations in which personnel have to interpret, diagnose or accomplish some level
of decision making.

Post-diagnosis actions are activities that are indicated by, and logically follow a correct diagnosis of the
abnormal event. These actions involve skill-based, rule-based and/or knowledge-based behaviour, and
must be performed correctly within allowable time constraints.

Pre-accident HRA Methodology in ASEP
Modelling of Pre-accident Tasks.

Pre-accident human errors are modelled at lower levels in the individual fault trees, usually at the basic
event level. Typically a human error is modelled alongside its corresponding hardware failure. Both
error types input to an 'OR’ logic gate as contributors to the specified undesirable state of the component.
Each human error basic event so modeled in the fault tree is labelled so that operator errors can easily
be identified in cutset analysis and sorted for separate event reporting.

Steps in Analysis
0] Obtain information for pre-accident HRA.
This is accomplished by carrying out the following steps.

(@  Visit plant to gather information on maintenance, calibration, surveillance tests and
restoration tasks. Review plant policies and practices. Discuss with plant personnel.

(b)  Observe plant personnel carrying out pre-accident tasks (calibration, maintenance and
testing). Ask plant personnel to talkthrough the pre-accident procedures, as they are
being carried out.



(i)

(ii)

(iv)

v)

(c) Collect relevant written procedures and documents, including administrative procedures,
system descriptions, layout drawings and technical specifications.

Identify the critical human-machine interfaces (HMIs).

All the relevant HMIs are evaluated to ensure that no potential failures due to human error are
overlooked.

Define the critical systems and associated tasks and activities.

Document under: System name, Task (what is being done/not done by the human) and Activities
(specific actions that are required to be performed to complete the task and restore the system
to the required configuration).

Assign basic human error probability (BHEP).

The ASEP HRA procedure presents a simple model of human behaviour for pre-accident tasks.
The model includes a generic BHEP that can be used for all pre-accident tasks, as well as rules
to adjust this BHEP for the effects of dependence and recovery factors. The BHEP is
conservatively selected as 0.03. Based on HRAs and reviews of pre-accident procedures at La
Salle NPP, USA, it is taken as the HEP value for pre-accident actions, exclusive of recovery
factors.

Therefore, for each key action that must be accomplished, e.g. the restoration of a valve to its
normal operating position after maintenance or the performance of a critical step in a calibration
procedure, a total BHEP of 0.03 is used. This value is based on the assumption of average
quality written instructions and restoration procedures and associated administrative control.

The BHEP of 0.03 represents a combination of a generic HEP of 0.02 assessed for an error of
omission and a generic HEP of 0.01 assessed for an error of commission, with the conservative
assumption that an error of commission is always possible if an error of omission does not
occur. The values 0.03, 0.02 and 0.01 are larger than many of the BHEPS related to pre-accident
tasks, as given in NUREG/CR - 1278 [25].

Performance shaping factors (PSFs) other than recovery factors, dependence effects and
radiation are implicitly included in the BHEP and assume average or better human factors or
conditions. The effects of PSFs are also implicitly taken into account in the uncertainty bounds
for the various HEPSs. If considered necessary, the BHEP of 0.03 may be re- assessed upward
(made larger) on the basis of a more detailed analysis of administrative procedures and their
method of implementation. However, no downward adjustment of the BHEP of 0.03 should be
made.

Radiation is explicitly considered as a PSF in pre-accident screening HRA. In AECL HRA [6]
for CANDU reactors when a human action takes place in a radiation area, the probability of
human failure is doubled; i.e. the basic HEPs are doubled.

Identify recovery factors (RFs) and assess their effects

Recovery factor (RF) is a factor that prevents or limits the undesirable consequences of a
human error. One of the most common RFs is human redundancy. Other RFs are applicable to
the effects on human performance of control room component status displays (especially
those that are annunciated), of post-maintenance or post-calibration tests and of periodic
inspections (particularly those involving the use of written checklists). These RFs it may be
noted are not part of post-accident recovery analysis discussed in Section 3.3.4.7.

In ASEP HRA procedure for pre-accident tasks, no RF credit is given for the use of written
checklists, unless users of these checklists have been instructed to checkoff the equipment
items one by one, once the prescribed check is completed. In HRA therefore, RFs will be



credited for written checklists, on the assumption that these checklists are available and are
required to be checked off.

A conservative approach is taken, with a limited number of RFs being considered in the
methodology. First, each RF is applied to the BHEP value (0.03) rather than being applied
separately for errors of omission and errors of commission. Second, if there is more than one
component to be checked in a group of components being treated as a system for analysis
purposes, the relevant RFs are applied to components as a group and not to each component
individually. This means that each RF is treated independently of the number of components in
the system; each RF is counted only once to be conservative, and also to account for the
possibility that not all RFs will be employed on each occasion in which they should be employed.
The recovery factor includes the effects of between-person dependence (i.e. dependence
between task performer and the second person or other RF performer). Dependence between
the tasks performed by one person is included in the dependency effects determination.

The recovery factors (RFs) considered in human reliability assessment would comprise the
following.

(@  Compelling signals - for activities associated with compelling (attention getting) signals,
errors are assessed to be fully recoverable. One or more annunciators that must be
compulsorily cleared on completion of a maintenance or calibration task or resumption
of normal operation would constitute an example.

(b)  Post-maintenance or post-calibration test - in these activities, errors are recoverable if
the tests are correctly performed.

()  Wiritten verification - in activities with written checkoff provisions, errors can be recovered
from. For example, when a second person is required to verify the actions of the original
task performer or when the original task performer is required to make a check at a
different time and place from the original.

(d)y  Written daily check or per-shift check - a daily or per shift check of component status
using a checklist.

Credit for recovery factors

A condition where the RF is absent is called ‘basic’. When the RF is present, the
condition is ‘optimum’. Each ‘basic’ condition has its complementary ‘optimum’
condition. For each activity, it is necessary to determine the ‘basic’ and ‘optimum’
conditions (with respect to RFs) that apply. For the case when ‘basic’ condition is
applicable for all RFs, a BHEP of 0.03 is assessed for human caused failure of a critical
safety component or system that is unavailable. As an error of commission is always
possible even if an error of omission does not occur, each critical action is assigned a
BHEP of 0.03.

For the case when ‘optimum’ condition is applicable for all RFs, the failure probability

is negligible because of the multiplicity of RFs available. For intermediate conditions,
procedures are provided. The cases that are applicable to the concerned task/activity
are found in Table 3-3 below and the corresponding values are used in the HRA.



TABLE 3.3 : BASIC AND OPTIMUM CONDITIONS

Recovery Factor Basic Optimum Condition Recovery Factor Failure
RF) Condition (OC) Probability or Non-
(BC) Recovery Probability
Compelling signal None Present The RF is excellent i

available indicating
component
unavailable status

this case. So the
failure probability is
takentobe 1 E - 5.

Post- maintenance
Post- calibration
tests

There is no verificati
of component status

bn  Verification of compo
status is present. Th
full recovery if itis done

correctly.

nent 1E-2
bre is  for failure to dg
correctly

t

Written verification

There is no written
verification.

Written verification is
present.

1E-1
for failure of the RF to
catch error made by
the original task
performer. RF is
presumed inoperative
if the PM/PC test is
not done correctly.

Written daily or per-
shift check of
component status

There is no written da
or per-shift check

ily  Written daily or per-sh
check is present.

ift 1E-1
for failure of check to

detect unavailable

(in and outside statug

control room)

For initial Nominal HRA (NHRA), this RF may be used only once per error. If this leads to significant
effect of a task on the results, give credit, as in THERP, in a detailed analysis.

When basic condition applies to all RFs (i.e. no RFs available), assess BHEP = 0.03 with EF to
be equal to 5. When optimal condition applies to all RFs (all RFs available), assess the HEP to
be equalto 1E-5.

Considering all the possible combinations of recovery factors that can be associated with an
activity, nine cases applicable to critical activities are delineated in ASEP HRA Procedure. For
each, the Total Failure Probability (TFP) is listed with its error factor in parenthesis. The TFP is
the product of the basic HEP of 0.03 and the probabilities of failure of the relevaieRles
3.4presents the nine applicable cases and is consulted, using the basic and optimum conditions
associated with each activity, in order to determine which of the nine cases applies to the
activity under review. The appropriate TFP value is taken from the table and used in the HRA.

The data given in Table 3.4 is taken from Table 5.3 in ASEP HRA Procedure [26]. The Error
Factors (EFs) given in the document referred to are calculated using the propagation method
for Uncertainty Bounds (UCBSs) given in Appendix A of the Handbook [25]. It is an algebraic
equivalent of the Monte Carlo procedure. Because this procedure is onerous, a programme for
this UCB propagation method in Fortran is given in Appendix B of ASEP HRA Procedure.

(vi) Determine dependence effects and modify BHEP

The dependence between two tasks or activities refers to the situation in which the probability

of failure for one task is influenced by the success or failure that has occurred for the other



TFP =BHEP x FP of RFs, where BHEP =0.03. EF = Upper UCB/Lower UCB, where UCB is Uncertainty Bound

TABLE 3.4 : CRITICAL ACTIVITIES IN PRE-ACCIDENT HRA CASES APPLICABLE [26, B3]

=

No. RF: Compelling | RF:Post-Maintenance (PM),| RF:Written RF: Daily or Per- Applicable HEP (EF)
Signal -1 Post-Calibration (PC) Test-2| Verification-3 Shift Check-4 BCs and OCs
1. Nil Not effective Not Used Not used All BCs apply | BHEP = 0.03 (5)
2 Nil Not effective Used Used BCs:1,2 0.03x 0.1 x0.1=0.0003 (~ 16)
OCs: 34

3. Nil Not effective Second person/ Not used BCs:1,2,4 0.03x 0.1 =0.003 (~10)
other immediate RH OCs:3
is used

4. Nil Not effective Not used Used BCs:1,2,3 0.03x 0.1 =0.003 (~10)

OCs: 4
5. Available - OCs:1 Very small, assess upper bound of
(annunciation) Availability of these RFs does not matter 0.00001
6. Not Used Effective if correctly Not used Not used BCs: 1,34 Probability of not or incorrectly
done OCs: performing PM/PC Test = 0.01
0.03 x 0.01 = 0.0003 (~10)
7. Nil No credit if not done or Used Used BCs:1 0.03x0.01x1.0x0.1
incorrectly done 0Cs:2,34 =0.00003 (~16). The 1.0 means no
recovery credit is given for OC 3 if PM
PC test is not done or done correctly as
per OC 2.

8. Nil Effective if correctly done Second person/ Not used BCs:1,4 0.03x 0.01 x 1.0 = 0.0003 (~10). The 1.
other immediate RH 0OCs: 2,3 means no recovery credit is given for O(
used 3if PM/PC Test is not done or done

correctly as per OC 2.
9. Nil Effective if correctly done Not used Periodic check is BCs: 1,3 0.03x0.01 x 0.1 =0.00003 (~16)
made OCs: 2,4




task. The dependence may exist between two tasks performed by the same person (within-
person dependence), or between the same two tasks performed by different persons (between-
person dependence). For the same pair of activities, the level of dependence for errors of
commission may differ from that for errors of omission.

The BHEP of 0.03 is modified for effects of dependence. Between-person dependence is already
included in the HEPs for RFs. Within-person dependence is considered in this section. In
ASEP Procedure, dependence effects for RFs and original task performance are treated differently.
For RFs, dependence effects are not specifically considered because of the rule which states
that each RF will be applied only once, and because in the exceptions (e.g. for periodic checks),
independence can be assumed. For original task performance, dependence effects for series
systems and parallel systems are treated differently.

Levels of dependence

Though dependence is a continuum, for practical reasons it is separated into distinct levels,
varying from three levels (zero dependence, high dependence and complete dependence) in
ASEP HRA Procedure to five discrete levels in THERP. However, a conservative simplification
would be to separate it into four levels; zero dependence (ZD), moderate dependence (MD),
high dependence (HD) and complete dependence CD).

The information to be collected to determine dependence effects includes the following.

(@  Time reference - The relative times of performing the activities is determined. Two
activities are said to occur closely in time if the between-activities time interval is less
than two minutes. This time interval is a modification of the one minute guideline in
THERP.

(b)  Location reference - Two components are considered to be in the same visual frame of
reference of the operator if, while performing an action on one, the operator can see the
other. Same frame of reference implies that the components are within four feet of each
other.

()  Written requirements - For those components not in the same visual frame of reference,
determine whether the operator is required to record some information about each or
only initial/make a check mark.

(d)  General location - For components not within the same visual frame of reference and
with no requirements for writing some information for each, determine whether they are
in the same general area (i.e. within four feet of each other).

The treatment of dependence effects differs for series and parallel systems.

(@)  Series system - Inrespect of activities on different components of a series system, zero
dependence (ZD) is assessed for both errors of commission and errors of omission.

(b) Parallel system - In respect of activities on different components of a parallel system,
zero dependence (ZD) is assessed for errors of commission.

Three levels of dependence for errors of omission are considered in Table 3-5 given below.



TABLE 3.5 : DEPENDENCE ASSESSMENT OF ERRORS

OF OMISSION
Zero If activities do not occur within the same time reference (2 minutes) OR activities ogcur
dependencel within the same time reference but components are not in the same visual frame of
(ZD) reference (4 feet) and operator is required to record information.
Complete Ifactivities occur within the same time and visual frame of reference.
dependence
(CD)
High If activities occur within the same time reference but not in the same visual frame of
dependence| reference and the operator is not required to record information.
(HD)

Assessment of dependence

For pre-accident errors, the modelling of dependent errors in the fault trees is affected by the level of
dependence that is assigned between the errors. Equations for the calculation of conditional failure
probabilities that are associated with the levels of dependence are given below. These equations are
taken from the THERP handbook. Dependencies are analysed only at the system level and not at the
sequence level, so that the cutset truncation limit#8 10

Conditional failure probability (CFP) equations

Level of dependence Equation of conditional failure probability ~ Approximate
value #
Zero dependence P [b/a zD] = P[b] P[b]
High dependence P[b/aHD]=(1+P[b])/2 05
Complete dependence [B#a CD]=1.0 10
@ Task A is the first task and Task B is the second task.
(b) Table gives CFP for Task B, given failure of previous task (Task A), for three levels of dependence.
(c) P[b] is the probability of failure of Task B, assessed independently.
(d) P [b/a] is the probability of failure of Task B, given failure of the immediately preceding task
(Task A).
(e) #when P[b]= 0.1
For each level of dependence, the logic structure of the fault tree is modified if necessary, as given
below.
0] Zero dependence (ZD) - All human actions that are identified as being completely independent

(i)

(ii)

(zero dependence) are modelled in the fault trees as individual basic events, each with its own
unique label. In general for the case of zero dependence, the original fault tree will not require
modification.

High dependence (HD) - Where each dependent event appears, an additional dependent
failure event is added to the fault tree in a way similar to the addition of a CCF event for
hardware failures. For two tasks A and B, the probability for the dependent event (Pd) modelled
in the fault tree, is a product of the probability of the independent event Pa and the conditional
probability P[b/a], i.e. Pd = Pa x P[b/a].

Complete dependence (CD) - All errors identified to be completely dependent are modelled by
using the same basic event label in the fault tree. The fault tree analysis software then treats the
dependent errors as the same error.
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(vii)  Carry out quantification and determine the nominal HEPs.

In this step, the failure probabilities of category A (Pre-accident) human actions, including the
influence of RFs and within-person dependence for multiple errors, are assessed. The RFs
already include between-person dependence. The steps used to determine nominal HEP are
detailed below.

Base information

@
(b)

©

(d
©)
®

)

Number of components in the system.

BHEP: Total BHEP is assigned for each critical actidrd3; 0.02 for error of commission
and 0.01 for error of omission.

PSFs: The only explicit PSF, excluding RFs and dependence effects, that is to be
considered in the calculation of pre-accident NHEP is radiation (In AECL HRA, if the
critical action is performed in a radiation area, then the BHEP is multiplied by a factor
of 2).

RFs : Creditis assigned for all permissible RFs.
Both series and parallel systems are considered.
Dependence effects - NHEPs are calculated as shown below.

Upper bound (UB) and lower bound (LB): Calculated by multiplying and dividing the
NHEPs by the EFs.

Calculation of nominal human error probabilities (NHEPS)

0

(i

Series system (ZD)

Zero dependence (ZD) is assessed for the critical human actions that are related to
series systems. ZD is assessed for errors of omission and errors of commission. For this
case, the NHEP is approximated by the following equation:

NHEP =n [BHEP x TRF] = n [0.03 X TRF]

where BHEP = 0.03 (0.02 for error of omission and 0.01 for error of commission for one
component), Total Recovery Factor (TRF) is the product of all recovery factors that are
to be credited and n is the number of components in the system. The RF values are as
given in Table 3.3.

Parallel system

Zero dependence (ZD) - If zero dependence is assessed for the critical human actions in
a parallel system, the NHEP is approximated by the following equation.

NHEP =[0.03 x TRF].

Complete dependence (CD) - For complete dependence between critical human actions
in a parallel system, the NHEP is approximated by the following equation.

NHEP =0.03x TRF x[1.0}=0.03x TRF

where 1.0 is the conditional HEP, assuming complete dependence, for the second or
subsequent human actions.

High dependence (HD) - For high dependence between the critical human actions in a
parallel system, the NHEP is approximated by the following equation.

NHEP =0.03 x TRF x [0.5}

where 0.5 is the conditional HEP assuming high dependence, for the second or
subsequent human actions.
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334  Post-accident HRA Methodology in ASEP
3.3.41 Modelling Post-accident Tasks

Post-accident operator actions are usually modelled in the event trees as separate decision branch
points (headeevents) and are usually placed just before the top event of the associated system that
requires manual initiation. In some cases, post-accident operator actions are modelled in the system
fault trees. This is usually restricted to those cases where only one system or subsystem is affected by
the operator action.

Therefore, for the systematic identification of post-accident human actions, the accident sequence
event trees for each initiating event are required to be developed. In addition the analyst reviews the
emergency procedures associated with each accident sequence, accident analyses reports and other
relevant information. A list of operator actions to be performed for each system and sequence is then
compiled.

Both diagnosis errors and execution errors are modelled for the post-accident operator actions. In some
situations, even after correct diagnosis, execution errors or system failure may occur. This means that
the success criteria for the particular operator action are not met. The operator then is assumed to
correctly monitor the state of the plant and realise the occurrence of a failure. For the subsequent
operator action in this case, a new diagnosis HEP will be considered, unless this failure possibility is
already included in the procedure being followed by the operator, which clearly specifies the action next
required.

3.3.4.2 Tme Relationship Between Diagnosis and Execution Tasks

A simplification that is employed in the post-accident screening analysis is to divide the total estimated
time available for coping with an abnormal event into two artificially independent parts. The total
allowable time for coping with an abnormal event is specified by the systems analyst and is divided into
an allowable diagnosis time and an allowable execution (post-diagnosis) time. The procedure for
estimating diagnosis time is described below.

First, assuming that a correct diagnosis has been made, the time to perform the execution of tasks
required in response to the initiating event is estimated. Then this time is subtracted from the total
allowable system response time estimated by the systems analyst. The time that is left is the allowable
diagnosis time.

Td=Tm-Ta
where:

Tm is the estimated maximum allowable time for correct diagnosis of the abnormal event and completion
of the required post-diagnosis actions (execution tasks) to meet system success criteria established by
the system analyst.

Td is the estimated allowable time for a correct diagnosis, with sufficient time to perform the post-
diagnosis actions within the maximum allowable system response time Tm.

Ta is the estimated time to get to the appropriate locations and perform the required post-diagnosis
actions, following a correct diagnosis.

3.3.4.3 Human Error Probability for Diagnosis Tasks

The HEPs for diagnosis tasks are given below as a function of the available diagnosis time. In assessing
diagnosis time, the time starts from the receipt of first alarms and indications of the off-normal conditions
and specifically excludes the time taken to execute the specific corrective action required. The diagnosis
model (ASEP nominal model) represents the performance of a typical team (crew) expected to be in the
control room following an abnormal event. The nominal diagnosis curve from which the following table
(Table 3-6) is derived is given in Appendix-6 (Figure AP 6-2).
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TABLE 3.6 : ASEP - NOMINAL DIAGNOSIS MODEL

ltem T (minutes after To) Median Joint HEP Error Factor
(Control Room Team)
1 1 10 -
2 10 0.1 5
3 20 0.01 10
4 30 0.001 10
5 60 0.0001 30
6 1500 (~ 1 day) 0.00001 30

To is the time at which a compelling signal of an abnormal situation is registered and is usually taken as
a pattern of annunciations. A probability of 1.0 is assumed for observing that there is some abnormal
situation.

Human Error Probability for Execution Tasks

The operator’s response in coping with an abnormal event may be classified as either dynamic or step-
by-step. A step-by-step task is a routine, procedurally guided set of steps that is performed one step at
a time, without a requirement to divide the operator’s attention between the task in question and other
tasks. Post-accident step-by-step tasks are generally classified as Category C-Type 1 (procedural
safety actions). However with practice and high level of skill, a step-by-step task may be performed
reliably, without recourse to written procedures. A dynamic task is one that requires a higher degree of
interaction between personnel and equipment than step-by-step procedurally guided tasks. Dynamic
tasks may include decision-making, monitoring and/or control of several functions or any combination
of these. Tasks belonging to Category C—Type 3 (Recovery/Repair and Improvisation Actions) are
generally classified as dynamic tasks.

Post-diagnosis actions are also classified as being performed under moderately high stress or extremely
high stress levels. A moderately high stress level is a level of disruptive stress that will result in a
moderate deterioration of performance effectiveness of most people. The onset of an abnormal event
that is indicated by annunciators or other compelling signals, is usually considered as causing at least
a moderate level of stress.

An extremely high stress level is defined as a level of disruptive stress that causes the performance of
most people to deteriorate rapidly. The occurrence of a large LOCA is assessed as resulting in extremely
high stress to operating personnel. Extremely high stress is assessed for the operator under one or more
of the following conditions (NUREG/CR-4550).

@ maximum time available is less than two hours,
(b) a single channel tube blockage occurs, or
(c) more than two safety related systems fail.

NHEPs for post-accident execution errors are quantified using ASEP Procedure. Median values of HEP,
which include the effects of stress and complexity of the task, are used to determine the NHEPs. HEPs
assessed for the type of task and stress level are given in Table 3.7 (from CANDU generic PSA/HRA)
below. This table draws upon the information given in two tables, one from the ASEP document
(NUREG/CR - 4772) and another from NUREG/CR- 4550 (a U.S. NRC report entitled ‘Analysis of core
Damage Frequency: Internal events methodology’). The original performer (OP1) is the operator
performing the task.



In the case when recovery of error made by OP1 is still possible at the point of error action, the HEP for
the related task and stress categories for the second person in the operating crew (OP2) are to be used.
Also, a third person can be credited for verifying the emergency actions and for taking recovery actions
during an abnormal state of the plant.

If there are Recovery Factors other than human redundancy (checkers), then the influence of these will
be separately assessed. Credit for the second and/or third operator (checker) can be given. The HEP for
the third operator (checker) is the same as that of the second operator (checker) given in the table.

Credit for the second and third operator is also conditioned by the following criteria.

For the tasks performed in the main control room:

@ If the time allowed is greater than 30 minutes, credit for the second operator is given.
(b) If the allowed time is greater than 60 minutes, then credit for the second and third operator is
usually given.

For the tasks performed in the field:

(@ If the allowed time is less than 60 minutes, then credit for the second operator is not given.
(b) If the allowed time is greater than 60 minutes, then credit for the second and third operator is
given.

TABLE 3.7 : ASSESSMENT OF NOMINAL HUMAN ERROR
PROBABILITIES BY TASK AND STRESS LEVEL

Post-DiagnosisActions Original Second Operator
(Execution) Performer (OP1) [Checker] (OP2)
HEP EF HEP EF
Step-by-step task
(Moderate stress) 0.02 5 0.02 5
Step-by-step task
(Extreme stress) 0.02 5 0.50 5
Dynamic task
(Moderate stress) 0.02 5 0.50 5
Dynamic task
(Extreme stress) 0.25 5 0.50 5
Notes:
@ The HEPs are for independent tasks or independent sets of tasks, in which the actions that

make up the set can be judged to be completely dependent.

(b) A HEP of 1.0 is assessed for the total failure probability of the post-diagnosis task (diagnosis
+ execution), if no written procedures are available for a critical skill based /rule based action.

(c) The HEPs and EFs are taken from the table entitled Assessment of Nominal HEPs for Post-
Accident Post-Diagnosis Actions, from the ASEP HRA document.

(d) Credit to the Second and/or Third Operator (Checker) can be given. The HEP for the third
operator is the same as that for the second operator (checker).

The total failure probability of the execution task is the product of the HEPs for OP1, OP2 and OP3. The
HEP values for each activity are then added for each task. This yields the total HEP for the task under
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investigation. For the tasks, for which there is insufficient time to execute the task, the operator is not
credited (HER- 1).

Dependencies for Post-accident Actions

For zero dependence, consecutive operator actions are simply assigned the calculated HEPs. For
complete dependence, the second and subsequent operator actions (branch points) are assigned a
probability of 1.0 (certain failure) on the failure branch of the first operator action, and are generally not
modelled in the event tree. For high dependence, the conditional failure probability equation is given in
Section 3.3.3.2 (vi) on page 35.

Quantification of Post-accident Actions

The total failure probability for a post-accident operator action is taken as the failure of the operator to
correctly diagnose the event ‘OR’ed with the failure to correctly execute the actions that must be taken
within the total allowable time. Thus the total failure probability for the combined diagnosis and execution
tasks is given in the following equation.

Pt=Pd + Pe - (Pd x Pe)
where:
Pt = total post-accident failure probability

Pd= probability of diagnosis error
Pe= probability of execution error

Pd x Pe can be conservatively considered to be small, compared with Pd+Pe, such that the combined
failure probability is

Pt = Pd +Pe
Recovery Analysis

Recovery analysis deals with the probabilistic evaluation of recovery actions, and is usually performed
after accident sequence quantification at the cutset level. Recovery analysis will be performed on
sequence cutsétdor a possible damage state, if the probability of that core damage state is higher
than acceptable. The operator actions that are credited during recovery analysis are based usually on
component/equipment failure at the cutset level.

The following steps are involved in recovery analysis.

@ Obtain information for post-accident analysis

(b) Identify recovery actions that are included in event trees and fault trees.
(c) Develop accident sequence descriptions.

(d) Select the dominant cutsets.

(e Identify potential recovery actions.

® Determine the available operator time.

(@) Determine the operator performance time.

(h) Select viable operator actions.

0] Determine the HEP.

@ A cutsest is a combination of basic events resulting in the undesirable event.



The nine steps involved in recovery analysis are detailed below.

@

(b)

©

(@)

©)

®

(9)

(h)

0

Obtain information for post-accident analysis

Information for the recovery analysis is based on the plant response that is modelled in the
accident sequence event tree analysis.

Identify recovery actions included in event trees, fault trees.

Post-accident operator actions are generally modelled in the event trees. In some cases, post-
accident operator actions are modelled in the system fault trees. This is usually limited to cases
where only one system or subsystem is affected by operator action.

Develop accident sequence descriptions

The accident sequences that are relevant for the recovery analysis are identified and the
following information is recorded.

- initiating event and event tree number,

- event tree sequence number,

- sequence designator, and

- accident type and subsequent plant damage state.

Select the dominant cutsets

The accident sequence is defined by the initiating event and the set of system successes and
failures leading to plant damage. The dominant cutsets are chosen for recovery analysis. In
generic CANDU PSA/HRA, the dominant cutsets for the recovery analysis are chosen among
those having a frequency that is generally three orders of magnitude lower than the accepted
frequency of core damage. For the selected sequence, the mission time is determined.

Identify potential recovery actions

The potential recovery actions in the cutset are determined among the component failures in
the cutset. These potential recovery actions are usually applicable to one specific failure in the
cutset.

Determine available operator time

The time available to perform a recovery action is the amount of time from the point at which the
affected component has failed, to the time at which plant damage occurs. For various sequences,
the available action time can range from tensiofutes to a few hours.

Determine operator performance time

This is the time required by the operator to execute the recovery action. If this is a simple action
performed in the main control room, it may require only a few minutes. If the action is to be
performed on the supplementary control panel, then another 15 minutes are to be added to the
operator action time.

Select viable operator actions

A recovery action is considered to be viable if the time required to perform the action (Ta=Tm
- Td) is less than the time available to perform it. If more than one operator action is required,
then the order of initiation of actions is to be stated.

Determine human error probability (HEP)

HEPs for recovery actions include the contribution of diagnosis errors and execution errors,
which are calculated as per the methodology for quantification of post-accident operator
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errors, given in section 3.3.4.6. HEPs for recovery actions during seismic or fire events should
consider also the factors delineated in (g) and (h), respectively.

The dominant sequences, with operator errors in recovery actions, may be re-evaluated using THERP
or an expert judgement method to calculate the HEP.

Human Cognitive Reliability (HCR) Method

The HCR model quantifies the time dependent nonresponse probability of control room operators
performing tasks. The model does not strictly produce a HEP, although analysts use it as such. The
method uses the terminology developed by Rasmussen to describe the levels of cognitive processing
and also PSFs that may influence task performance.

The notion of success and failure (or correct and incorrect response) intrinsic to the time-reliability
correlation is extended by the HCR by adding a third category of ‘no response’. The ‘no response’ can
be seen as a result of ‘slow cognition’, i.e. when the operator uses more time than allowed.

The basis for the HCR model is a normalised time reliability curve, the shape of which is determined by
the dominant human cognitive processes associated with the task being performed (skill based, rule
based or knowledge based behaviour). The human reliability analyst determines the type of cognitive
process, estimates the median crew response time and the time available to the crew, and uses the HCR
model to quantify the non-response probability. The extent to which a task is correctly analysed to be
rule based versus knowledge based depends on the competence of the analyst. Further, if not enough
simulator trials are available to establish a median crew response, then the analyst’s judgement is
required. The time available to the crew for response is determined on the basis of thermal hydraulic
calculations. The HCR curve is given in Appendix-6 (Figure AP 6-3).

The HCR model is applicable to settings other than nuclear control rooms provided that the crew
performance times can be determined and the accident phenomenon is known well enough to predict
the time available to the crew for their response.

For example, one could model the progression of a fire or flood event at a process plant, until
consequences occur. The time required for the fire brigade to come to the site and mitigate the fire or
flood could be calculated. The ratio of the time until the fire is contained to the time before the
consequences of the fire are realised offsite provides the basis for running the HCR model. Data is best
validated by running drills from the fire house to the site and running models of fire dispersion. In
nuclear applications, the time reflects the time before either fuel damage or core damage occurs. In
process industries, time available may be time until toxic release/explosion.

PSFs, specifically stress, experience and the quality of the HMI are accounted for by adjusting the
median time. This is, however, done in a purely quantitative fashion without considering the possible
information processing mechanisms that the Skill-Rule-Knowledge (SRK) Framework, as given in Table
3-8, might imply. There is no consideration of how the PSFs influence operator performance. PSFs are
assumed to affect the response probability by changing the crew median response time (representing
distribution location) and not the variability in response times (representing distribution shape).

The normalised time reliability curves used in the model have been derived from simulator data and
small scale tests. The shape of the curves is approximated by three-parameter Weibull distributions.
Each distribution corresponds to a category of cognitive behaviour. The three parameter Weibull

function has the form

P(t) = exp—[{(t/Tm)-Bi}/Ai Fi
where

P(t) is the crew non-response probability for a given system time window t, i.e. the time allowed by the
system for crews to complete actions before a change in plant state.



Tm is the estimated median time taken by the crew to complete action(s) or task(s).

Ai, Bi and Ci are the coefficients associated with the predominantly i-th type of mental processing, e.g.
skill, rule or knowledge which can be calibrated using simulator data.

Interim values of the parameters Ai, Bi, and Ci [10] are as given below:

Cognitive Process Type Ai Bi Ci
Skill 0.407 0.7 12
Rule 0.601 0.6 09
Knowledge 0.791 0.5 0.8

Procedure for using the HCR model

0] Identify the actions to be analysed using for example, a task analysis method. Determine the
type of cognitive processing used by the crew on the basis of task characteristics and operator
training.

(ii) Obtain estimates of the median response time (Tm) for crews to complete the tasks, from

sources such as simulator data, expert judgement or task analysis.

(i) Modify the median response time to account for the PSFs of stress, crew experience, procedures
and the Human Machine Interface.

TABLE 3.8 : CHARACTERISTICS OF OPERATOR BEHAVIOURS

Skill Based Behaviour Rule Based Knowledge Based Behaviou‘
Behaviour

Reflexive and well Rules and procedures are Situations for which no

rehearsed motor skill always involved. procedures exist and crews

behaviours. experience and internal

Some cognitive behaviour supposed to operate.

and craft skills may also be sp Response to BDB events

classified. and respond based on their
heuristics for how a plant is
situations where operators
must correct inaccurate
procedures involves
knowledge based behavioyr.

(iv) Determine the system time window (t), which is the time between the initial plant situation and
the time by which the crew must act in order to halt the progression of the accident sequence.

(V) Calculate the normalised time (t/Tma) based on the ratio of the system time window to the
estimated adjusted median time.

The parameter values determined from Table 3.9 above are applied as inputs to the normalised crew
non-response probability distribution relation to yield a probability of non-response P(t) for the accident
situation of interest. The time taken by the crews to perform a given task (t) is normalised by dividing
the actual task performance time by the median time (t/Tm). Tm is obtained from simulator measurements,
task analysis or expert judgement. The resulting failure probability can then be input to an event tree or
fault tree in the PSA.

The HCR model does not include uncertainty distribution for either the Weibull parameters or the
median response time. It can however be easily used for sensitivity analyses by varying the time
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window, median response time and the inputs of the PSFs. The inputs for PSFs can be changed to
reflect the effect of improvements made in the PSFs (procedures, training and the like). Positive changes
in PSFs reduce and negative changes increase the performance time.

TABLE 3.9: INTERIM HCR MODEL PERFORMANCE SHAPING
FACTORS AND RELATED COEFFICIENTS [10]

Performance Shaping Factor Coefficients
OPERATOR EXPERIENCE (K1)
1. Expert, well trained 0.22
2. Average knowledge, training 0.00
3. Novice, minimum training 0.44
STRESS LEVEL (K2)
1. Situation of grave emergency 0.44
2. Situation of potential emergency 0.28
3. Active, no emergency 0.00
4. Low activity, low vigilance 0.28
QUALITY OF THE HMI (K3)
1. Excellent -0.22
2. Good 0.00
3. Fair 044
4. Poor 0.78
5. Extremely poor 0.92

Tma=Tm (1 +K1) (1 +K2)(1+K3)
where Tma = Adjusted Median Time for the PSFs K1, K2, K3.
Expert Elicitation Methods

There are a number of techniques using expert elicitation/judgement to estimate human error probabilities.
These include Direct Numerical Estimation (DNE), Paired Comparison (PC) and Success Likelihood
Index Method (SLIM). Expert elicitation method SLIM is presented here.

Success likelihood index method (SLIM) [4,5]

Success Likelihood Index Method (SLIM) originates from the field of decision analysis. Its applicability

to the assessment of human reliability arises from the consideration that human performance is affected
by many factors and therefore it can be quantified by summing up the effects of these factors on human
response. Factors like time available, quality of procedures, level of training and experience, etc., are

considered to be the Performance Shaping Factors (PSFs). A systematic approach is used to identify
these PSFs for a specific set of tasks. The relative importance (weights) of the PSFs are derived by
structured expert judgement.

The method comprises two modules: SLIM-MAUD (Multi-Attribute Utility Decomposition), for
guantifying the effects of various factors on human reliability, using expert judgements for deriving the
relative likelihood of success for a set of tasks; and SLIM-SARAH (Systematic Approach to Reliability
Assessment of Humans), for transforming the relative likelihoods into absolute probabilities, using log-
linear calibration relationships.

The SLIM procedure comprises ten steps. The first eight steps are performed in the SLIM-MAUD



module and the remaining two by SLIM-SARAH. The approach, described in NUREG/CR-3518 [4], is
given below. SLIM assessments usually require multiple judges but they can work alone or together in
a group. The method assumes a logarithmic relationship because of the wide range of HEPs (1E-5 to
1.0), which is generally considered. Two tasks, for which the probabilities of success are known, are
required, and in order to estimate an HEP, the success probabilities must be subtracted from 1.0

The steps for using the SLIM are as follows.

@ Selection of experts - Experts competent to review the task and its requirement of plant personnel
are identified.

(b) Identification of errors - Experts discuss the task and define the ways in which errors could
occur. They are supported by making available task analysis and walkdown information, video
tapes of performance, administrative and operating procedures, and photographs of equipment
that show the quality of the interface.

(c) Elicitation of PSFs - Experts elicit the PSFs that influence the various potential error modes.
(d) Documentation - Experts document PSF definitions and descriptions.
(e) Weighting of PSFs - Experts assess the relative importance (weights) for the PSFs. A simple

method, suggested by Ember [4] is to identify the most important PSF and assign it a weight of
100. PSFs of lesser importance are assigned weights in some proportion to it. The weights
assigned are normalised by dividing each weight by the sum for all the PSFs.

® Rating of PSFs - The rating indicates how good or how bad a PSF is for the task. Experts rate the
PSFs by assigning a numerical value on a scale of 0.0 to 100.0. In this step, experts consider the
situation as it exists for a task and take account of it in assigning the PSF ratings.

(@) Calculation of success likelihood index (SLI) - For each PSF, the product of its rating (how
good/bad the PSF is for the success of the task) and its associated weight (how important the
PSF is for the success of the task) is evaluated. The sum of the products (for all the PSFs) gives
the SLI.

(h) Conversion of SLIs to probabilities - The SLIs generated are relative measures of the likelihood
of success of each of the tasks considered. To transform these to probabilities, it is necessary
to calibrate the SLI scale for each set of tasks considered. The relationship assumed in SLIM is:
Log (success probability) a SLI + b, where a and b are constants.

The determination of the values of the constants a and b requires that at least two tasks for
which success (or failure) probabilities are known are included in the set of tasks and that the
SLls for these tasks are assessed. This produces two equations from which the constants a, b
can be calculated. SLIM users select the anchor values from an external source of data. For
example, users may want to select a high value and a low value from THERP data tables, which
will serve as upper and lower bound respectively for the SLIM session.

0] Generation of uncertainty bounds - Experts directly estimate upper and lower bounds, by
consensus if they work as a group. If they work independently, then the geometric mean of the
estimates for upper and lower bounds should be used.

0] Cost-benefit analysis - The SARAH module allows relatively dominant cost-benefit design
issues to be resolved quantitatively, so that the impact of a design change on the human
reliability of a task can be quickly calculated.

The method for calculation of SLI is based on good theoretical background in decision theory
and the easily managed interactivity in the computerised version of SLIM (i.e. SLIM-MAUD)
makes the method readily verifiable. The evaluation is easily and rapidly made, once the detailed
database has been established. SLIM-MAUD does not require detailed decomposition of the
task to an elemental level (as THERP does) but is capable of quantifying human reliability at a
higher or more holistic level of task description. A major drawback of SLIM is that it makes
extensive use of expert judgement requiring a small group of (e.g. four) experts.
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A variation of SLIM [2]

This variation of SLIM is aimed at placing SLIM within the risk assessment framework. The
experts’ task is made easier by prescribing seven PSFs for use in sessions.

0] Plant interface - The degree to which conditions assist or hinder required actions.

(ii) Significant preceding and concurrent actions - Addresses the situational context in
terms of whether there might be lack of attention or a surprise.

iy  Complexity of task - Accounts for the effect of multiple requirements in task performance,
e.g. accessing multiple locations and communications requirements

(iv)  Procedures - Accounts for the procedure’s ability to aid operator/crew actions.

(v)  Training and experience - Accounts for the crew’s familiarity and confidence in respect
of performing the task.

(viy  Time available - Adequacy of time available to perform the task (time to decide plus time
to carry out the actions, all calculated from the first indication that task is required to be
performed).

(vii)  Stress - Acts positively as an incentive or negatively as a reluctance or inability to take
action.

The method captures core PSFs that appear with a high degree of regularity. A suggestion
made by chienetal is to use a rating scale that increases as the likelihood of failure increases.
The rating scale supports a failure likelihood index (FLI). FLI parallels the SLI equation.
j j
SLI=Zw.r, FLI=Zw.r,  where wis the weight andthe rating of PSF
i=1 i=1

Another suggestion by Chien et al. is that assessment teams consist of operators and PSA
team members, who work together to evaluate the actions under review. The assessment team
is provided with a ten-point scale (one for each PSF) as a guide. As an example, the scale for the
PSF ‘significant preceding and concurrent actions’ is given in Table 3.10.

TABLE 3.10 : SCALING GUIDANCE FOR PSF “SIGNIFICANT
PRECEDING AND CONCURRENT ACTIONS”

Previous actions focus operators on the urgent need to act.

No distractions from the action and action subject to supervision and follow-up.

[No scaling guidance givenl].

Operators are alerted to the need for possible action and are expecting it

Another step in standard or procedure based response.

galbh|lwW|IN|[F]|O

Action does not come as a surprise, but previous actions create some competitign for the
operators’ attention.

(o]

[No scaling guidance givenl].

One of many concurrent actions and so could be overlooked. Operator is involved in fecovery
actions pertaining to one or two previous problems.

Operators are busy with other work or operators are in normal shift operations, and this is an
unexpected, unusual transient

Previous operator problems create an unusual situation.

10

The need to accomplish this action is unexpected and inconsistent with previous actjons.
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Individual scores - Assessments made individual members of the assessment team:
Consensus score - Assessment of the team arrived at by consensus among members:

Rating scales for all seven PSFs assume that 1 is a positive rating, 5 is a neutral rating and 10 is a
negative rating.

As in SLIM, the assessment team selects calibration tasks with known HEPs and the authors use a
spreadsheet approach instead of the MAUD software used by Embrey. A contribution made by Chien
et al. lies in the forms used to document the consensus process and the consistency likely to result in
the long term.

3.6 An Overview of the State of HRA and Development of Second Generation HRA Methods
3.6.1 Introduction

HRA methods were developed to describe incorrect human actions in the context of PSA. The basic
premises for HRA were:

0] It must function within the framework of PSA and
(i) It must produce the human action failure probabilities needed.

In PSAs, accident sequences are generally represented by event trees. The nodes in the event sequence
represent the function of a component/system or operator-system interaction and can have a success/
failure outcome. For PSA it is necessary to know whether an event ends in success/failure and further
determine the probability of failure. For components, failure probability is calculated from engineering
knowledge and plant data. For operator-system interactions, HRA provides the basis for calculating
HEP.

From the beginning HRA used procedures similar to those used in established reliability analysis.

Human tasks were substituted for equipment failures and modifications were made to account for the
greater variability and interdependence of human performance. HEP for a human interaction was first
obtained from available databases, human reliability models or expert judgement. This HEP was then
modified by a numerical factor to account for the influence of PSFs, i.e. task, environment and work

situation and other characteristics.

In using the above approach, two assumptions of consequence have been made. These are as follows.

0] The probability of failure can be determined for specific types of action independent of the
context.
(ii) The effects of context are additive. In other words, the performance conditions (like quality of

interface, levels of stress and training and complexity of task) do not influence one another.

Neither of the two assumptions can be justified and either assumption alone implies a deficiency in the
approach to HRA.

36.2  First Generation HRA and Its Shortcomings

The HRA methods described thus far, namely, THERP, ASEP, HCR and SLIM are considered to be first
generation HRA methods. In practice, these methods were not very effective and the need for
improvements was recognised early on. The shortcomings were summarised by Dougherty in 1990 in
an important paper [3] that established the distinction between first-generation (traditional) and second-
generation (modern) HRA approaches. The first-generation HRA approaches were more concerned
with whether humans met with success or failure than with what they are likely to do.

The shortcomings delineated by Dougherty were:

0] Insufficient data to support the quantification of human performance in complex systems.
(ii) Expert Judgement is used in place of empirical data but there is lack of consensus in the use of
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expert judgement methods. There is a lack of accuracy in predictions and no consistency
among experts.

(iii) Simulator data can be used in place of empirical (i.e. observation/experience based) data but
calibration to plant situations is not adequate. The applicability of the data has not been
convincingly demonstrated for reasons like the stress situation being different and operators
being well aware that they are not in the real plant. These biases that are inherent in the use of
a simulator make calibration to field data difficult.

(iv) Accuracy of prediction by HRA methods has not been proved particularly for non-routine
tasks (e.g. tasks involving time constrained diagnosis and misdiagnosis).

(V) Many models and approaches are based on the assumptions made in respect of human
behaviour. These may not be valid from the view point of psychology and behavioural science.

(Vi) The treatment of important PSFs is inadequate. There is little emphasis on PSFs relating to
management methods and attitudes, organisational factors, culture and irrational behaviour.

In the view of Alan D. Swain, a pioneer in the field, the above inadequacies have led HRA analysts to
deliberately assess higher estimates of HEPs and UCBs to compensate for those probabilities. Knowing
that such an approach is inappropriate, HRA researchers initiated the development of improved HRA
methods that could overcome the above shortcomings.

ImprovingHRA - Context and Cognition

The shortcomings of HRA pointed to the problems of Context and Cognition. In the above, 1, 2, 3 and

6 relate to Context and 4 and 5 relate to Cognition. Human performance takes place in a context, i.e. the
situation or framework in which a human functions. Context includes not only the actual performance
conditions but also the operators’ perception or understanding of the conditions. The actions of a
human are the result of cognition, i.e. his/her perception, reasoning, understanding and also his/her
beliefs. The actions are therefore not simple responses to events. Beliefs further may be shaped and
shared by the crew as a whole.

The consequence of recognising the importance of context is that analysts need to analyse human
actions not separately, but as parts of a whole. Further, ‘human error’ should be looked upon as a way
in which erroneous actions can occur in a specific context.

Operator Models [8, 9]
Main Groups of Operator Models

Many classes of operator models have been used in describing and understanding the failure of human
actions. However, the different classes can be grouped together to form three main groups. The three
groups of operator models are as follows.

@ Behavioural or human factor models.

Behavioural models concentrate on error modes or simple manifestations of error. Error modes
are generally described as omissions, commissions and extraneous events. A classical
behavioural model is the Stimulus-Organism-Response (SOR) Model, which was initially used
in THERP. The methods associated with these models aim to derive the probability that a
specific mode/manifestation will occur. Cause-effect representation is either very simple or
non-existent. It is therefore not possible to use a behavioural model for predicting performance
failure. Behavioural models are therefore also weak in accounting for the influence of the
context.

(b) Information processing models

Information Processing (IP) models concentrate on internal human information processing
mechanisms, e.g. interpretation, evaluation, planning and decision-making. The Operator Action
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Tree (OAT) model considers information processing mechanisms. OAT divides operator
response into observation, diagnosis and response phases, but only considers error in
diagnosis. The methods associated with IP models aim to explain cause-effect flow through the
models. Cause-effect representations are therefore often complex, but have limited capability
for failure prediction and little concern for quantification of human reliability. Context is
considered at most as input to operator. IP models are better suited for retrospective analysis.

Cognitive models.

Cognitive models concentrate on the relation between error modes and causes in the socio-
technical environment as a whole. Cognitive models are used in some new HRA approaches.
The methods associated with cognitive models consider human performance as resulting from
the interaction between the demands from the monitored process and the organisational
environment in which it exists and the resources and constraints of the working environment.
The resources and constraints are explicitly provided by the organisational framework, say in
terms of procedures, rules, limits and tools. Cognitive models are simple and context is explicitly
represented. The models are suitable for both retrospective and predictive HRA

3.6.4.2 Operator Models: Fine Distinctions [8, 9]

Some fine distinctions between the three classes of operator models are explained below.
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The S-O-R concept dominated behavioural psychology in the early days of HRA. Error events
were described in terms of behavioural components, which emphasised the perceptual-motor
aspects rather than the cognitive aspects of human action. The “O” in the S-O-R model was the
human component, which was viewed as a “black box” processor. In the original THERP, which
used this model, “Stimulus” was the Input, “Organism” was the description of the human
component (what goes on in the human mind) in terms of “Mediating Activities and Processes”
and “Response” was the Output.

Machines and processes had from the beginning been described in terms of flows of information
and control. Therefore, the introduction of information processing psychology made it possible
to describe the operator in the same way. The “O” in the S-O-R model was therefore extended
by the information processing approach by adopting Rasmussen’s Step Ladder Model. Human
performance was analysed from an information-processing perspective to trace the flow of
information through the cognitive stages that are presumed to mediate between a stimulus and
a response.

Early cognitive psychology found the divide between known descriptions of brain functions
and descriptions of cognitive functions to be too large. Models therefore made use of a Human
Information Processor (HIP) in the brain serving as a link between the level of brain function
and the level of cognition. Human cognition was assumed to be information processing and by
this assumption, models of cognition had to be information processing models.

As a result of assuming the presence of a HIP in the brain, it became necessary to assume that
cognition is sequential and also assume the existence of context free processes. However both
these assumptions could not be justified.

In reality it was found that cognitive models need not account for cognitive processes as a set
of steps/stages executed one by one. A well-ordered flow of actions is required only with the
HIP model concept. In fact, the actual sequence of actions is a result of the complex coupling
between processes internal and external to the human, between a person’s control of the
situation and conditions that existed at that time. It is not due to a built-in dependency among
cognitive functions. Although the sequence in Rasmussen’s Decision Model, from
‘observation’, through ‘integration’, ‘interpretation’, ‘evaluation and ‘planning’, to ‘action’,
appears to be taking place in an orderly manner, in reality it is not.

As regards the assumption of existence of context free processes, while information processing
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in technological systems can be described in a context free manner in terms of elementary
functions (e.g. arithmetic, logic and control), it does not make sense to describe basic human
processes in the same way. Cognition is not an epiphenomenon of information processing, i.e.
it is not a secondary phenomenon accompanying information processing and caused by it.

In the light of the arguments in e and f above, cognition and cognitive processes are to be
studied within a context and to model it the approach must be functional rather than structural,
i.e. it must be described in terms of what the actions accomplish than in terms of assumed
mental mechanisms that may be involved. Cognition is assumed to be the basis of how humans
adapt to the changing circumstances and cope with complexity.

To sum up, the cognitive systems engineering perspective relies on two important assumptions
regarding the analysis of human performance in a work setting. Firstly, it assumes that the
interactions between human and system are best viewed in terms of a joint (human-system)
cognitive system and secondly, it advocates that the behaviour of the human operator (and
therefore possible erroneous actions) are primarily shaped by the socio-technical context in
which the behaviour occurs, rather than the characteristics of an internal information processing
system. Additionally, in the joint cognitive system perspective, the use of advanced computers
in control systems is taken into account, by considering the machine system too to be a
cognitive element with the ability to make decisions in respect of the current state of the
process. Such systems can for instance, respond to certain classes of process events, without
the need for active intervention by the operator.

The notion of the joint cognitive system implies that, both process (or machine) and operator
should be modelled and that coupling the two models is necessary to analyse the details of
their interactions. This means that the modelling of the human operator as a system is in itself
not sufficient and this is the basic reason why classical information processing models are
inadequate for analyses of human erroneous action. Although the situation or context is
present as input data, the representation does not capture the dynamics and complexity of the
interaction. This can only be achieved by providing a coupled model of the human-machine
system.

In contrast to the information processing view, which assumes that all information-processing
activities are essentially reactive, the Cognitive Systems Engineering (CSE) perspective is
based on the premise that cognition is an active process that is shaped by the operator’s goals
and the prevailing situation or context. With this interpretation of cognition, it is more appropriate

in describing the behaviour of the human operator to focus upon the global characteristics of
human performance (both correct and incorrect responses according to specific situational
characteristics) than to confine the analysis to malfunctions of presumed cognitive mechanisms.
The implications of the CSE perspective have been used to guide the definition of contextual
models of operator behaviour. An example of this type of model is the Contextual Control
Model (COCOM) used in Cognitive Reliability and Error Analysis Method (CREAM) approach.

3.6.4.3 Some Observations on Operator Models in HRA

Most of the first generation approaches have no operator model. The influence of PSFs is considered
but there is no method to describe or explain how they exert this influence on operator performance.
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The SOR model initially used in THERP was extended later with a description of cognitive
functions assumed between perception and action, using a variation of Rasmussen’s Step
Ladder Model.

Expert elicitation methods like SLIM have no operator model.
Few HRA approaches use cognitive models.

The cognitive view implies that undesirable consequences are due to mismatch between context
and cognition.
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Representing Cognition: In cases where human interactions comprised cognitive functions,
the event tree representation was not justifiable because what failed was a mental function that
was inferred rather than observed. One solution (as explained in Section 2.2.2) was to breakdown
an operator action into identification/diagnosis, decision-making, execution and recovery and
represent the operator action as an event tree. The implication of this was that it was necessary
to get Basic HEPs (BHEPS) for each of these - a requirement which arose from the ‘structural’
break down of an operator action.

Second Generation HRA - Concepts and Methods [8, 9]

Basic Concepts of Second Generation HRA Methods

The basic concepts of second generation HRA methods are as follows.
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The likelihood of incorrect action is determined by the performance conditions.

The conditions relevant to the context may force an error leading to human performance failure.
Such conditions are termed Error Producing Conditions (i.e. conditions that can have a negative
effect on human performance or conditions that increase the order of magnitude, frequency or
probability of error). The context is thezferred to as an Error Forcing Context (EFC). Analysis

of accidents indicates that that many erroneous events are the result of error prone situations
and error prone activities rather than error prone humans.

As the context is an EFC, the focus shifts to performance as a whole. Whether the failure is on
the part of an individual operator or of the crew/team becomes irrelevant.

Based on the observations b and ¢, the question can be posed whether error/failure probability
can be determined by characterisation of the context.

The focus of HRA can now shift from identifying potential human failures to developing ways
to describe how the joint Human-Machine System (HMS), a socio-technical system, depends
on the prevailing conditions and predict how it can lose control - not whether the human can
cause a failure.

A human failure is a single event that requires other conditions, referred to as Common
Performance Conditions (CPCs), to result in an accident. CPCs were proposed as a way of
taking into account the essential aspects of the situation and the conditions of work, which
through long experience are known to have consequences for how work is carried out and in
particular for how erroneous actions occur. The term CPC was not chosen because the individual
CPCs are different from PSFs, but because there is a difference between how the PSFs and the
CPCs are used in analysis. The influence of the PSFs is expressed as a humerical factor that is
used to modify the HEP and the effects (of the context) are considered to be additive. In other
words, the various performance conditions are considered not to influence one another. The
assessment of CPCs in a second generation HRA method can lead to an overall prediction of
how likely the operator (and hence the joint HMS is likely to lose control. The prediction can be
made without considering failure probabilities for specific operator actions.

The unit of analysis now is the joint HMS not the individual operator/operating crew.

Data - There is no need now to carry out extensive data collection on the level of individual
human performance and generate HEP data.

Models - Models are to be developed of how working conditions influence the way humans
adjust their actions to met the set goals. Earlier the focus was on the analysis of human
performance to arrive at the possible internal failure mechanisms.

The influence of organisational factors on performance gains new meaning. Organisation itself
is a constituent of the context.
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Second Generation HRA Approaches

Three second-generation HRA approaches exemplifying the concepts delineated above are described
in the following sections. The approaches are:

0] A technique for human error analysis (ATHEANA)
(ii) Cognitive reliability and error analysis Method (CREAM)

(iii) Methode d’evaluation de la realisation des missions operateur la surete (MERMOS) - [Method
for assessing performance of human factor missions for safety]

Classification of HRA Methods

Considering the range of approaches to HRA (both first and second generation), a classification drawn
from Pyy [19] s given in Appendix-1. Pyy classifies HRA methods according to:

0] Modelling level of detail
(ii) Treatment of diagnosis/decision-making and cognitive mechanisms
(i) Treatment of time dependence

(iv) Treatment of contextual factors
(V) Data used.

The figure in Appendix-1 shows how some of the most generally used HRA methods relate to these
classes.

A Technique for Human Error Analysis (ATHEANA) [8]
Purpose

The purpose of ATHEANA is to develop an HRA approach that could improve the ability of PSAs to
identify important Human-System Interactions, represent the most important severe accident sequence
and provide recommendations for improving human performance based on an analysis of possible
causes. Although ATHEANA has been developed so that it can be used within the established HRA
framework, it does not accept the HRA event tree as the only basis of analysis, but provides a possibility
of enhancing the PSA model.

Method

The method used by ATHEANA is clearly described and is shown in Figure 3.1. The method begins by
identifying possible Human Failure Events (HFES) that are described by the PSA event tree. These are
further characterised in terms of unsafe acts (slips, lapses, mistakes and circumventions) referring to
the set defined by Reason [29]. The next step is to consider the Error Forcing Contexts (EFCs), which are
defined as combinations of PSFs and plant conditions that make human erroneous actions likely. This
is one important extension of the traditional concept of PSFs and acknowledges that human actions to
a significant degree are determined by the context. EFCs are provided as verbal descriptions rather than
as a set of predefined categories.

The ATHEANA method incorporates two important loops. The first is from characterisation of EFCs to
the identification of HFEs. This recognises that improved descriptions of context may enable a better
identification of HFEs and that this may amend the description of context. The second is from
characterisation of EFCs to the PSA model. This suggests that the outcome from the qualitative part of
HRA may be used to modify the underlying PSA model, for instance by pointing to conditions of the
human interactions that have been missed in the first place.

The final quantification step is the same as in earlier approaches and is expressed by:

pES)= £ z p(S)
unsafe EFJ.C
act
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FIGURE 3.1 : THE ATHEANA METHOD

where p (E/S) = Probability of HFE in scenario S a,}”(dSDJ: Probability of unsafe action i resulting
from EFC in scenario S.

Loops incorporated:

Loop 1: Formed by the path from characterisation of EFCs to Identification of HFEs, through
identification of unsafe acts back to characterisation of EFCs.

Loop 2 : Formed by the path from characterisation of EFCs, through PSA modelling to identification of
HFEs, identification of unsafe acts and back to characterisation of EFCs.

Classification Scheme

ATHEANA uses a classification scheme in two different ways. Firstly, it conforms with PSA tradition in
distinguishing between omissions and commissions as basic HFEs. Secondly, it uses Reason’s
characterisation of unsafe acts as a further refinement of basic HFEs. ATHEANA acknowledges several
of the recent developments in cognitive psychology and cognitive engineering, but does not propose
any classification system. The need to interface with practical PSA may have been the obstacle.

Model

Even though ATHEANA perhaps deliberately continues with the established classifications of error
types, it argues that a better operator model is needed. In accounting for links between EFCs and HFEs,
reference is made to an Information Processing model with four stages, which are Detection, Situation
Assessment, Response Planning and Response Implementation. This is a generic model similar to
Simple Model of Cognition (SMoC), which is presented later in the chapter. The model could have been
used as the basis for a more elaborate classification scheme but this has not been done at the present
stage of development.
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Concluding Remarks

ATHEANA is an HRA approach that has been developed in the mid-nineties and described in publications
in 1998. It was developed to increase the degree to which an HRA can represent the kinds of behaviour
seen in serious accidents and near-miss events in NPPs and other situations with similar kinds of
human-system interactions. Though it is by nature a first generation approach, it does propose an
iterative qualitative analysis, which has the possibility of providing a significantly improved basis for
quantification. Work is underway to develop an ATHEANA Application Tool and to strengthen the
steps of the method.

Summary
Approach Method Classification Operator Model PSF Effects
Scheme
ATHEANA  Well Minor extension Basic Information Integrated with
described of basic schemes Processing Model of classification as

4 stages EFCs

Cognitive Reliability and Error Analysis Method (CREAM) [8]
Introduction

CREAM is the result of E. Hollnagel's efforts to overcome the inadequacies in existing approaches to
HRA and develop a new second-generation approach. The primary purpose of CREAM is to realise a
practical approach to the analysis and prediction of human performance. The connotation of each of
the terms in CREAM is as follows.

Cognitive: The approach considers the role of human cognition in human performance. Cognition is
the act or process of knowing, including both awareness and judgement (Webster's New Collegiate
Dictionary, 1975).

Reliability: For HRA contexts, human performance is determined by human cognition in conjunction
with technology and organisation. The reliability of human cognition or cognitive reliability is important
to HRA. It is necessary to evaluate the probability of cognitive reliability, or at least to estimate the
upper and lower bounds of variability of human performance.

Error/Erroneous action: Error analysis is directed towards finding the causes of errors in retrospective
analysis. While psychologists focus on developing systems to explain error, HRA practitioners focus
on finding ways of calculating the probabilities of action failures.

Analysis and assessment: Analysis implies breakdown of a whole into smaller elements for study and
better understanding. In analysis, qualitative aspects are emphasised. Assessment implies assigning a
numerical value (probability of an event in HRA) and quantitative aspects are emphasised. As HRA is
mostly carried out in the context of PSA, the emphasis on Quantification (Assessment) is strong.
However, it is Analysis that really needs to be emphasised, because: 1. there cannot be an assessment
without a preceding analysis, and 2. the value and use of HRA is in the improved understanding that
comes from analysis. In contexts other than PSA/HRA, such as Human-Computer Interaction, it is
analysis, which plays a prime role.

Method: The need for human reliability analysis and quantitative assessment makes an adequate
method essential for HRA practitioners. It may be noted that the kdethod refers to a specific topl
while the termMethodology refers to principles behind the tool.

Principles of Method and Model of CREAM
Principles of CREAM

The main principles of the method are as follows.
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0] The method is fully bi-directional (i.e. the same principles can be applied for retrospective
analysis in the search for causes and also for performance prediction). This enables the analyst
to use the results from event analyses to improve performance prediction.

(ii) The method is recursive (i.e. it can repeat itself indefinitely until a specified condition is met) as
opposed to sequential. This is a consequence of the classification scheme.

(i) The method contains a clear stop rule, i.e. there are well-defined conditions when analysis/
prediction comes to an end. This is important so as to ensure consistency in use of the method
and also necessary because, as the method is recursive, the analysis/prediction can otherwise
go on forever.

Fundamentals of the CREAM Model

Any description of human actions must recognise that they occur in a context and any model that is
used as a basis for describing human performance and actions should be capable of accounting for how
the context influences actions. In this respect neither human factors models nor information processing
models are able to account adequately for how context and actions are coupled and mutually dependent.

Hollnagel, in an earlier work, presented an approach to the modelling of cognition, which overcame the
limitations of information processing models and described how performance depends on context. The
basic principle in the approach was a description of competence and control as separate aspects of
performance. Competence is what a person is capable of doing and control is how competence is
realised, i.e. a person’s level of control over the situation. The level of control depends on the situation
(context). A better control of actions implies that actions are less likely to fail or performance is more
reliable.

Models of Cognition

Two models of cognition, simple model of cognition (SMoC) and contextual control model (COCOM)
are described below.

0] Simple Model of Cognition (SMoC)

SMoC has a small set of cognitive functions that reflects the general consensus on the
characteristics of human cognition as it has developed and the basic functions found in new
HRA approaches like ATHEANA (A technique for human error analysis). The cognitive
functions in SMoC are observation/identification, interpretation, planning/selection and action/
execution, as shown in Figure 3.2.

Interpretation

I

Observation/

Planning/Selection

Action /Execution

Identification
DataMeasurements Actions"Observations

FIGURE 3.2 : SIMPLE MODEL OF COGNITION (SMoC)

The two fundamental features of this model are:

(@  Observation/identification is distinct from inference. Human behaviour involving human
actions can be observed. This corresponds to the functions of action/execution and
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(ii)

action/observation. Observation is the manifestation of perception, the actual cognitive
process. The other cognitive functions (interpretation and planning/selection) can only
be inferred from the observations.

(b)  Human cognition has a cyclic nature. The cognitive processes occur in the context of
past actions and anticipated future events. Action execution can be preceded/caused
by planning, interpretation or observation/identification, all of which in turn can follow
as a result of action or event occurrence.

A cyclic model like SMoC can generate any sequential model, including the well-known step-
ladder model of Rasmussen, if the appropriate number and types of functions are included.

Contextual control model (COCOM)

The model used in CREAM is a development of SMoC called the Contextual Control Model
(COCOM), based on a fundamental distinction between Competence and Control that offers a
way of describing how performance depends on context, as shown in Figure 3.3.

Instead of describing the human mind as an information processor, the focus is on how actions
are chosen. The degree of control that a person has over his/her actions may vary, and this to
a large extent determines the reliability of performance. Control is described in terms of distinct
modes on a continuum going from no control (erratic performance) to perfect control (highly
reliable performance).

Feedback, input

. ! Action
information

Feed-forward plans, expectations

A

L ] CcoNnTROL
A

A4
COMPETENCE
Observation/interpretation/
planning/execution

FIGURE 3.3: THE CONTEXTUAL CONTROL MODEL OF COGNITION

COCOM does not define specific ‘routes’ of human information processing. It describes how

a sequence of actions can develop as the result of interaction between competence and context.
In addition to processing input and producing a response, cognition also involves the
continuous revision and review of goals and intentions, i.e. a loop on the level of interpretation
and planning. Cognition should therefore not be described as a sequence of steps, but as a
controlled use of available competence (skills, procedures, knowledge) and resources.

Classification Scheme

The classification scheme in CREAM consists of a number of groups that describe phenotypes (error
modes, manifestations) and genotypes (causes) of erroneous actions. Both phenotypes and genotypes
are further divided into detailed classification groups, which are described in terms of general
consequents (or effects) and specific consequents (or effects).
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@ The phenotypes are the description of error modes, which are divided into four classification
groups. Each phenotype group has general effects and each general effect is delineated into a
set of specific effects. The four groups are as tabulated in Table 3.11.

TABLE 3.11 : TABLE OF PHENOTYPES

Group Description General Effects | Specific Effect
Group 1 | Action at wrong | Timing Tooearly, too late, omission
time Duration Too long, too short
Group 2 | Action of wrong | Force Too much, too little
type Distance Too far, too short
Speed Too fast, too slow
Direction Wong direction
Group 3 | Action on wrong | Wrong object Neighbouring, similar or unrelated object
object
Group 4 | Action in the Sequence Reversal, repetition, commission, intrusign
wrong place or
sequence
(b) The genotypes describe the categories in the classification scheme that serve as antecedents

- hence ultimately as attributed causes. These are divided into different classification groups,
which in turn are assigned to three main categories, person related, technology related and
organisation related. The main categories are as delineated in Table 3.12.

Groups describing causes (Genotypes)

Each subcategory has general consequents and each general consequent is divided into a set
of specific sub-consequents. The consequents describe observable or inferred consequences.
For example, the general consequents for ‘observation’ are observation missed, false
observation and wrong identification. The specific consequents for ‘observation missed’ are
overlook cue/signal and overlook measurement; for ‘false observation’ they are false reaction
and false recognition and for ‘wrong identification’ they are mistaken cue, partial identification

and incorrect identification.

TABLE 3.12 : TABLE OF GENOTYPES

Genotype Category| Person Related Technology Related Organisation Related
Genotype Observation Components Communication
subcategories Planning Procedures Organisation
Interpretation €mporary Training
interface
Temporary person Permanent interfage Ambient conditions
Permanent person Working conditions

Context Dependence of Classification Groups

The degree of context dependence of the classification groups and constituent factors is important for
both analysis and prediction. In a retrospective analysis the context of the event is known in advance
and this may be used to select a subset of the classification groups and/or antecedents that is particularly
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relevant. This prior selection is not possible in the case of prediction, because the nature of the
situation is unknown. All genotypes are context dependent, although the degree of context dependence
can vary.

Relations Between Classification Groups

@

(b)

©

(@)

In accordance with the principles behind CREAM, there are no permanent or hierarchical
relations between the various classification groups. A definition is given of the links between
consequents (effects) and antecedents (causes) for each classification group.

In contrast to the scheme in a sequential model of cognition, which corresponds to a hierarchical
ordering of concepts and causes and hence also a well-defined path or a set of paths through
the classification groups, these links describe a number of potential pathways through the
classification groups.

The realisation of a specific pathway depends on the conditions under which the actions take
place, and therefore take the influence of the context into account. In other words, the non-
sequential model of cognition selects a path through the classification scheme, guided by
possible causal links between the various cognitive functions.

The above is the case for both backward propagation (accident analysis) and forward
propagation (performance prediction). In both cases the links reflect the prevailing Common
Performance Conditions (CPCs), as they are known/assumed by the analysis/prediction
respectively. The depth of the analysis is determined by pre-defined stop rules.

ARecapitulation of the Main Points of CREAM

@

(b)

©

(@)

©)

®

The basic assumption is that human performance is an outcome of the controlled use of
competence, adapted to the requirements of the situation rather than the result of pre-determined
sequences of responses to events. The method in CREAM reflects the assumption made.

The non-sequential nature of cognition could be accounted for by weakening/removing links
between cognitive functions in SMoC. This would lead to an unorganised type of model with
no obvious links between cognitive functions. COCOM differs from SMoC in that the links
between cognitive functions have been relinquished, implying there are no cause-effect relations
among them.

Competence can be described in terms of a relatively small number of the essential functions of
human cognition. In addition, competence also includes a person'’s skills and knowledge that
may have been compiled into familiar procedures and response patterns (action templates).

Control can be described by referring to a continuum going from a situation where a person has
little/no control over events, to conditions where events are under complete control.

Earlier, it was assumed that the causes could be traced backwards from Observation to
Interpretation to Planning. This assumption imposed a constraint on the classification scheme.
Analysis showed that this constraint is unnecessary and its removal would improve the range
of possible cause-effect links.

In the present stage of development of CREAM, analysis is guided by the way groups of
antecedents (causes) are associated with each other, and with the consequents (effects). In
CREAM, the concept of control and control modes provides a structure to the actions. Control

is used to organise the actions within the person’s time frame. The control modes enable the
classification scheme (comprising groups of phenotypes-error modes and genotypes-error
causes) and method (recursive, non-sequential) to be linked with COCOM, a model of cognition
that is of dynamic nature. This is of particular interest in attempts to base HRA more explicitly
on models of cognition. To use the classification scheme and the method, it is necessary to
begin by establishing an understanding of what the likely context is. From this, it will be
possible to infer the likely mode of cognitive control.
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In COCOM, control and competence are separated, recognising the fact that cognitive functions
(observation, interpretation, planning, execution) evolve in a context consisting of past, as
well as anticipated, future events. This contrasts with a strictly sequential model of cognition
where one action follows the next in a predefined pattern. COCOM principles can be used to
describe how the execution of a particular action for instance can be preceded (or caused) by
planning, by interpretation or by observation, depending on the context and the mode of
control. In the event analysis to be carried out, the causal connections are to be arrived at, as
there is no a priori causal chain that links the cognitive functions.

Method for Retrospective Analysis Using CREAM

Retrospective analysis is accident and event analysis. The purpose of a retrospective analysis is to find
the likely causes for a given accident or event by developing a path of probable cause-effect relationships
by working backwards from the observed effect. A retrospective analysis using CREAM consists of
the following steps.

@ Determine/Describe the context

This is done using the notion of common performance conditions (CPCs). To describe the
context fully, it may be necessary to analyse in detail the aspects of the application, which may
not be available in the event report.

(b) Describe the possible error modes.

This description is to be given for all possible actions, i.e. considering each specific action in
turn. The description uses knowledge of the application and the context to delineate a limited
set of error modes and also define the criteria for certain error modes (e.g. when is an action too
late).

(c) Determine the possible causes.

From the knowledge of the context, it is normally possible to identify categories of causes that
are more probable than others. In case the categories refer to cognitive functions, it is not
possible to completely rule out any of them. For any given context, there will however be some
that are more likely than others. Thus the work context may enforce compliance with rules,

encourage deviations, support learning of skills and promote misunderstandings or execution
errors because of a poor interface design.

(d) Perform a more detailed analysis of main task steps.
This stage will try to trace the possible consequent-antecedent links for selected error modes.
Concluding Remarks.

Some human errors, e.g. errors of commission and knowledge-based errors are not adequately modelled
in PSAs. Even qualitative methods for analysis of these errors are not fully developed. CREAM was
developed for prediction of cognitive error modes. It has not yet been comprehensively established
how reliable, valid and generally useful it could be to researchers and practitioners of HRA.

MERMOS- Methode d’Evaluation de la Realisation des Missions Operateur la Surete (Method for
Assessing Performance of Human Factor Missions for Safety)

Introduction

MERMOS, a HRA method developed by Electricite de France [16], takes into account the computerisation
of control rooms and Emergency Operating Procedures (EOPS) in the newer plants. In MERMOS, the
decisions and actions of operators are referred to as human factor missions. A human factor mission
(HFM) is a set of macro actions (decisions and actions) the crew has to carry out in order to maintain/
restore safety functions.
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Operating crews in French NPPs comprise two operators (one in charge of the nuclear system and
another in charge of the secondary system), a supervisor in charge of monitoring the actions taken by
operators and a safety engineer who is there as a backup, if the need arises. Each member of the crew
has his own specific procedure. In the N4 NPPs, EOPs are computerised for the operators and also for
the supervisor. This ensures redundancies at various levels, apart from double checks. Any differences
in points of view prompt collective exchanges on how to cope with an accident. As aresult, coordination
within the crew plays an indispensable role in emergency operation.

A Human Factor Mission (HFM) is considered to be a failure when the operations crew (excluding the
safety engineer) fails in its tasks and the safety engineer (who is a backup to the operations crew)
cannot recover from operator failure.

Development of MERMOS’
The need to develop the new HRA method, MERMOS, arose from the following factors.

@ There are four procedures, one for each member of the crew. To recover from an event, members
individually apply their procedures. In addition, they also interact with each other frequently.
To account for this collective functioning in emergency operation, a way to consider the crew
jointly functioning as one, rather than as individual members, is to be found.

(b) In the computerised control room, there are few elementary failures. Also, accidents due to
elementary failures have seldom been observed in simulators, as most are recovered from by
the operator, by another crewmember, or by a design feature. In addition, some of the elementary
failures do not have any direct consequences in terms of safety. Therefore, since these elementary
failures may not have any direct consequence on the success/failure of the human factor
mission. HFM, a unit of analysis that is better and broader than elementary failure, was required
to be defined for the purpose of HRA.

(c) A good part of a crewmember’s task is not written in the procedure. In performing a task,
operators exchange information with each other, discuss decisions, or take initiatives that
greatly affect operations. Moreover, some aspects are not covered in procedures. For example,
there is no indication of time available for procedure execution, although time is one of the
strongest influence factors impacting the outcome of a HFM. The management of time is
entrusted mainly to the supervisor or safety engineer.

To incorporate the factors related to operations and failures in emergency conditions delineated above,
together with the latest findings of human and behavioural science research, into the new HRA method,
a multidisciplinary development team comprising both engineers and human factors experts was
constituted and entrusted with the development.

Emergency Operation - A Different Point of View

A knowledge of accidents acquired from both real and simulated situations, led the MERMOS team to
conclude the following.

0] Emergency operations, even those ending in failure, are to be viewed positively (as a learning
experience).

(ii) Operational activities are to be considered as a collective exercise.

(i) Both time and organisational factors are to be taken into account while explaining mission
failures.

In modelling for ‘ MERMOS’, the above aspects were considered in depth. The details are as given
below.

@ Emergency operation, even if ending in failure, is to be viewed positively as a learning experience.

Emergency operation at TMI ended in failure. Although operators at TMI had thought of the
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possibility of such an accident many times, they disregarded such an eventuality for good
reasons that the required actions would be carried out. However, if attention had been focused
on good reasons why operators may not carry out the actions required to deal with the accident,
then the eventuality of mission failure (arising out of possible deviations or erroneous behaviour)
could have been envisaged. Thus, they would have been prepared for such an occurrence.

Operational activities are to be considered as a collective exercise.

In performing tasks, operators exchange information, discuss decisions made and generally
work together as a team.

Both time and organisational factors are to be taken into account in explaining mission failures.

Emergency operations are to be evaluated against the ‘required operations’. Required operations
cover the requirements in respect of diagnosis, action, time-window (for diagnosis and action),
etc. that are conditional upon the HFM and the state of the plant (at a given time and for a given
amount of time).

Organisational problems can (and do) lead to accidents, but are often dealt with simply from
the point of view of communications between the crewmembers. The organisation works out
the distribution of tasks between humans and systems. On this static distribution of tasks is
superimposed a dynamic one, with opportunities for crewmembers based on an informal
organisation, generated by human activities in an emergency situation. It is important to assess
the impact of organisational factors on the efficacy of emergency operations.

In conclusion, it can be stated that the operators (Man), the technical elements (Technology) and the
organisational factors (Organisation) all act together in emergency operations. This aspect is taken into
account by introducing the concept of modes of performance of human factor missions. Such an
approach to operations can benefit from advances in the fields of cognitive psychology and
organisational sciences.

The work carried out by the development team led to the definition of the strategy - action - diagnosis
(SAD) Model for MERMOS. The model incorporates the considerations detailed above in the explanatory
scheme devised to explain failures of human factor missions.

Explanatory Scheme for Failures of Human Factor Missions

The SAD Model

The SAD model has the following features.

0

(i

(ii)

(iv)

V)

The integration of organisational factors into the explanatory scheme leads to an alternative
approach to the identification of failures, based on a search for difficulties in performing the
required actions (including diagnosis) during an accident.

The study of failures involves a search for conditions that could force the operator into faulty
modes offunctioning i.e. conditions restricting the operators’ response capabilities or
conditions that are beyond his limited handling capabilities.

Organisation adopted by a crew in a human-machine system depends not only on the limits of
functioning of operators considered individually, but also the factors characterising the situation.

The view of emergency operation considering the individual operator is replaced by the concept
of the ‘system in charge of the performing human factor missions’. An important development
in MERMOS is the definition of this system, called emergency operation s{E@8®), which
includes crew, emergency operating procedures (EOPs) and human machine interface (HMI).

The strategy - action - diagnosis (SAD) model represents the functioning of the EOS. The three
functions, strategy, action and diagnosis, all interact with each other, as shown in Figure 3.4.
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3.9.4.2 CICAs (Characteristiques Importantes de la Conduite Accidentale) or Important Features for Emergency

Operati

on.

The notion of CICAs is introduced to describe the functioning and (in particular) the evolving
organisation of the EO&er time.

0] Organisation of EOS is considered in both static and dynamic configurations, as the
arrangements and rearrangements occurring within the system during an accident are to be
described.

(ii) The EOS is organised in a way that enables collective or group functioning during operations.
The phenomena of interest take place against the backdrop of the prescribed organisation,
which can be described in terms of roles played and areas of responsibility.

(i) To express the dynamic behaviour of EOS, notions like ‘positioning’, ‘delegation’, ‘arrangements’
and the like are used.

(iv) There are two descriptions of the functioning system, a functional description and a behavioral
description as shown in Figure 3.5.

EMERGENCY OPERATION SYSTEM
) S-A-D functions CICA i
Functional > < Behavioral
description description

FIGURE 3.5 : FUNCTIONAL AND BEHAVIOURAL DESCRIPTION OF
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EMERGENCY OPERATION SYSTEM

Structured Qualitative Analysis Using the SAD Model

The SAD model structures the process for qualitative analysis of human factor missions. The outputs
from qualitative analysis are used in quantification of failures in terms of probabilities. Qualitative
analysis involves four steps.
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0] Description of ‘required operation’ underlying the mission.
(ii) Breakdown of ‘required operation’ in terms of S, A and D functions.
(i) Description of function failure in terms of non-compliance with the ‘required operation’.

(iv) Consideration of all conceivable scenarios connected with each failure mode and description
of them in standard table format.

The last of the above four steps is the most difficult and requires a high level of expertise. Two
complementary approaches are used to identify the knowledge necessary to carry out this step.

@) A deductive approach starting from the functional description.
(b) An inductive approach starting from the knowledge of emergency situations and crew behaviour.

Anillustrative example of qualitative analysis of a failure scenario using MERMOS from Le Bot et al
[16].

Example

The example chosen is the PSA sequence initiated by a SGTR together with loss of SG feed water
including auxiliary feed water system (AFS). The human factor mission that is to be studied is the
completion of feed and bleed within the time window, after initiation of failures. The aim here is to
describe the failure scenario given that the first three steps in the qualitative analysis have been
completed.

Starting point

The failure scenario is developed from simulator tests, study of incidents that have occurred and
assumed knowledge of the sequence. The classical description of this accident situation highlights the
‘safety versus availability’ conflict. In other words, operators know that the operation is irreversible
and will damage the containment. Further, the AFS is a highly redundant system that is also readily
accessible (outside the containment). The crew will attempt to repair the AFS knowing that its recovery
avoids having to resort to feed and bleed. The concern here is how a failure can then occur.

Interpretation in functional requirement terms
Interpretation is effected in terms of strategy, action and diagnosis functions of the SAD Model.

Considering the first, the strategy is to give priority to the feed and bleed function. Failure occurs when
this functional requirement is not met. The ‘erroneous strategy’ mode of failure is investigated.

The model indicates two possibilities for explaining an erroneous strategy.

@ Priority is given to an objective that is not a priority in terms of what is required or
(b) Choice of resources is poorly made because of urgency.

Analysis for possibility 1

The competing objectives that go into the choice of feed and bleed as a strategy are as given below.

@ The starting point is the ‘safety versus availability’ conflict, which is generated by the crew’s
hope of recovering the situation by re-supplying the SGs after restoring at least one AFS
pump.

(b) From the operators’ point of view, restoring AFS is felt to be an essential operational objective,

for operators know that they can recover the situation. Therefore the objective of restoring
AFS can rival the use of feed and bleed. This behaviour can be observed on a simulator (even
if simulator conditions are not free from bias). The framework of the scenario then is as follows:



Faulty Function - Strategy

Failure Mode - Erroneous strategy
Safety Requirement - Priority to feed and bleed
Possible Bias - Priority to recovery of AFS

TABLE 3.13 : QUALITATIVE ANALYSIS TABLE - REPRODUCED FROM [16]

Function | Failure | Safety Possible Bias| Scenario CICAs Situation
Mode Requirement
Strategy| Wrong | Priority isto be| Priority is given Scenario 1. Suspensioplfbrmation from
strategy| given to feed to the recovary The crew feed and hleed the crew legds the
and bleed of AFS hopes for crew to believe

AFS recovery Carrying on

intime and with the AFS| The supervisor|is
puts off the recovery deeply involvedin
completion of| actions recovery actions
feed and
bleed too
long
Priority is Scenario 2 --- ---
given to
operating the
radioactive SQ
No Scenario 3
Strategy
Action | --- --- --- --- ---
Scenario

To begin with, the location of failure is precisely defined. The crew gives priority to AFS recovery and
the crew’s attention is devoted to this. But the crew is aware that feed and bleed will be needed in the
end. Since failure of strategy is envisaged, it is not necessary to introduce an additional system failure,
say by way of diagnosis failure. The crew attempts the risky exercise of transition to feed and bleed ‘at
the last moment’ when time has run out. The failure therefore will be of available time (i.e. time for
carrying out the mission will be exceeded). The scenario can therefore be described as: Hoping to be
able to recover the AFS in time, the crew puts off transition to feed and bleed too long.

CICAs

The failure is determined to be that of time allowed for performing the mission being exceeded. It has
therefore to be explained how a proper organisation of operation can lead to the failure. Strategically,
the crew delays transition to feed and bleed ‘intentionally’ without questioning its necessity. In other
words, the crew ‘suspends’ this operation. This is the first CICA.

The crew’s thinking is that there is always hope of recovering AFS and that is what is actively pursued,
‘come what may’. The second CICA is this orientation of operations, denoted as ‘Carrying on with AFS
recovery operations’.

Situation

In the final step, it is to be explained what factors of the situation, resulting from a combination of
context and features of the mission lead the crew onto this path.
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As already delineated, crew must be convinced that recovery is possible to the point of risking delaying
going to feed and bleed. The recovery must be seen as possible in the short term. In addition, no
operation, which is initiated must result in negative feedback in the control room, if the operators have
followed the chosen path thus far.

In addition, the specific attitudes of the two members of the crew (i.e. supervisor and safety engineer)
who have to check what the others do, have to be examined. The conditions, which led them to agree to
and follow (if not lead) this operational approach, are to be determined.

0] For the supervisor, tests show that his organisational role as the person in charge of recovery,
will involve him deeply in the operations, which in this particular case concerns the auxiliary
feedwater system, a highly redundant system outside the containment, which is readily
accessible, and with which the operators are familiar.

(ii) The safety engineer, it is seen, has to comply with the crew’s strategy. This is something that
has been observed on simulators, even if it did not progress to a failure.

The scenario is now clearly delineated. Each constituent element will be assigned a probability derived
from simulator data, handbook data or expert judgement data. The product of all the probabilities will be
the probability of occurrence of the event scenario. The probability of mission failure will be the
product of the probabilities of the described scenarios. A residual probability corresponding to
‘inconceivable scenarios’ is used as the lowest value. If qualitative analysis has not been completed,
the analyst has to use a conservative probability value.

Summary and Observations on MERMOS
@ Four major steps are involved in MERMOS. These are as follows.

0] Identifying the safety functions that are affected, the possible functional responses
and the associated objectives. Determining whether specific means are to be used to
maintain/restore safety.

(ii) Breakdown of the safety requirements and the corresponding HFM into strategy, action
and diagnosis functions.

iy  Bridging the gap between theoretical concepts and real data by creating as many failure
scenarios as possible.

(iv)  Checking for consistency of results and incorporating them into PSA event trees.
(b) Contributions of the method

0] Unlike models in previous methods, MERMOS avoids considering operators as a source
of errors and safety engineers as a recovery factor.

(i) A realistic characterisation of the failure of missions is employed. MERMOS analyses
take into account a broad range of failure causes. The elucidation of failure scenarios
qualitatively enriches the human reliability analysis, as implied or not so obvious elements
of knowledge of emergency operation can be taken into account.

iy  With the notion of ‘required operation’ the norm of failure is defined with respect to
what is required functionally and not with respect to what is prescribed by the procedures.
Instead of focusing on the errors made in the application of procedures, the analysis
concentrates on the effective result of any operations consistent with procedures.

(v)  The systemic approach in MERMOS considers operation as a whole. This makes it
possible to restrict the consideration of individual operation errors to elements of a
situation which cannot account on their own for the failure, considering the recoveries
by crew, the procedures or the interface.
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(v)  Inusing MERMOS, a deeper knowledge of operation is achieved. MERMOS requires
an in-depth functional analysis (i.e. functional objective of mission, criteria for success,
time period within which the mission is required to be carried out and the situations
wherein the mission is considered as necessary by the procedures). This knowledge of
operation can be very useful, e.g. for improvement of procedures.

(c) Limitations and constraints of the method

The method demands detailed qualitative analysis using a formalised structure. Applying the
method logically requires good knowledge about emergency operation and HRA. A certain
level of expertise in prescribed and actual (or simulated) emergency or normal operation ensures
the validity of the analysis. However, demanding too much expertise may limit the extent to
which the method is used for HRA studies. At the same time an HRA study carried out by an
inexperienced analyst would compromise the validity of the results. Faults can occur due to a
lack of homogeneity in reliability quantification of human factor missions.

(d) Areas of development

0] Although a good deal of work has been done following the development of the method
in 1998, the method needs to be made user friendly to HRA analysts by extending the
database of analyses of standard human factor missions.

(ii) Accessible sources of experience feedback data on MERMOS would foster the use of
the method.

(iiy  The feasibility of taking into account the organisational elements, through their impact
on situational factors and their probability, is to be explored. Also, the impact of an
organisational change on safety of post-emergency operation is to be studied.

Guidance on Selection and Use of Human Reliability Assessment Methods

Human reliability is considered to be quite important from a risk assessment and risk management
perspective. Hence, there are high expectations in respect of the potential benefits of integrating HRA
into PSA studies. However, in spite of the large number of applications of HRA in the last two decades,
there is neither a HRA methodology, nor a human reliability database that has been generally agreed
upon. HRA methods are still being refined and developed. Despite attempts to structure and standardise
the human reliability analysis, there continues to be marked variability in the assessments of human
reliability contribution to plant safety.

As HRA is characterised by a number of different technical approaches with limited support data, it
becomes necessary to apply expert judgement in the selection of the most appropriate technical approach
and furthermore, to apply expert judgement in deriving the necessary data. Only then can useful results
be obtained from the qualitative and quantitative analyses. On completing an application, it is also
normal to gather insights from the results. This is again done, by applying expert judgement and
knowledge of human factors and systems engineering to the case being studied.

In the absence of a fully verified, validated and agreed upon approach to HRA, it is required to apply a
‘compromise’ approach on the basis of techniques available. However, while doing so it is necessary to
be aware of the limitations of the HRA method. Problems can arise if there are misconceptions about the
validity of the HRA quantification method, resources needed for applying structured expert judgement

and documenting the HRA, the degree of qualitiative and quantitative analysis provided and level of

integration necessary with respect to PSA tasks.

These misconceptions can affect an assessment in different ways, e.g. through misapplications of
known HRA techniques, through inadequate attention to the analysis of potentially significant human
errors or through under-estimation of the level of effort needed to complete an analysis. In the extreme
case, a quantification technique could be applied to a situation, which is completely outside its range of
validity.



3.101

Whatever be the choice of quantification technique, the analyst is required to apply a certain degree of
judgement, and this implies that the final analysis will invariably include subjective considerations.

Frequently Used HRA Techniques - Salient Observations

The most frequently used HRA methods for PSAs are THERP/ASEP, HCR and expert elicitation (SLIM-
MAUD).

@

(b)

THERP and ASEP HRA procedure

THERP is the most widely used technique and contains basic human performance models and
underlying procedures for task analysis and developing HRA event trees. THERP allows the
assessment of both pre-accident and post-accident operator actions. The THERP Handbook
offers a large database of HEPs and details models for considering the effects of PSFs like
stress and personnel redundancy. In this method each operator is considered to have the same
failure probability in executing a specified task, and only dependencies between two tasks are
considered. Handbook data is sufficient for treating execution errors in ‘skill’ and ‘rule’ based
behaviour. The method does not model psychological causes of errors and has drawbacks in
treating the dependencies among PSFs appropriately. The diagnostic models presented in the
Handbook are based on expert judgement. The method gives realistic estimates of HEPs and
response time and other human performance characteristics. THERP has been widely accepted
and the methodology has been used in a very large number of PSAs published.

The ASEP method is a short version of the THERP Handbook. ASEP offers a step-by-step
procedure to assess operator tasks. There is a detailed screening procedure provided for pre
and post-accident screening. ASEP provides additional specific guidance on assessment of
stress in accident sequences. In comparison to THERP, the ASEP HRA procedure produces
more conservative estimates of HEPs and response time and other human performance
characteristics.

Human cognitive reliability (HCR) model

The HCR model, which is an empirical model based on data collected from simulators, has been
developed for the estimation of non-response probability of an operating crew. The approach
is well suited for the assessment of diagnosis and decision making tasks in time-constrained
emergency situations. By inputting crew behaviour and performance characteristics to a
mathematical correlation, a quantitative result in the form of a non-response probability is
obtained.

A major assumption in using the HCR is that the cognitive behaviour of the crew can be exactly
classified into one of three types. However, benchmark studies show that crew responses do
not always fall into any one of three behaviour types. Another assumption is that PSFs affect
only the non-response time and are independent of each other. This too may not be true. Under
a high level of stress, the operator, not being able to recall the previously stored rules from
memory, may go from rule based behaviour to knowledge based behaviour.

There is some possibility of misapplying the HCR model for reasons of ease of use and small
amount of expert judgement required. The HCR, like all TRCs, has its area of implied and
unproven validity. The analyst has to determine what the range of validity is and to ensure that
the application and results are consistent and justifiable.

The numerical accuracy and consistency of the time correlations used in the HCR model for
skill, rule and knowledge based behaviour are not adequately determined. In particular,
probabilities lower than 0.01 are difficult to validate. However, HCR is one of the few HRA
methods, which is based on (simulator) data and not on expert judgement alone.
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Expert judgement methods.

Direct numerical estimation (DNE) has the advantages of ease of use, the wide range of situations
(for pre-accident and post-accident tasks and skill, rule and knowledge based behaviour),
which can be considered and applicability in circumstances where misdiagnosis has worsened
a situation. However, using DNE as an HRA model is time intensive and requires experts who
are familiar with both HRA and the area of interest. DNE has moderate applicability.

Paired comparison (PC) Technigue can be used to assess all types of operator actions. The
validity depends on the knowledge of the experts who compare pairs of tasks and decide which
of the two in a pair has a higher likelihood of error. Two or more tasks with well known error
probabilities are used to calibrate the scaling. But, as it is sometimes difficult to find suitable
calibration data, the PC method is relatively subjective. The PC technique is easy to use, and
normally experts do not require extensive training. The method is quite well established and
has been applied in some PSA studies.

Success likelihood index method (SLIM) is based on the premise that HEPs depend on the
combined effects of the PSFs. Hence; several influence factors (typically excellence of design,
meaningfulness of procedures, stress, time pressure, complexity of task, quality of teamwork
and seriousness of consequences) can be taken into account. Most methods make the
assumption that PSFs are independent of each other. This may not be strictly true. For example,
the effects of a lack of supervision and a lack of training are likely to be greater when they occur
in combination, than when they occur independent of each other. SLIM allows for taking this
effect into account in an analysis.

SLIM does not require extensive decomposition of a task to an elemental level. Since it involves
only the subjective evaluation of expert opinion, it is flexible and can be applied to a broad
range of analyses.

SLIM also provides sensitivity analyses to identify weak points in plant design, ergonomics
and procedures. Uncertainty bounds cannot be obtained with SLIM and have to be derived
using other methods.

Application of SLIM requires reference tasks with known probabilities for calibration. In some
cases, these are difficult to obtain, and analysts then have to resort to estimations. When
elicitation of expert judgement is to be carried out using the SLIM-MAUD programme, analysts
will need training before they can use it in an effective manner.

Issues in SLIM are the variability of experts and inappropriate treatment of the time available
for atask. Further the sensitivity involved in withdrawing or including a task from the group of
selected tasks is not inconsiderable. The time available for a task is not appropriately treated in
SLIM.

SLIM has a high degree of acceptability. It has been used in several PSAs and also in the
course of the ISPRA Human Factors Benchmark Exercise.

3.10.2 Selecting a HRA Method

3.10.2.1 Formal Process

A formal process of selection of an HRA method should necessarily involve a number of factors. These
include the following.

@)

Usefulness/Completeness

0] Types of operator behaviour that can be assessed
(i)  Types of operator tasks that can be assessed
(i)  Whether both qualitative and quantitative results are provided.



(b)
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(d)

©)

(v)  Whether the method can provide insights for recommendations to be made.
Ease of application

0] Requirement of special training of analyst
(ii) Equipment and time necessary
iy  Requirement of data.

Recognition and acceptability
0] Frequency of use.
Accuracy and validity
0] Accuracy
(i)  Validity.
Reliability/Ease of sensitivity analysis

The capability to quantify human reliability varies considerably among the many methods,
correlations or concepts available to analysts. Some of the currently used methods were
specifically developed to address a particular aspect of human reliability and so are limited in
their capability to address other aspects. For example, HCR was developed for the evaluation
of non-response probability in a time constrained environment.

To make the best use of the analytical capabilities of the human reliability discipline, it is
therefore a good practice to selectively employ a set of different models for quantification after
having fully understood their capabilities and limitations.

3.10.2.2 Observations on THERP, ASEP, HCR and SLIM

Some observations on THERP, ASEP, HCR and SLIM, with respect the factors delineated above are
presented below.

@

(b)

With regard to the ‘usefulness/completeness’ factor

THERP is useful to a high degree. Skill-based and rule-based errors are treated. It contains
basic human performance models and procedures for task analysis and development of HRA
event tree models. Guidance for modifying handbook data for different situations is provided.
It treats several important PSFs and also dependencies and RFs. One drawback is that it is not
appropriate for errors involving complex diagnosis/high level decision tasks. ASEP, a shortened
version of THERP, has a detailed screening procedure for pre and post accident tasks. It is
widely used as a method for HRA in PSAs, with detailed THERP analysis being carried out
when necessary only for dominant sequences with operator errors. HCR is well suited for
integral assessment of tasks (involving diagnosis and decision making) and is therefore quite
useful. SLIM is very useful for situations where little or no data is available as it can be used to
estimate human reliability on the basis of expert judgement. SLIM can be used for carrying out
sensitivity analysis to identify the weak points in a situation.

With regard to the ‘ease of application’ factor

With THERP, the integration of HRA and equipment reliability analysis is straight- forward and
so easily understood by system analysts. ASEP like THERP is well documented and therefore
easy to apply. THERP HRA requires a considerable amount of time, but an ASEP HRA takes
much less. THERP is associated with a large set of data, which can also be used with ASEP.
Application of HCR is straightforward, and so there is some possibility of mis-application. It is

a method, which is based on simulator data. SLIM can be applied without decomposing a task
to an elemental level. The domain experts may have to be given training in HRA. With SLIM,
there is also a need for HEP calibration data.
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(c) With regard to the ‘recognition and acceptability’ factor

THERP and ASEP are used in a majority of HRAs and have a high degree of recognition and
acceptability. While HCR is frequently used, its applicability to all kinds of situations is not
verified. SLIM is accepted widely as an expert judgement method and has been applied in many
HRAs for PSAs.

(d) With regard to the ‘accuracy and validity’ factor

THERP gives realistic estimates of HEPs, response and other human performance characteristics.
ASEP estimates are more conservative. In THERP, as detailed analysis is carried out, the
accuracy is greater. THERP models are based on expert judgement, as are models in ASEP,
which is a version of THERP. So their validity is based largely on experience and judgement.
The HCR curves are produced from simulator experiments and so their validity can be verified
to a degree, which depends on the extent the simulator environment is actually representative
of the real plant. SLIM, particularly when a group of experts exercise their judgement, produces
quite accurate estimates.

(e) With regard to the ‘reliability/ease of sensitivity analysis’ factor

All four HRA methods, THERP, ASEP, HCR and SLIM, are reliable when used as specified,
taking into consideration their capabilities and limitations.

The principal limitations of HRA generally considered are those of HEP data and validation.
There is a good amount of data from various kinds of human factors situations, but their
applicability is open to question. They provide guidance on the relative importance of PSFs
but need to be supplemented by information from other sources. The quantity and quality of
field data are relatively low. Those data that do exist are predominantly for slips rather than
mistakes or violations. Other sources of data are expert judgement and simulators.

Studies on the validation of HRA methods are few in number. Four kinds of validity were
considered by study group on human factors of Advisory Committee on Safety of Nuclear
Installations (ACSNI); constituted by Nuclear Energy Agency of Organisation for Economic
Cooperation and Development (OECD). They were predictive validity, convergent validity,
content validity and construct validity. Essentially for prediction of a given analysis, predictive
validity is concerned with agreement with the real situation, convergent validity is concerned
with agreement with the predictions of other analyses, content validity is concerned with
agreement between model elements and critical real life features and construct validity is
concerned with agreement between structure of the model and that of the real life situation.

3.10.2.3 Vpes of Human Interactions and Selection of HRA Models

It is observed from the above, that HRA methods have their own strengths and weaknesses. These
have to be considered together with data availability and types of human interactions involved in the
HRA study. In general, the model/method selected for human reliability quantification strongly depends
on data availability and types of human interactions for which HRA is to be carried out.

0] For Type 1 (maintenance and test) interactions involving errors that degrade system availability,
THERP and ASEP pre-accident HRA procedure are most suited. If the HRA study has to be
completed in a short time, ASEP pre-accident HRA procedure may be used, although the
estimates would be less accurate.

(ii) Type 2 (accident initiating) interactions are quantified using operating experience data or
expert judgement data.

(i) For Type 3 (procedure following including decision making) interactions, THERP, ASEP post-
accident HRA procedure, HCR or SLIM is applied on the basis of the specific requirements of
the HRA study. The essential considerations involved in selection of the HRA method are as
follows.



(iv)

(@  The operating crew has to first recognise (detect) that an incident/event has occurred,
identify (diagnose) the event, the causes and types of equipment failures, decide on the
series of actions and then perform the actions within the time necessary to prevent core
damage. Human failures at any stage would lead to overall system failure.

(b)  Foreach of the postulated initiating events, there is an emergency operating procedure
to be followed and its associated HEP is required by the PSA.

(c)  There are three possibilities for operator response, viz., correct response, no response
and wrong response. If the possibilities of wrong response are very low because of
compelling and diverse cues or if their consequences are not more severe than those for
no action, then the basic detection, diagnosis and decision tree may be merged into a
single ‘cognitive’ node. Cognition is followed by action. Cognition and action stages
have to be completed within a given period of time after event initiation.

(d) Depending on the definition of the cognitive node, non-response probability can
represent all three failure possibilities, viz., wrong diagnosis, wrong action, and non-
response. For quantification of non-response, inclusive of wrong response, the HCR
model may be used. This integral time model can treat overall non-response probability.
The operator’s task is not broken down into steps. Cognitive processes are recognised
but the analyst must be experienced enough to identify the task as skill based, rule
based or knowledge based. Three performance shaping factors are considered but it
needs to be confirmed that the PSFs only influence non-response time. The method
provides only an approximate image of the reality prevalent in the system as no task
analysis is done. Aspects like complexity of the situation and number of work functions
to be performed are not considered adequately.

(e If non-response does not include wrong diagnosis and wrong action, their probabilities
can be evaluated using THERP, ASEP or SLIM.

® Identifying cases where detection, diagnosis, and decision cannot be coalesced is the
key to identification of potential problem areas in the HIs, e.g. a case where there is
potential for alternate strategies for coping with the event by the crew. In these cases
the plant information system and functional procedures become very important PSFs
helping crew to monitor and control plant to a safe state.

() Evenif the cognitive mode can be coalesced, there are conditions for which the HCR
model is not applicable, particularly in the extended time frame when additional personnel
will augment the crew and shift changes take place. An expert judgement method may
be used in this case.

Type 4 (Accident Aggravation): Responses are made in the belief they mitigate the
consequences of the accident, but actually exacerbate the situation. For example, operators
may concentrate on diagnosis or recovery of failed equipment to the exclusion of developing
an alternative strategy to control core conditions, and carry this to a level where the alternative
becomes unavailable. Some guidelines for handling Type 4 interactions in HRA are given
below.

(@  Type 4 can be viewed as a subset of errors in Type 3 and Type 5 Hls, which cause
operators to take wrong actions as a result of misdiagnosis of the situation. The failure
to diagnose branch includes this. Misdiagnosis occurs in cases where operators’ mental
image of the plant differs from actual and so operators perform actions appropriate to
wrong plant state or fail to take correct actions. Hardly any data is available for predicting
this type of HIs, but retrospective analysis of actions during actual events can identify
such His.

(b) In many cases that have occurred there have been recoveries from these initial
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misdiagnoses. In PSA, an interaction is Type 4 only if it is non-recoverable prior to core
damage. Ifitis recoverable, the event tree can show follow on recovery.

(c) Quantification of Type 4 His is performed by use of THERP, HCR or SLIM or a combination
of these models.

(v) Type 5 (Recovery Improvisation): Recovery actions are included in the accident sequences.
Actions involve recovery of failed equipment, use of alternative equipment to fulfill the needed
functions or use of non-standard procedures to ameliorate the accident conditions. Some
guidelines for handling Type 5 interactions in HRA are given below.

@ Probability of failure to perform recovery action is included as a non-recovery probability
for each group of failures represented by a minimal cutset in a specific accident sequence,
for which the recovery action is applicable.

(b)  For quantification, one may employ direct estimation based on expert judgement or a
time correlation between performance and requirement. HCR is useful in some cases
(e.g. for recovery following failure of an auto start system, which may be considered as
a Type 3 action instead of a Type 5 action).

(c) Recovery actions in the control room are significantly influenced by availability of
operator support systems like safety parameter display system (SPDS) and also the
availability of safety function oriented procedures.

Further Needs in HRA [21]

Improvements to HRA are being made in a number of areas. In addition to the development of second—
generation HRA methods, these include the development of models for human errors that occur in
accident management, low power and shutdown operations and external events.

In our context, PSA applications have until now generally dealt with normal aspects, e.g. full power
operation state, conservative assumptions in respect of success/failure criteria and a quasi-static
treatment of plant response and human behaviour. Currently, PSAs are carried out for:

0] Non-full power conditions (including low power and shutdown)
(ii) Level -2 PSA
(iii) Accident management (AM) situations

(iv) External events (fires, floods, earthquakes)

The nature of human operations under these conditions differs from that in full power operations. There
are aspects of importance in the analyses that are often not modelled explicitly in full-power PSAs
currently being conducted. These include actions outside the control room, coordination and
communication within and between teams, actions without procedures and decision burden.

Factors significant to further development of HRA are given below.

Ex - control room actions

1) Delivery of instructions to field operators

)] Movement to access controls

(3) Availability of local feedback indications

4 Need for data on plant layout, quality of labelling and tagging, communication practices, and

feedback indications.

Communication and coordination (within and between teams)



1) In shutdown/accident management situations more number of persons are involved, who
make decisions at various levels. Important factors are coordination and control, possibility of
conflicts and unforeseen consequences of actions, a possible lack of written procedures, and
possibility of obstacles to availability/flow of information from/to the person(s) in the plant to
the person(s) in the remote location. HRA has to consider and model group-coordinated

behaviour.
2 Communication procedures, protocols and equipment are to be considered in HRA.
(3) Data related to failure of crew coordination and communication, failure of delivery of command

and/or information between control room and field.

Actions without procedures

@ The number of configurations that are possible in shutdown/accident management (AM)
situations are too many and uncertainty about plant configuration can lead to error.

)] When written procedures are not available, operators have to depend on their knowledge and
training. Mistakes are possible in considering the potential consequences of planned response.

(3) The lack of procedures may bring out unconstrained possibilities of plant state as a result of
performing actions in situations not recognised or situations misinterpreted from the instrument
readings.

4 There could be a change or changes of persons executing a job.

5) To improvise recovery actions, unambiguous data that indicate the actual plant state are
required.

Decision burden

Arises in situations when operators have to consider the consequences of actions required in
a ‘real’ situation. When there are uncertainties about the plant state (appearance of unexpected
alarms/parameter indications), or when actions (foreseen and/or addressed in operating
procedures) are not in accordance with plant safety vis-a-vis the real situation, probability-
consequence tradeoffs between two or more actions are involved, and this results in decision
burden. HEPs then would be related to chances of recovery.

The approach to human reliability analysis and quantification would in general follow the pattern of the
HRA methods adopted for full power PSA. Usually, the risk in events associated with non-full power
PSAs is somewhat higher. And, there is evidently a need, to explicitly consider in HRA, the important
factors discussed above. The second-generation HRA approaches have features that are useful in
incorporating the factors of concern into HRA, and so may be explored for application in HRA for PSAs
that are currently being planned.



4. DATA FOR HUMAN RELIABILITY ANALYSIS

4.1 Types, Uses and Sources of Data
411 Types of Data
Two major types of data can be collected for HRA, qualitative and quantitative. Qualitative data is
useful for error reduction based on human factors and operating experience data. Quantitative HRA
data can be in relative form (e.g. probability of error X is 2 times the probability of error Y) or in absolute
form (e.g. the probability of error X is 0.001). Both types of data (qualitative and quantitative) are
required in HRA, but there is a great need for quantitative data in the form of HEPs for use in PSAs. The
HEP data can be used directly for human error quantification (if sufficient data exists) or in the validation
of human error quantification techniques. Qualitative data can be collected simultaneously with
guantitative data. Qualitative data on error mechanisms and PSFs characterise HEP and aid in the
determination of the range of applicability of HEP data to various scenarios in PSA.
412  Uses and Sources of Qualitative Data
The uses and sources of qualitative data are given in Table 4.1.
TABLE 4.1 : USES AND SOURCES OF QUALITATIVE DATA
Users of Data Uses of Data Sources of Data
Plants - Understanding plant events, developing plant Event reports
specific error reduction measures. - Near miss or precursar
- Improvement of work organisation and event reports
operating crew performance. - Records of violations
- Providing supporting evidence for the- Maintenance reports
validation of HRA methods. - Log books
- Development and/or improvement of the safety Simulators
management system and quality assurante Plant specific informatior
HRA - Examining and understanding the root causes Generic data for HRA
research and human error mechanisms for purposels of modelling
modelling and evaluation of humagn- Simulations
performance (this can lead to detailed efror
reduction strategies).
Regulatory - Monitoring safety in operations - Data from plant event
bodies and government reports
agencies - Other reports
413  Sources of Quantitative Data
There are three possible sources from which data suitable for the generation of HEPs can be collected.
These are: (1) Data from relevant operating experience, (2) Data from experimental research and (3) Data
from simulator studies. The ideal case would be where all required data is available from relevant
operating experience or realistic experiments. However, in practice, not enough data have been collected
from such sources and therefore, sources such as expert judgement have to be used to generate data.
4.2 Generic and Specific Data

Generic data are data derived using expert judgement. They are data that are applicable to a whole range
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or class of tasks and therefore provide acceptable guidelines for quantitative analysis. The data are
usually given for generic task descriptions such as ‘very simple task performed quickly’, ‘simple task
requiring little attention’, ‘complex task requiring a high level of concentration and skill’ and so on. A
table of typical generic guideline data drawn from Kirwan [13] is given in Table 4.2.

TABLE 4.2 : GENERIC GUIDELINE DATA [13]

Description HEP
1 | General error rate in very high stress level situations 0.3
2 Complex non-routine task in stress situations 0.3
3 Supervisor does not recognise operator’s error 0.1
4 Non-routine operation simultaneous with other duties 0.1
5 | Operator fails to act correctly in the first 30 minutes of a stressful 0.1
emergency situation
6 Errors made in carrying out simple arithmetic with self-checking 0.03
7 General error rate for oral communication 0.03
8 General error of omission 0.01
9 Error in routine operation requiring care 0.01
10 | Operator fails to act correctly after the first few hours in a high strgss 0.01
scenario
1 Operator fails to return a manually operated valve to the correct 0.01
position after maintenance
» Omission of an action step in a procedure 0.003
13 | General error rate for an action performed incorrectly 0.003
14 Error in simple routine action 0.001
15 | Selection of wrong switch (dissimilar in shape) 0.001
16 Selection of a key-operated switch, rather than a non-key operated 0.0001
switch (error of commission)
17 Limit of human performance for a single operator 0.0001
18 Limit of human performance for team of operators performing a 0.00001
well-designed task, with very good PSFs

Specific data is data that is applicable to a particular task, which is often restricted to a specific industry/
plant. Data for specific task descriptions in a plant (e.qg. ‘error of selection in changing or restoring the
state of locally operated valve, when the valve that is to be manipulated is clearly and unambiguously
labelled’) is considered to be plant specific data. It is possible to develop both industry specific and
plant specific databases.

Data from Plant Operating Experience

Analysis of plant operating experience, yields a good amount of valuable qualitative data, but collecting
guantitative data on human reliability in the form of HEPs is difficult. Operating experience data
collection systems in general have a number of limitations. Taylor-Adams [27] gives a good account of
these limitations.

0] Human errors that do not lead to any violation of technical specifications are unlikely to be
reported, although set limits of acceptability with respect to the human errors may be
transgressed. This can result in a database that is incomplete.

(ii) Human errors that are recovered from immediately, especially errors recovered by the committer
himself, do not get included in the database.
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(i) Information on low probability errors, or errors which occur in low probability event scenarios
is generally not sufficient. Not many events would be found in a data search to yield statistically
significant data. Hence, one has to take recourse to simulators or expert judgement.

(iv) Error reduction can rarely be based on information on root causes of errors (e.g. inadequate
procedure, poor work environment, ambiguous information feedback) because usually only
the consequences/observable manifestations of error, called external eError mechanisms (EEMs),
are reported, e.g. valve left open after test. Different causes can give rise to the same observable
consequence. For prediction of possible error in an event sequence, it is important to understand
the origins of an error. It is necessary to understand the error in terms of operator functions, as
well as the actual PSFs involved. Otherwise, errors, which are only externally similar may be
aggregated and the error reduction measures that are taken may be insufficient or even
ineffective.

The above technical difficulties imply that the HEPs derived may involve a degree of uncertainty in their
accuracy, which is in addition to uncertainty attributed to the data generation process, involving
among others, factors like the number of observed events.

Data Collection Systems

Operating plants have in general a system of mandatory reporting of events with actual or potentially
serious consequences, to regulatory bodies. Human performance problems delineated in such reports
become a source of data. While the level of reporting is variable, it is still possible to derive useful
information from event reports.

Data collection systems using Licensee Event Reports (LERS) or plant event reports were first developed
in USA and tried to overcome some of the difficulties in deriving HEPs. The LER database however,
generally gives almost no information on the PSFs in an event. So the usefulness of the database is
limited. Some innovative schemes to collect information on a voluntary basis have been developed.
One such scheme is Human Performance Evaluation System (HPES), a structured data collection system
introduced by Institute of Nuclear Power Operations (INPO) of USA. In the INPO scheme, the consistency
in data collected is achieved by the use of standard forms. Voluntary reporting schemes have the
potential to significantly improve qualitative data on human error and recovery. Another example of
such a scheme is IAEAs Incident Reporting Scheme (IRS).

Human Error Probability Data

The general definition of Human Error Probability (HEP) is the ratio of the number of observed errors to
the total number of chances for error to occur. In other words, it is equal to the ratio of number of errors
that occurred to the number of opportunities for the error.

This has been the major, if not sole form of human error data in PSAs. For generation of a HEP database,
human performance reliability is to be evaluated for different kinds of human errors (e.g. operator turns
a valve in the wrong direction or operator omits a step in a procedure). Both the number of times the
error is made and the number of opportunities for the error are required to be obtained to evaluate HEP.
Human error probability data derived in this manner have a number of limitations [27]. These are as
follows.

0] Specificity of data - Data from a particular plant is to a significant degree specific to that plant.
There can be large variations between plants in respect of operation, procedures, training
practices, design ergonomics and safety management culture. But, in PSAs, HEP data from a
specific plant are likely to be applied to a different type of plant in an unselective manner. The
differences in HEP values however, being relatively small in PSA terms, may not result in a
significantly erroneous prediction for either plant, given the uncertainty already inherent to
the PSA process.

(ii) Usefulness of data for error reduction - In PSA, it may be found that that the plant does not
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meet the risk criteria due to human error impact. But data in the form of HEP does not give
information on how to improve human reliability. In fact the best way would be to make use of
the factors that influence human performance (e.g. quality of the human-machine interface,
extent of training) instead of resorting to other means like interlocks or additional safety systems.
HEPSs per se are not useful in indicating means of error reduction.

(i) Purely quantitative form of data - The data unless qualified gives only the observable
manifestation of error, i.e. External Error Mode (EEM). An operator could have turned a valve
in the wrong direction due to a slip or because of his previous experience in other plants where
the valves are to be turned in the other direction, in which case the error is a population
stereotype error. The associated HEP could thus be significantly different. In other words, the
EEM is the same, but the root cause or Psychological Error Mechanism (PEM) is different in the
two cases. There are two implications of this.

@ If data is generated in the form of EEMs alone, then the application of such data in PSA
may lead to inaccurate results, because of the existence in the plant scenario of PEMSs,
not accounted in the data used. Therefore data from a database may be inaccurately
applied.

(b)  Though PSFs may be used to reduce the impact of human error, this may not be as
effective a strategy as eliminating the root cause. The changes suggested for improving
PSFs, may in certain situations, even go against the most appropriate measure suggested
for elimination of root cause, e.g. more training in procedures might be provided in a
case where the root cause of the problem is taking shortcuts (skipping steps) due to
‘overlearning’. Therefore the data available may not be useful for effective error
reduction.

Data Collection in Indian Nuclear Power Plants

The systematic collection, classification, recording and analysis of human error and human reliability
data are crucial activities for PSA. A readily accessible source of human reliability (human error probability)
data that is applicable in the context of Indian Nuclear Power Plants is needed. Data from published
literature serves as a generic database for HRA. An example of such a database is the data in the
Handbook of Swain and Guttman [25]. In addition to generic databases, there is a need to have plant
specific data, which is based on operating experience in Indian NPPs. Such data will be relevant to
HRA/PSAs of Indian NPPs.

Using Event Reports as a Source of Human Error/Human Reliability Data

In Indian Nuclear Power Plants, all plant events are reported in the form of incident reports. An event
reporting form is also completed for each event with the event categorised into the appropriate level in
the International Nuclear Event Scale (INES).

While event reports are useful for a general identification of the source of the problem, they may be
limited by the fact that the details of the actual internal process by which a human error occurred may
not be recorded. In studying event reports pertaining to human error events, one may not come to know
all the observations that were made by the operating crew, or the alternative courses of action that were
considered, prior to the erroneous action.

To study a human error in depth, a substantial amount of information on the processes that lead to the
error is needed. The information should preferably include time tagged records of displayed and/or
monitored variables and human actions. The root cause analysis reports, prepared for all significant
events, are a good source of such information.

To aid the interpretation of this objective data, additional subjective data (e.g. the skill and training of
the operator, number of times the same task has been carried out earlier) will also be required. Discussions
and interviews with plant personnel can aid the acquisition of this kind of information. In general, a
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plant event report may not contain such information.
The practical problems with plant event reports as a source of data can be summarised as follows.

0] Reports contain varying amounts of data. While in some reports data is clear and detailed, in
others it is not.

(ii) Reports are usually not prepared for near-miss events or adverse trends (accident precursors).
Reports are made only for events, which occurred. Errors made, but immediately recovered
from, do not get reported.

(i) Reports may at times only describe the events, but not give information on the causal aspects,
i.e. the how and why of the events may not be given.

(iv) Reports in general may refrain from mentioning any inadequacy in human performance and
may tend to withhold such information for fear of reprisal.

(V) Reports may at times not contain a true account of the error as it actually occurred, because of
a possible attempt to rationalise the error and/or assign responsibility.

(vi) There is in general no data available in respect of very infrequent events like design basis
events/accidents (DBEs/DBAS).

HRA Data Collection Problems

To generate quantitative data for HRA, it is necessary to estimate the number of opportunities for error,
in addition to gathering information on the number of times a given human error has occurred. From
plant data, the opportunity for error can be estimated for regular or periodic tasks. For other tasks, it may
be difficult, and one has to resort to a simulator for collecting data.

The possibility of collecting and analysing data on operator response to infrequent events such as
DBEs, is rather small, if one depends on plant data. Simulators are good tools to make use of in such
situations, but there is a need to contend with problems of limited simulator runs and of correlating
performance on a simulator to performance in the plant control room.

Hardly any concerted efforts have been made to assess the effects of PSFs on operations. Simulators
are valuable tools for such assessments too.

The primary problem for HRA is the dearth of error frequencies for process tasks. Even when quality
data (in the form of error relative frequencies) is available, these data need to be extrapolated (i.e.
generalised) to situations other than those in which the data were obtained. Errors in generalising data
from one situation to another increase significantly with increasing differences in PSFs. Even for
identical tasks there can be substantial differences in the PSFs. An understanding of the PSFs is very
important, because of their criticality in affecting behaviour of plant personnel with respect to safety.
The development of appropriate human error taxonomy is very useful in the context of data collection
for HRA.

Guidelines for Development of a Successful Data Collection Scheme

There are five major areas influencing the success of a data collection scheme. Success is decided by
the frequency and level of detail of event reports that get included into the database and whether plant
personnel are sufficiently motivated to actively participate and report errors, near-miss events or potential
problems. The five areas are discussed below.

0] Nature of information collected - The consideration here is whether the scheme collects mainly
descriptive reports (covering who, what, where and when of the event) or if it additionally
covers the causal nature of an error (why it occurred). Other factors are whether near-misses
are collected as well as actual incidents, and whether the reports are written descriptions of the
event or text supplemented by answers to specific questions. A written description is useful in
understanding the sequence of events, which occurred. But answers to specific pre-framed
questions can provide details necessary to establish root causes.
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(i)

(ii)

(iv)

V)

Level of help given with collecting data - Most of the information collected on human performance
problems in significant events in NPPs is gathered by interviewing plant personnel. Plant
personnel are generally not trained in human factors and psychology, and it is therefore difficult
for them to focus on aspects necessary to establish why the error occurred. Schemes may or
may not provide help in answering the relevant questions. Also, the forms for collection of
information may themselves be complex and difficult to use. Another factor is whether the
analyst himself is given help in determining the root cause from the information provided. Such
help can increase the reliability of the analyst, without any increase in his/her training time.
Further, it is essential to collect the information soon after the occurrence of the event, when
the relevant details are still fresh in the minds of plant personnel.

Use of database information - It is important to the success of the data collection scheme to
provide regular and appropriate feedback to plant personnel. For doing so, it must be possible
to easily generate summary statistics and pertinent examples from the information in the database.
Also important is whether specific error reduction strategies are derived from the data collected
and implemented by the management. Regular feedback, which shows such effective use of
the data collection scheme, will make the scheme increasingly acceptable to plant personnel.

Organisation of reporting scheme - This covers factors related to whether the scheme is plant-
based or centrally organised, and whether incident reporting is mandatory or voluntary. Another
factor is whether the scheme is paper-based or computerised. A plant-based computerised
scheme is to be preferred for event reporting.

Acceptability to plant personnel - For the data collection scheme to be successful there should
be a feeling of ‘ownership’ shared by plant personnel and management in a spirit of cooperation.
It is also important to have a plant-based coordinator (known to the personnel) in charge of
data collection and analysis. Other important factors include comprehensive initial training to
personnel on the nature of human factors and the purpose of data collection, provision of
some guarantees of anonymity wherever possible and immunity from punishment other than in
case of exceptional rule violations.

Functioning human performance data collection schemes are regarded to be successful in some of the
areas discussed above, but not in others. INPO’s Human Performance Evaluation Scheme (HPES) for
example, is considered to be generally good in the last three areas but weak in the first two.

Designing a Human Performance Data Collection System - Summary of Considerations

The considerations involved are as given below.

0

(i

(ii)

Nature of information collected

@ Include causal information in descriptions
(b)  Cover significant events and near-misses
(c) Include specific questions in reporting forms

Level of help given with collecting data

@ Provide help to plant personnel with data gathering
(b)  Provide help to analyst in Root Cause Analysis
(c) Design easy-to-use forms and systems

Use of database information
@ Provide good regular feedback

(b)  Include provisions for easy analysis
(c) Generate error reduction strategies
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(iv)

V)

Organisation of reporting scheme

@ Implement computerised plant based scheme

(b)  Foster voluntary reporting

(c) Keep the costs of the scheme low

Acceptability to plant personnel

@ Foster “shared ownership”

(b)  Have a plant coordinator for data gathering and analysis
(c) Impart introductory training to plant personnel

Data Collection Methodology

Introduction

The material presented in this section is drawn from [21]. The steps in the data collection methodology
followed are as follows.

0
(i
(i)
(iv)
V)
(Vi)

Development of human error taxonomy

Human error reporting form (HERF) - design and verification
Analysis of plant events and filling of forms

Review and tabulation of data

Analysis of data collected

Presentation of analysis results

The steps are detailed below.

0

(i

Development of human error taxonomy

A human error taxonomy was developed for use in data collection from Indian NPPs. The
taxonomy is outlined in Appendix-2.1. The taxonomy covers Human Error Categories (i.e.
mistakes and slips), External Error Modes or Mechanisms (i.e. observable manifestations of
human error or error in action response, e.g. omission, commission or extraneous act), Internal
Error Modes (i.e. error in cognitive response, e.g. error in detection, interpretation, diagnosis or
decision making), Internal (Psychological) Error Mechanisms (e.g. attention failure, memory
failure, judgement failure, stereotype takeover, spatial mis-orientation, indecision, uncertainty,
invoking a shortcut or pressure of time) and Error Causes (i.e. reasons for occurrence of error
as decided by the PSFs extant in the actual plant context). Errors can be caused by factors
related to task complexity, ergonomics of HMI, procedures (content, format, violation),
inadequate supervision, communication problems, improper or unauthorised operation, poor
skill or inexperience, inadequate training, stress and physiological factors.

Human error reporting form (HERF) - design and verification

A human error reporting form (HERF) for nuclear power plant was designed to document the
data pertaining to each human error caused/related event from the details given in the incident
report. The form is given in Appendix-2.2. This HERF was used by the AERB HRA working
group for collecting data from Indian NPPs. A set of guidelines was prepared for streamlining
the use of the form. The form was also used in the work carried out under the IAEA Coordinated
Research Programme, 1995 - 1998 [21].

Structure of HERF

The HERF incorporates a human error taxonomy of the kind detailed earlier, so that all details
relevant to human reliability can be systematically documented. The form aids the analyst in
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maintaining quality and consistency of data across human error caused/related events in the
plant. One of the main aims of data collection and analysis using the HERF is to arrive at
measures for preventing the recurrence of the human error, or at the least reducing its probability
of occurrence.

The HERF employs a combination of free text descriptions and coded format entries to record
the requisite data in a simple readily understandable manner. The HERF, when filled and
completed for an event, would contain both factual (objective) and subjective information. The

information gathered from interpretations of plant personnel is subjective. It is influenced by

factors such as those given below.

@ Inability to recall important facts over a period of time.

(b) Inadequate understanding of causal factors and human behaviour.
()  Unwillingness to accept responsibility.

(d) Holding back key information for fear of being disciplined.

The form consists of three main sections.

@ Problem description
(b)  Human error data
(c) Human error analysis.

Problem description - The problem description part contains the following items of information.

@ Free text description of the problem, including plant unit, pre-event and post-event
plant statii, date and time of occurrence and event sequence details.

(b)  Personnel involved in the event and their contributions.

(c) Number of hours the personnel (operators, maintainers) involved in the incident, had
already been on the job at the time of occurrence of the human error event.

(d)  Number of times the same error event has occurred earlier.

Human error data - This part of the HERF is used to document information on the human error,
which includes error categories, error modes/mechanisms, error causes, error recovery
information (i.e. feedbacks used) and performance shaping factors.

Human error analysis - This section considers, wherever possible, the estimation of an HEP for
the error under study. The HEP is calculated as:

HEP = basic HEP (BHEP) x PSF multiplier x RF multiplier,

where BHEP, i.e. probability of human error for the task considered as an isolated activity or
entity, is modified by the extant Performance Shaping Factors (PSFs) and Recovery Factors
(RFs). The PSF multiplier depends on the values assigned to the PSFs present in the task
environment. The RF multiplier takes into account any recovery from error effected by the
operator on detection of error. The PSF and RF multipliers appropriately adjust the BHEP to
give an estimate of the HEP for the error under investigation.

\ferification of HERF

The initial version of the HERF was applied to data collection case studies in two Indian
PHWRs, so as to check whether the form was adequate for the purpose of collecting human
error and human reliability data from incident reports. Discussions with plant personnel helped
to clarify important human performance issues. Suitable changes were made to the form, and its
effectiveness in data collection was confirmed. Appendix-2.3 presents a sample form completed
for a typical human error related event in RAPS 1.
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(ii)

(iv)

v)

Analysis of plant events and filling of forms

Incident reports pertaining to Indian NPPs were studied and those cases were sorted out
where a human error was clearly the cause of the incident, or one or more human performance
issues contributed in some way to the incident. Some events involving unavailability of a
system/component, attributed in the incident report to system/component failure, were found
to have been actually caused by human error or less than adequate human performance in a
prior maintenance/test activity.

Reports pertaining to human error/human performance related events were reviewed and
analysed in detail. The events were discussed with plant personnel and engineers, in order to
gather supplementary information (e.qg. limitations due to poor ergonomic design of the work
place, workload and environmental factors) or clarify how the event actually took place. The
analysis, which began with the incident report, thus moved backwards until explanations were
found and details of circumstances under which the event occurred, could be established.
However, in cases, which pertained to events, which had occurred a number of years earlier,
adequate details could not be gathered.

HERFs were filled for the human error and human performance related events identified and
analysed. The details entered into the forms were based on analysis of the recorded data, using
the information gathered during discussions with plant personnel. The data collection team
included an engineer who had worked as an operator.

Review of information and tabulation of data

The information contained in the HERFs was reviewed. All useful information pertaining to
human error/human performance related events was organised in a tabular format
(Appendix-3.1). The data fields used in tabulation were drawn from those used in a standard
format developed during the IAEA CRP. The data fields in the standard format are as follows.

@ Plant identification (e.g. station, unit)

(b)  Human interaction type (category A, B, or C)

(c) Time, plant state (pre-event), event and task descriptions, plant state (post-event).
(d)y  Error description

(e Equipment/controls operated

® Location, major activity (operation, maintenance, testing)

(g)  External error mode/mechanism (omission, commission, extraneous act) and internal
error mode (detection, diagnosis, interpretation, decision making)

(h)  Internal (psychological) error mechanism

0] Error causes/performance shaping factors

0) Data origin (e.g. plant experience)

(9] HEP(point estimate), uncertainty bounds (UCBg$)aid 9% percentiles

() Model (if data is manipulated or derived using an HRA model)

(m)  Reference source (e.g. incident report-IR), data pedigree (quality, validation status,
why generated and how used, e.g. in PSA).

Analysis of data collected
The error data collected were classified and analysed with respect to the following.

@ Major activity group (operation/maintenance/testing).



(b)  External error mode (omission, commission, extraneous act).

(c) Internal (psychological) error mechanism. Determination of the internal failure mode for
an error was only possible in a few cases. There is a good deal of uncertainty associated
with it, due to the fact that the analysis is often carried out a considerable time after the
occurrence of the event.

(d)y  Error causes/performance shaping factors (PSFs) influencing error.

(e) Error relation to plant state (errors in operation leading to shutdown/trip, errors in
operation for which plant survives and continues to operate, errors in shutdown).

® System-wise categorisation (system-wise grouping of errors - primary heat transport,
moderator, secondary, reactor regulating, reactor protection, fuelling machine, shutdown
cooling, turbine generator and electrical, and containment and ventilation).

() Location-wise error distribution (control room, turbine building, reactor building, reactor
building shutdown accessible area, service building, motor control centre, switchgear
area, battery room and switchyard).

(h)  Errorrelation to shift (morning, afternoon, night) and time interval of occurrence in shift
(first two hours, mid four hours, last two hours of shift).

Sample human error/human performance related event data, arranged in tabular format, is
presented in Table AP 3.1 in Appendix-3.1.

(Vi) Presentation of analysis results

Prior to and during the IAEA CRP, a total of over fifty human error/human performance related
events were identified for investigation and analysis in two twin unit stations, RAPS and
MAPS. The number of error events for the two stations, were found to be nearly equal, and
were spread out over a period of eight to ten years. The errors were analysed with respect to
the dimensions outlined in the previous step. A summary of the results of analysis of plant
event data is given in Appendix-3.2.

46.6  Plant Specific Human Error Probability (HEP) Data

46.6.1 Calculation diluman Error Probabilities From Indian Pressurised Heavy Water Reactor (IPHWR) Event
Data.

Estimating HEPs, from human error event data gathered from the operating plants, is beset with problems.
Events are generally few and far between, so that the number of times a human error of given type has
occurred in a plant, may be quite small. Many kinds of human errors may have never occurred at all.
Also, errors that occur, but do not cause events of consequence, simply go unreported. So is the case
with errors, from which recovery is made in time to prevent any reportable consequence. As a result, the
values of the numerator (number of errors) and denominator (number of opportunities), used in the
calculation of HEP, do not reflect the actual error situation. Therefore, there is a certain degree of
uncertainty associated with the estimated HEP.

Of the over fifty human error/human performance related events in RAPS and MAPS, in only nine cases
had the same type of human error occurred more than once. These nine cases were studied and it was
found that for five of the nine cases, it was possible to estimate the number of opportunities for the
concerned error. Based on the relevant plant data and supported by confirmatory discussions with
plant operations and maintenance personnel, the number of opportunities for each error was estimated.
Event details, together with HEP estimates are given in Appendix-4

4.6.6.2 Observations on the Quantification

The calculated HEPs are indicative estimates and accurate in terms of the order concerned. At the time
the data collection was carried out, the number of operating IPHWR units were few and only four units
were considered. The figures for both numerator (number of errors) and denominator (number of
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opportunities), used in the calculation of HEP therefore turned out to be rather small numbers. Further,
the number of repeat error cases were also very few, to provide any reasonable number of HEPs.

In the last decade and a half, there has been a significant addition to the number of IPHWR units in the
country. This means that the number of plant units currently in operation, and therefore available for
collection of IPHWR specific human error probability data, are enough to provide a sufficient number
of human error/human performance related incident records for a fairly large HEP database for HRA.

Currently Used Databases

Human reliability databases are collections of properly collected, classified and analysed human reliability
data. Databases may contain both generic and specific human performance data.

THERP Database

THERP was the first moderately comprehensive human reliability quantification technique. It incorporated
both a procedure for formulation and analysis of event tree logic for human error and a database of
typical human error rates and related PSFs. THERP was developed initially for NPP applications, but the
data used in THERP did not come from NPP tasks. The data is derived from data pertaining to other
industries, and the data in respect of task error rates covered only operator procedural errors. Subsequent
developments however, led to the method becoming more all inclusive, and the database now provides
human error rates and recovery factors for diagnosis of abnormal events using display cues, manually
operated controls, locally operated controls, oral instructions and written procedures. Later developments
of the database allow the consideration of the influence of cognitive errors, dependencies (within
person and person to person), management and administrative control, stress, staffing, experience
levels and other PSFs [25]. The THERP database consists of twentyseven tables of human reliability
data and data for errors relevant to the common error events experienced in engineering systems. The
tables are reproduced in Appendix-5.

Despite being quite exhaustive, and after nearly three decades of work, the database still does not cover
all tasks of interest to NPP safety analysts. This is understandable, given that the tasks are unique and
that the original database, as well as subsequent refinements, may not actually represent all the PSFs
affecting human performance. While noting the subjectivity of estimated HEPs in the handbook, experts
realised they had no substitutes. This reflected the major problem of HRA, the lack of adequate
experiential data from which HEPs could be determined.

Time Reliability Correlation (TRC) Data

THERP provides a time-dependent model of the diagnosis process, called the Nominal Diagnosis
Model. This Time Reliability Correlation (TRC) is supposedly applicable to the estimation of the
probability of failure in choosing the proper procedure, because the diagnosis of the abnormal situation
is incorrect.

The TRC is a consensus of the judgement of several risk and human reliability analysts, and not based
on data. ASEP, a modified version of THERP, provides both a screening diagnosis model and a nominal
diagnosis model.

Another TRC database is the Human Cognitive Reliability (HCR) Model, which has been developed for
the evaluation of non-response probability under time constrained emergency situations. The HCR has
been validated with data from plant simulators. However, the model does not consider the quantification
of dependency between tasks and is not designed for procedural events in which no time constraints
are imposed. In addition to the THERP TRC and HCR, other TRCs have been developed and are
covered in the literature. The THERP TRCs and HCR are reproduced in Appendix-6

Simulator Data Collection and TRC Development

Simulator data is the basis of TRCs used for quantifying time dependent human failures. Postulated
accident sequences are run on simulators for training operators in the emergency procedures. Such a
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sequence commences with the introduction of a plant upset (initiating event) with one or more system
faults and simulation continues for a specified time into core damage, until fidelity of simulation becomes
too uncertain to carry on.

Data in the form of ‘time-lines’ of key events, with event time and event details is recorded. The
information is arranged into a TRC format by focusing on a particular action and determining from the
timelines, the time from a leading cue (indicating the need for carrying out the action), to the time the
action is performed, or the sequence was terminated. Statistics for the action is compiled using an
aggregation formula and plotting the result on log-probability paper.

__Ni
P=N+1

where i’ indicates the ith failure of a specified typéd,is the cumulative number of failures upto and
including the ' failure, pi is the empirical cumulative probability for the time of théilure.

Note: Relation is natli/ N, asN = 0 will mearNi = 0 and 0/0 has no meaning. So the relation is taken
Ni _ i
to bem . Thenfdf=0andNi=0,pi=0

The data so derived can be fitted to any typical probability distribution or plotted on log-probability
paper. TRCs have been derived using log-normal, Weibull and other distributions.

HRA researchers in a number of countries have used NPP simulator data to develop TRCs. As an

example, the development of TRCs by EDF in France is discussed. An approach termed the Probabilistic
Human Reliability Analysis (PHRA) Procedure was developed by EDF [18] to study human interactions

in PWRs. PHRA combined a systematic analysis approach with a large database generated from simulator
tests. The main features of the PHRA Procedure are as follows.

0] A distinction was made between routine operations and post-initiating event operations.

(ii) Different categories of routine operations were distinguished such as alarm response,
administrative check and periodic test, and error probabilities were evaluated using established
human reliability quantification methods.

(i) For post-initiating event human interactions, 200 simulator runs were carried out and TRCs for
predetermined situations of varying complexity were produced. Error probabilities for the human
interactions were evaluated from the TRCs.

The time reliability curves produced from the simulator experiments conducted by EDF are given in
Appendix 6. In Figure AP 6.4, P1 and P1’ represent TRCs for tasks involving simple diagnosis, P3is a
TRC for tasks involving difficult diagnosis with contradictory information displayed and P2 is for tasks
involving a mix of both.

There are drawbacks associated with the EDF TRCs. The underlying data for the simulator experiments
and method of data collection are not generally accessible. Furthermore, it is difficult to use the data for
situations other than those that constitute the basis of the curves and the applicability of the data, must
be judged by the analyst. Whether the diagnosis curves can be transposed to other NPPs is not known.

Other Human Reliability Databases
Nuclear Computerised Library for Assessing Reactor Reliability (NUCLARR)

NUCLARR [5] is a PC based risk analysis software package, data manual and users’ guide, developed
by the US NRC to support safety analysis of NPP operations. The database contains some 2500 data
points. Half of these are human failure rates and half are electrical and mechanical component failure
rates. In addition to raw data values, information on references/sources is also included, so that users
can query the database to determine the applicability of the referred data to a specific situation. Type of
plant, brief description of error, applicable PSF information and list of source documents also form part
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of the data. For human failure rates, the sources are plant specific PRAs, databases of individual plants,
technical reports and engineering and simulator studies. Some data from NUCLARR is presented in two
tables in Annexure-1

Human failure rates for plant systems are included in the database. As an extension, HEP values for
decision-based errors are identified using SLIM or other methodologies. Further, a selected set of data
records can be combined to give a single aggregated value (i.e. a single data point estimate and
distribution limits, UCB and LCB). Aggregated data are useful in risk assessment when no original data
are available that fit the application.

The NUCLARR data repository is used by HRA practitioners, but its use is limited to what data exists.
Data from many sources are represented in NUCLARR, e.g. THERP, SLIM, HCR data and simulator
data. However, the availability of NUCLARR is restricted.

CANDU Nuclear Power Plant HRA Data
CANDU HRA and HRA data is discussed in the following four sections.
0] Early CANDU HRA and HRA data

Human reliability has been estimated and incorporated in PSA of CANDU nuclear power
plants since the mid seventies. All the elements of each PSA, including HRA were specifically
designed to provide feedback to design and operations groups. The primary objective of early
CANDU HRA was to focus on difficulties faced by the control room crews in diagnosing
events. From reviews of expected alarms during event occurrences and estimations of available
time to respond, HEPs for ‘failure to correctly diagnose the events’ were assigned a value of 1,
0.1 or 0.001. Compared to the HEPs in the handbook, over almost the complete time frame,
CANDU HRA assigned a higher probability of human error for critical diagnosis activity, using
athree step TRC [17].

The ground rules applicable in the computation of probabilities for failure to diagnose were:

@ Probabilities apply to control room crew and not for one individual.
(b)  Probabilities are applicable to accidents with a frequency of <1/ year.
(c) The TRC is the median joint HEPs nominal model for a single event

The HEPs from the TRC are increased/decreased by appropriate factors depending on the
situation. In CANDU HRA, error probabilities are increased by a factor of 10 when: 1. A
situation does not result in directly useful alarms and 2. Analysis postulates prior operator
error in the same accident sequence.

In any PSA, an event tree is built for each postulated accident, with branching on success/
failure of various mitigating functions. In CANDU HRA, each operator action was emphasised
as a separate ‘mitigating function’ in each event tree. Each event tree featured a time axis and
alternative operator actions were incorporated at appropriate points in the accident sequence.
The usual practice in PSA/HRA then was to include the post-accident operator actions within
each alternative branch of the event tree.

Later, HRA included the following inputs.

(@  Pre-accident human unreliability involved in test, maintenance and calibration activities
is explicitly incorporated in all pertinent systems. Basic HEP (BHEP) of 0.001 was used
in each case with applicable PSFs and RFs modifying it.

(b)  Post-accident human involvement is separated into diagnosis plus execution steps.
HEPs for failure to diagnose the event are as before. Failure to execute the appropriate
corrective action (as detected by diagnosis) was assigned an HEP = 0.001 x N, where N
is the number of individual corrective action steps.



(i

Documentation figured as an important aspect. Standard forms were employed to systematically
record the details of each identified human action. The details recorded included the following.

@ Plant status when operator was called upon to act.
(b)  Detailed description of the human action.

()  Annunciations expected and their timings.

(d)y  HEP calculations.

The standard forms provided guidance to the analyst and served to promote consistence in
the application of the HRA method.

Subsequent developments in CANDU HRA [6]

A subsequent development in CANDU HRA was the introduction of a Human Interaction (HI)
Taxonomy, which is divided into three sections. Section 1 comprises Simple Interactions and
Sections 2 and 3 comprise Complex Interactions. Sections 1 and 2 are further divided into two
groups. Group | contains interactions, which are called Disability HIs. Group Il contains Failure
Detection interactions. Section 3-Complex Interactions consider disability and failure detection
components together. The human interaction taxonomy is delineated below.

Section 1: Simple human interactions

These are divided into two groups; Group | (Disability) and Group Il (Failure
Detection) interactions.

Group I: Disability
(@  Componentis left in incorrect state after maintenance and not detected.
(b) Component is left in incorrect state after testing and not detected.

(c) Component is left in incorrect state during normal plant operation and
not detected.

The disability interaction includes both the fact that the component is left in the
wrong state and the fact that that this error is not detected by operating personnel.

Groupll:  Failure detection

Component failure is not detected by direct indication during routine
maintenance, testing or normal operations.

The failure detection interactions cover those human errors wherein the operator
has not detected a failed component or system. The detection includes the
possibility that the operator fails to notice the display or notices the display but
takes no action. In either case, the operator fails to respond.

Section2:  Complex interactions

These are divided into two groups; Group | (Disability) and Group Il (Failure

Detection ) interactions.

Group I: Disability

(@  System/subsystem left in incorrect state and not detected following
maintenance or testing or during normal operation.

(b)  Non-simple component left in incorrect state and not detected following
maintenance or testing or during normal operation.



(c) Multiple redundant components left in incorrect state and not detected
following maintenance, testing or calibration or during normal operation.

Groupll:  Failure detection

No response to failed component or system by interpreting display devices
during routine maintenance or testing or normal plant operations.

Section 3: Complex post-initiating event interactions
Disability and failure detection are considered together.

@ Required action not taken and not detected.

(b)  Required action is taken incorrectly (too soon/too late/out of sequence/
to too much or too little an extent) and not detected.

()  Action taken when not required and not detected (component/system
caused to function due to error or component/system prevented from
functioning due to error).

(ii) HRA quantification

Ready reference tables of HEPs, for both Simple and Complex interactions, were developed and
used in CANDU HRA. The HEP database used in CANDU HRA is detailed below.

(@  Simple interactions

Simple interactions occur during routine plant operations in which task conditions and
procedures to be used are known. Generic methods can be developed for the
quantification of simple human interactions.

A basic (unmodified) HEP is estimated from plant experience for each simple human
interaction. The basic HEP is to be modified to take into account:

- the location of the human interaction.

- whether control room display devices are available to allow the operator to
detect the error(s) and recover from it.

- whether error might be detected by plant walk-around or main control room
panel checks.

HEP modification

Location: As the environment becomes more difficult to work in, there is increased
chance of error. The location where a human action is to be performed becomes important.
The probability of error increases progressively from Main Control Room (MCR) to
field to radiation area by a multiplying factor.

Indicating devices: The probability of error is to be adjusted for the kind of indicating
devices available. The error or failure is detected by an indicating device in the MCR.
These devices can include window alarms, CRT display alarms, CRT information displays,
Digital Panel Meters (DPMs), recorders and indicating lamps. The absence of an indicator
(of any kind) would call for no modification at all of the HEP. The HEP can be adjusted
for the presence of more than one device.

Inspection: The inspection factor takes into account the probability that the period of
unavailability of equipment/system between error occurrence and discovery by
inspection could be significant. By estimating the average time between manipulations
(opportunities for failure), the corrective inspection multiplier can be calculated from



empirically derived equations for error detection through window/CRT display alarm in
MCR, without an alarm of any kind in MCR, walk-around and also for the case with
none of these available.

A table of data used for the preliminary quantification of simple human interactions in
Pickering Nuclear Generating Station, is given in Annexure-2.

(b) Complex interactions (Post-initiating event)

In post-initiating event human interactions, the possible human errors include actions required
not taken (i.e. errors of omission) and not detected, and actions required performed incorrectly
(errors of commission) and not detected. The need to perform a task arises on detection of a
component or system failure and/or diagnosis of an event requiring corrective/mitigating actions.

Quantification for HRA considers three dimensions to be the prime determinants of error
probability. These are task characteristics, quality of indications and available time. The three
determinants are detailed below.

Task characteristics

The more complex the task, the more likely it is that errors will be made. Tasks are classified into
three levels of complexity as given in Table 4.3.

TABLE 4.3 : TABLE OF TASK TYPES

Task Type-1 Uncomplicated routine operations performed on regular basis.
Procedure with check off provisions.

Timing of steps in an operation is unimportant.

Strong feedback is available on successful completion.

Task Type-2 More complex multiple actions performed infrequently, but well documented pr part
of simulator training.

Timing of steps in an operation may be important.
Feedback of successful completion may be unclear.

Task Type-3| Actions rarely performed /never performed.
Operator may not have been trained.
Operator knowledge required for diagnosis of abnormal condition and perfoyming
mitigating actions.

Feedback may be confusing or absent.

Quality of indications

The quality of indications affects detection/diagnosis of the event. Indications can be grouped into
four classes as given in Table 4.4.



TABLE 4.4 : CLASSES OF INDICATIONS

Class1(11) | Unambiguous indications in the Main Control Room allowing diagnosis Will“lout

analysis.

Class 2 (12) | Indications for which the cause can be one of many and for which interpretdtion is

required to isolate the cause.

Class 3(13) | Unclear indications, which inform the operator of deviance but the nature pf the

problem is not easily determined from the available information (which may be
misleading).

Class 4 (14) Nandication available in the Control Room. The operator does not deteft the

deviant condition.

Time available for action

There are four classes of this determinant and these are as given in Table 4.5.

TABLE 4.5 : TIME AVAILABLE

Class 1(T1) Unrestricted time available.

Class 2 (T2 Time available more than required.

Class 3 (T3 Time available is nearly equal to that required.

Class4 (T4) Time available is less than required.

(iv)

Using the above levels/classes for the three determinants, a matrix of human error probability
values has been developed for preliminary post-initiating event quantification in CANDU
nuclear power plants. The matrix shown in Annexure-3 is from Bruce A Risk Analysis Fault
Tree Guide, December 1989 included in C.W. Gordon’s A Course on System Reliability using
the Fault Tree Method [6].

Current HRA methodology in AECL

The HRA methodology used is based on previous work performed within AECL in the area of
HRA and on industry accepted methods and guidelines. For pre-accident and post-accident
diagnosis, and, in part, for recovery actions, HRA methodology is based on the experience
accumulated during PSA for CANDU NPPs. The modeling of post-accident execution errors is
in accordance with international practice. It is based on the ASEP HRA Procedure detailed in
the U.S. NRC Report, NUREG/CR - 4772 [26].
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5. APPLICATION OF HRA DATA AND METHODOLOGY
TO CASE STUDIES

Application of HRA Data

In carrying out human reliability analysis studies, human reliability is quantified using data from available
sources of HEP data. The data, which include generic data, are judgement-based data applicable to a
whole range or class of tasks. Generic data often provide acceptable guidelines for HRAs. One commonly
used source of generic HEP data is the Handbook of Swain and Guttman (1983). The twenty-seven
tables of data from the Handbook are given in Appendix-5. Also used in HRA studies are Time-
Reliability Curves (TRCs) and Human Cognitive Reliability (HCR) Correlation. These are given in
Appendix-6. HEP data from plant operating experience (plant specific data) may also be used, where
such data are available, with due consideration to the situation/context to which they refer. Data from
ergonomics and simulator studies also find use in HRA.

Case Studies in HRA

This section describes eight case studies in human reliability analysis. Four case studies pertain to
Indian PHWRs. The other case studies are sourced from the literature and have been appropriately
referenced. The purpose of including these case studies is to illustrate the application of various HRA
methods and models, discussed in this technical document, to different situations.

The case studies described are as follows :

0] Human reliability analysis of manual switchover to auxiliary feedwater system.
(ii) Human reliability analysis study using success likelihood index methodology (SLIM).
(iii) Human reliability analysis of emergency operating procedure (EOP) for high pressure process

water system failure in MAPS.

(iv) Human reliability analysis of EOP for inadvertent stuck open failure of instrumented relief
valve (IRV) in kaiga nuclear power station.

(V) Human reliability analysis of EOP for station blackout event in kaiga nuclear power station.

(Vi) Human reliability analysis study of total power failure due to fire incident in Narora Atomic
Power Station - Unit I

(vii) Human reliability analysis case study of accident management task in PWR - quantitative
analysis using SLIM.

(vi)  Human reliability analysis case study of accident management task in PWR - qualitative analysis
using cognitive reliability and error analysis method (CREAM).

The specific aspect focused on in each of the above case studies is summarised in Table 5.2.
Human Reliability Analysis of Manual Switch Over to Auxiliary Feedwater System
The Case Study

This case study is excerpted from section 8.2.3: Brief Example of Human Factors Safety Analysis -
Manual Switchover to Auxiliary Feedwater System in ‘System Safety Engineering and Risk Assessment:
A Practical Approach’, by Nicholas J. Bahr [1]. This example has also a reference in the handbook of
Swain and Guttman [25]. Their results were derived from a plant visit, review of procedures, interviews
with operators and observations of tasks performed.

Plans were underway to change from a manual main feedwater system, in a pressurised water reactor at
a nuclear power plant, to an automatic switchover. The concern was whether the manual switchover
was a safe procedure to follow during the transition to the automatic system. In different plants this



TABLE 5.2 : SUMMARY OF SPECIFIC ASPECTS OF CASE STUDIES
IN HUMAN RELIABILITY ANALYSIS

Case Study System or Plant Emphasis Method or Reference
Model Number
Nuclear Power Plant | NPP - PWR Safety of manual THERP [1]
Scenario - Main to switchover
auxiliary feedwater
switchover
Error in a human Chlorine tanker Applying expert SLIM [13]
interaction judgement method
SLIM
HRA of EOP MAPS Analysis of dominant | ASEP and HCR [23]
human interactions

HRA of EOP KAIGA Analysis of dominant | ASEP [23]

nuclear power human interactions

station
HRA of EOP KAIGA Analysis of dominant | ASEP [24]

nuclear power human interactions

station
NPP incident scenariq NAPS-I HRA-real event HCR and ASEP [23]
NPP accident NPP - PWR HRA-quantitative Quantitative [12]
management task assessment assessment using

SLIM

NPP accident NPP - PWR HRA-human error Qualitative analysis| [12]
management task analysis using CREAM

switchover could take from 5 to 60 minutes to perform. If the action was not performed in time, then the
steam generator might run dry and cause a safety hazard.

A second operator whose sole function was to maintain sufficient water inventory in the event of a
transient was assigned to the control room. This was in addition to the primary operator, who monitored
the rest of the control room activities. The second operator was relegated to a small (work) space to
perform his task. The plant viewed the job as training for becoming a primary operator.

Further, the plant had adopted a procedure to eliminate the need for decision making to initiate the
auxiliary feedwater system. Whenever the plant was operating at more than 15 percent power and a
reactor trip initiated, the second operator would perform his task. Many switchovers were performed at
the plant, in both real and simulated cases. The second operator knew the task steps very well, and it
was felt that there was little chance of human error in the performance of the task. The larger concern
was the failure to begin the switchover procedure. The table on the next page (Table 5.2.1) shows the
analysis results.

The first step in the analysis was to consider the implications of only the primary operator performing
the task along with his other duties. A HEP of 0.05 for the first five minutes was taken from handbook
table for annunciated displays. If the need to switchover does occur, there could be 40 or more other
annunciators sounding and the primary operator has to sort through all this information simultaneously.

If time constraints were relaxed from 5 to 15 minutes, it would result in a HEP of 0.01 (a reduction by a
factor of 5). Relaxing the time constraints to 30 minutes further lowered the HEP to 0.005.

The shift supervisor was a natural backup to the primary operator performing the (manual switchover)
task, but would not be available for the first 5 minutes because of other duties. Between 5 and 15
minutes into the emergency he would only be ‘coming up to speed’ and would not be fully cognizant of



what precisely was going on. The conditional probability of the shift supervisor’s failure to compensate
for primary operator’s failure was 0.5 (equivalent to a high level of dependence). In 30 minutes, this
figure changes to 0.25.

Swain and Guttman do not consider any estimates for 60 minutes because if the switchover had not
taken place by 30 minutes, the operators in the control room would be very much occupied with other
tasks. Switchover performance would not improve until other problems were under control.

TABLE 5.2.1 : HUMAN ERROR PROBABILITIES

Situation without second operator

At the end of x minutes: Primary operator Shift supervisor Joint HEP (JHEP)
5 minutes 0.05 0.05

15 minutes 0.01 05 0.005

30 minutes 0.005 0.25 0.001

60 minutes No change No change No change

Situation with Second Operator

At the end of x minutes: Second operator Shift supervisor |  Joint HEP (JHEP)
5 minutes 0.002 - - 0.002

15 minutes 0.001 05 0.0005

30 minutes 0.0005 0.25 0.0001

60 minutes No change No change No change

Looking at the second operator, emphasis was placed on the passing of information through oral
instructions. A HEP of 0.001 was determined based on a 15 minutes response time. The estimate was
doubled (to 0.002) for 5 minutes response time because it was felt the second operator would be
somewhat unsure if this (i.e. the event requiring manual switchover to AFS) was really happening. He
too would be inundated with the other alarms, all sounding. For 30 minutes, the HEP reduces further to
0.0005.

The success probability (or human reliability probability) is equal to (1- HEP). One can see that the
success rate or reliability of the primary operator working alone is 95 percent-not very good. This means
that the primary operator working alone will fail to perform the action (of manual switchover to AFS), 5
times out of 100. Just increasing the time available to 30 minutes gives a success probability = 1- 0.001
=0.999 (or 99.9 percent). This is much better, but not as good as using the second operator.

The reason for this is that the second operator has a sufficiently low human error rate (0.002) evenin 5
minutes response, which is probably safe enough as a temporary measure. Extending the time allowed
to 15 minutes increases the chance of success significantly. The engineer of course would have to look
at the cost implications of the two alternatives.

One other item to note: Notice that the supervisor does not add anything to help the situation, contrary
to intuition. In fact, the shift supervisor will make a mistake 50 percent of the time in the first 15 minutes
and a mistake 25 percent of the time in 30 minutes.

The data used in this example is taken from generic human error data tables and then modified to what
seemed to make sense. It is important to remember that these numbers are highly questionable. This
does not mean however that they are completely useless. If we don’t apply the numbers in absolute
terms-a HEP of 0.05 really meaning that the operator will fail 5 times out of one hundred-then we can use
them for what they are valuable for. We should compare the results and determine which situation is
best, the single operator or using dual operators. With the estimates, one gets a rough idea of magnitude,
and that is very useful.



5.2.1.2 Author’s Observations on the Human Reliability Analysis
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The PWR plant considered in this example appears to be one of the earliest in its genre, and the
situation considered, presumably cannot be extrapolated to a newer PWR nuclear power plant.

The data used in the above example on HRA has generally been taken from the generic HEP
data given in Chapter 20 of Swain and Guttman’s Handbook [25]. The tables are reproduced in
Appendix-5 of this compendium and are referred to in these observations.

Table 20-23: Annunciator Response Model-Estimated HEPs for multiple annunciators alarming
closely in time [25].

- ‘Closely in time’ refers to cases in which two or more annunciators alarm within several
seconds or within a time period such that the operator perceives them as a group of
signals to which he must selectively respond. Elsewhere in Chapter 20 (Table 20-1 and
Table 20-3) it is suggested that ‘within 10 minutes’ be used as a working definition of
‘closely in time’

- The table gives the probability of failure to initiate action for each annunciator (or
completely dependent set of annunciators) successively addressed by the operator.

- In the situation under consideration there could be 40 or more annunciators sounding,
which the primary operator has to sort through simultaneously.

- The probability of failure to initiate intended corrective action for 10 annunciators is
given to be 0.05 (EF=10). This value is the arithmetic mean of 10 values in a row. The
upper limit for > 40 annunciators is given to be 0.25.

- On the basis of the above, the HEP for 5-minute response by the primary operator in the
control room (for the situation under consideration) has been judged to be 0.05. For
time constraints relaxed to 15 minutes, this is assumed to reduce by a factor of 5 to 0.01
and for 30 minutes still further to 0.005 (i.e. a factor of 10).

Backup from the shift supervisor is assumed to be unavailable for the first 5 minutes (low to
moderate dependence with other operators). Further it has been assumed that shift supervisor
would take another 10 minutes to understand the situation. So the shift supervisor would be
constrained by his high level of dependence on the primary operator. These conclusions are
drawn from Table 20-4: Number of operators and advisors available to cope with an abnormal
event and their related levels of dependence-assumptions for PSA.

From Table 20-17 [25], for high level of dependence (HD), the conditional error probability (with
HEP for primary operator = 0.05) = % (1+0.05) = 0.525 (taken = 0.5). Further, at 30 minutes,
moderate dependence is assumed. For moderate dependence, conditional error probability
would be (1 + 6 x.005) / 7 = 0.15, which has been increased to 0.25 in the example.

The second operator receives oral instruction from the primary operator. Table 20-8 gives
estimated probabilities of errors in recalling oral instruction items not written down. In the
example, a HEP of 0.001 is determined, based on a 15-minute response. This matches with the
HEP of 0.001 given failure to initiate the task specified by the oral instruction. It is assumed that
the HEP would double to 0.002, if the response time was constrained to 5 minutes and halve to
0.0005, if the time available for the action was relaxed to 30 minutes.

Itis stated that the data used in the example have been taken from the generic data tables in the
handbook, and then modified to make sense. The deviations from tabled data observed in ‘c’
and ‘e’ above could be attributed to these modifications.

In the example, HEPs are not estimated for 60-minute response. The reasoning given is that, in
the event the switchover action had not been carried out by 30 minutes, the operators in the
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control room would get involved with other tasks, and the switchover operation would get
postponed until other problems were resolved. It is the author’s view that it is unlikely that
such an important operation would get superseded by other operations, given the extent of
training given to operators and shift supervisors.

0] The example serves to illustrate the utility of a HRA study in which accurate human reliability
quantification (i.e. obtaining absolute HEP estimates) is not very important to the purpose of a
HRA study. In the study, it is the relative HEP estimates arrived at for the two cases, viz.,
situation without second operator and situation with second operator, that is important to
understanding how improved performance reliability is achieved by adding a second operator
in the control room. This HRA study exemplifies how human redundancy can be used to
improve operational safety.

Human Reliability Analysis Study Using Success Likelihood Index Methodology (SLIM)
The Case Study

This case study is excerpted from section 5.5.3.1. Success Likelihood Index Method (SLIM) of ‘A Guide
to Practical Human Reliability Assessment’ by Barry Kirwan [13]. It is included here to illustrate human
reliability assessment using SLIM.

Methodology

The SLIM [4] can best be explained by means of an example of Human Reliability Assessment - in this
case, an operator decoupling a hose from a chemical (chlorine) road tanker. In this situation the operator
may forget to close a valve upstream of the filling hose, which could lead to undesirable consequences,
particularly for the operator, i.e. the operator could get a rather nasty and possibly fatal dose of chlorine.
The human error of interest here is the ‘Failure to close Valve 0101 prior to decoupling the filling hose’.

In this case the decoupling operation is simple and discrete, and hence the failure occurs catastrophically
rather than in a staged fashion.

The ‘expert panel’ required to carry out the SLIM exercise would typically comprise, for example, two
operators with a minimum of ten years’ operational experience, one human factors analyst and a reliability
analyst who is familiar with the system and who also has some operational experience.

The panel is initially asked to identify a set of Performance Shaping Factors (PSFs), defined as any
factors relating to the individual(s), environment or task, which affect performances, positively or
negatively. The expert panel could then be asked to nominate the most important or significant PSFs for
the scenario under investigation. In this example, it is assumed that the panel identifies the following
major PSFs as affecting human performance in this situation.

- Training

- Procedures

- Feedback

- Perceived level of risk

- Time pressures involved
PSF rating

The panel is then asked to consider the other possible human errors arising in this scenario (e.g. mis-
setting or ignoring an alarm) and then to decide to what extent each PSF is optimal or sub-optimal for
that task in the situation being assessed. The ‘rating’ for whether a PSF is optimal or sub-optimal for a
particular task is made on a scale of 1 to 9, with ‘9’ as optimal. For the three human errors under analysis,
the ratings obtained are as follows.

91



Errors Training Procedures Feedback Perceived Level of Risk  Time

V0101 open 6 5 2 9 6
Alarm mis-set 5 3 2 7 7
Alarm ignored 4 5 7 7 2
PSF weighting

If each factor were equally important, one could simply add each row of ratings and conclude that the
error with the lowest rating-sum (alarm mis-set) was the most likely error. However the expert panelin
this example does not feel that the PSFs are all of equal importance. In this particular case, it feels that
the perceived level of risk and feedback PSFs are the most important, and are in fact twice as important
as training and procedures, which are in turn one and a half times as time pressure-in this case as itis a
routine operation, time is not perceived by the panel to be particularly important. Weightings for these
PSFs can be obtained directly from these considered opinions and normalised so as to add upto unity,
as follows.

Perceived level of risk 0.30
Feedback 0.30
Training 0.15
Procedures 0.15
Time pressures 0.10
Sum=1.00

Both the SLIM and the decision-analysis technique, on which it is based, propose that the degree of
preference can be worked out as a function of the sum of the weightings multiplied by their ratings for
each item (task error). The SLIM calls the resultant preference index success likelihood index (SLI). This
is illustrated below with a table that shows the weightings (W) multiplied by the ratings (R ), such that
the SLI = (sum) WR.

Weighting PSFs 0101 Alarm nis-set Alarm ignored
(0.30) Feedback 0.60 0.60 2.10
(0.30) Perceived risk 2.70 2.10 2.10
(0.15) Training 0.90 0.75 0.60
(0.15) Procedures 0.75 0.45 0.75
(0.10) Time 0.60 0.40 0.20

SLI (total) 5.55 4.30 5.75

In this case, the lowest SLI is 4.30, suggesting that alarm mis-set is still the most likely error. However,
due to the weightings used, the likelihood ordering of the other two errors has now been reversed (a
close inspection of the figures reveals that this is because there is ample feedback for ‘alarm ignored’
but not for ‘'V0101 open’). Clearly at this point a designer would realise that increased feedback to the
operator about the position of V0101 might be desirable.

In order to transform the SLIs into human error probabilities (HEPS), it is necessary to ‘calibrate’ the SLI
values. Kirwan [13] mentions studies that have suggested a logarithmic relationship of the form:

Log p (success) =a(SLI)+b

2
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If two tasks for which HEPs are known are included in the set of errors being quantified, then the
parameters of the equation can be derived via simultaneous equations and the other (unknown) HEPs
can be quantified.

If in the above example, two more tasks, X and Y were assessed, which had known HEPs of 0.5 and
10* respectively, and were assessed SLlIs of 4.00 and 6.00, then the equation would be derived as
follows:

Log (HEP) =a (SLI) + b. For Task X, Log (0.5) =a.4 + b, For Task Y, Lo) 18.6 + b.
Therefore, Log (HEP) =-1.85 (SLI) +7.1
The HEPs would be :

V0101 =0.0007
Alarm mis-set $.1400
Alarm ignored =.0003

Author’s Observations on the Human Reliability Assessment Using SLIM.

(@ The SLIM essentially makes use of expert judgement requiring a small group of (e.g. four)
experts. It assumes that these experts are capable of estimating failure probabilities associated
with task performance.

(b) Experts assign ratings (on a scale of 1 to 9) to PSFs, on the basis of their relative goodness in
the given situation. One end of the scale, e.g. 9, is used to represent the success- inducing level
of the PSF. In the above example, a rating of 9 is considered to be optimal and a rating of 1-8
sub-optimal. For some PSFs, e.g. stress, the optimal rating may lie between the two end points
of the scale. As an example, consider stress. Too little or too much stress can adversely affect
performance. A mid-scale rating (e.g. 6) can be chosen to represent the optimal value of such
aPSF.

(c) The weightings assigned to PSFs are decided on the basis of their relative impact on task
performance. In the above example, the impact of two PSFs, Procedures and Training, on task
performance, is judged to be 1.5 times that of the Time Pressure PSF. The impact of perceived
level of risk, as well as feedback, is judged to be 2 times that of the PSFs, procedures and
training, or in other words 3 times that of the Time Pressure PSF.

(d) Several forms of the calibration equation [Log p (success) = a (SLI) + b] exist. Alternatively, it
is possible to assess the complement of SLI, called the Failure Likelihood Index (FLI) and use
it to calculate HEP.

Log (HEP) = (FLI) +b

(e) Determination of the values of the two constants ‘a’ and ‘ba(@rid ‘b’) requires knowledge
of two calibration tasks for which the HEPs are known. In the example, the HEPSs of the calibration
tasks (X and Y) are 0.5 and“@spectively. With these values ‘a’ and ‘b’ are evaluated to be
-1.85 and 7.1 respectively.

® In the above example, uncertainty bounds are not generated. To do so, experts have to perform
direct estimation of upper and lower bounds.

(@) If SLIM-MAUD software were used, the HEP values for ‘'V0101 OPEN’, ‘ALARM MIS-SET’
and ‘ALARM IGNORED’ would be slightly different from those arrived at in the hand calculation
method illustrated in the above example. The computerisation facilitates ease of use of SLIM
and prevents the biases found in the elicitation of expert opinion from influencing the results.
The mathematics of multi attribute utility theory incorporated in the software allows refinement
of the weightings and ratings.
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Human Reliability Analysis of Emergency Operating Procedure for High Pressure Process Water System
Failure in Maps

Introduction

The emergency operating procedure (EOP) for high pressure process water system (HPPWS) failure is
analysed from a human reliability perspective. The analysis is used to identify the human actions in the
procedure that have a significant impact on event progression and assess their potential to exacerbate
the eventinto an accident in case of failure. The assessment employs the post-incident human reliability
analysis method in the accident sequence evaluation programme (ASEP) HRA Procedure.

High Pressure Process Water System (HPPWS)

The high pressure process water system (HPPWS) in IPHWR is a support system designed to remove
heat from process water cooled systems. The HPPWS loads are shutdown cooling system, bleed
cooler, end shield cooling system, fuelling machine return cooler, sampling system, thermal shield
cooling system and reactor building cooling system. There are five pumps (three running and two on
auto standby) in the system. The heat loads on the system are distributed in various locations/buildings
at the site. A process water surge tank and a process water emergency storage tank are provided in the
system. In case of unavailability of HPPWigwater is injected into the HPPWS headers to provide

the necessary cooling water supply.

EOP for HPPWS Failure
HPPW system is considered to have failed when:

- All three running HPPW pumps fail and the standby pumps fail to start on auto.
- HPPW pump discharge header pressure is low.

The main steps involved in the diagnosis of HPPW system failure event and execution of the EOP are
outlined below.

Cues for diagnosis and diagnosis

0] HPPW system pressure low annunciation in control room. The operator confirms ‘Low HPPW
Pressureby checking the indications pertaining to:
(@  Process water pumps motor current
(b)  Class Il bus voltage is normal
(c) HPPW pump discharge valve is ‘open’
(d)  ‘Outlet valve’ of the emergency storage tank is ‘open’
(e)  Standby pumps started on ‘auto’ and are running
® Discharge valves of the standby pumps are open

A persistent HPPW system failure ultimately causes the following alarms and indications.

(@  End shield temperature high alarm
(b) HPPW system pump discharge header low pressure alarm
(c) Bleed cooler temperature high indication
(d)  Purification inlet temperature high indication
(e) Biological shield temperature high indication
0] Process water emergency storage tank level low and very low annunciations in the control

room. These annunciations occur only when HPPW system pressure cannot be restored even
after the following immediate operator actions.
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- Starting the standby HPPW pumps if these have failed to start on ‘auto’.

- Opening the discharge valves of the standby pumps if these have failed to open on
‘auto’.

After carrying out the above actions, if the low HPPW system pressure persists, the operator has to trip
the reactor before process water emergency storage tank level low alarm comes. If he does not, the end
shield temperature will rise and this may result in structural damage. Also, PHT system pump gland
cooler return temperature will rise and this will after some time trip the running PHT System pumps,
which will in turn result in a reactor trip.

Time for process water storage tank level low and very low annunciations to come will depend on the
size of the leak. In the event of header break in HPPW system, the alarms will come about 3 minutes after
HPPW system pressure low is annunciated. In the event of a leak of say, 15 percent break size, the time
taken will be much longer. For the purpose of analysis, the alarms are assumed to come about 20 minutes
after the occurrence of HPPW system failure. The break is assumed upstream of the header or in the
downstream pipe which is to be isolated.

Other actions in the EOP then follow. Operator has to ensure that the firewater injection valve to HPPW
headers is open (auto/manual operation). However, fire fighting water system will not be able to cope
with water flowing out through the break. Header low pressure condition will notimprove. The persistence

of low HPPW system pressure in spite of the above actions is an indication of a continuing leakage from
the system. Under such conditions, leak identification and isolation are necessary for selecting the
strategy for ensuring removal of heat from the secondary.

Leak identification involves:

@) Checking the rector building (RB) floor beetle alarm to check for leak in RB and isolation of the
leak.

(b) If leak is not in RB, checking for leak in turbine building (TB) and isolation of the leak.

(c) If leak is not in RB and TB, checking for leak in pump house and isolation of the leak.

(d) If the leak is not in any of the above, checking for and isolation of leak in the open areas. Leak
in open areas is revealed by flooding and leaks through manhole covers.

Depending on the success in identifying the leak location and its isolation, the operator has to resort to
either ‘Valving In’ the shutdown coolers with fire water supply to the secondary side of the shutdown
cooling heat exchanger if HPPWS is not available, or Injection of fire water into the steam generators, in
manual mode, in order to ensure decay heat removal.

The human interactions in a HPPW system failure incident constitute a dynamic task involving a high
degree of person-equipment interaction such as decision making, keeping track of the situation and
controlling several functions.

Human Reliability Analysis

The human interactions involved in the execution of the EOP are assessed using the Operator Action

Tree (OAT) shown in Figure 5.2.3-1. Out of the seventeen possible sequences, only seven sequences
have potential to affect core cooling. These sequences are analysed using the ASEP HRA Procedure
[26].

0] Screening HRA
ASEP HRA for screening diagnosis

Based on the alarms and indications the operator has to initiate reactor trip before the process
water storage tank level low alarm appears. The time available before this alarm appears is 20
minutes. In case the operator fails to trip the reactor the end shield temperature may rise and
this can lead to structural damage.
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PHT system pump gland cooler temperature will rise and after some time, trip the running PHT system
pumps, which would subsequently result in reactor trip. No credit for this is taken here.

Out of the total available time of 20 minutes, 5 minutes is assumed to be the time for action and 15
minutes the time available for diagnosis. From the ASEP screening diagnosis curve (Appendix-6), the
HEP for failure to diagnose is found to be 0.03 (lower bound value). The lower bound value is chosen
because the cues are compelling, the interface is good and the operator is well trained in the EOP.

ASEP screening HRA for operator actions

@

(b)

©

Manual restoration of HPPW system pressure - actions to be performed are:

- Check whether standby pump is on

- If not on, start it manually

- Check whether discharge valve is open

- If not, open the discharge valve manually

- Check HPPW system header pressure

- Trip the reactor before process water storage tank level low alarm appears. This alarm
appears if manual restoration of HPPW System pressure is not successful.

The actions in this set are judged to be completely dependent on each other. The stress is
moderately high. The actions are considered to be critical procedural actions. Referring to
Table 7.3 (Appendix-6) in the ASEP HRA Procedure, HEP is assessed = 0.05 (EF =5).

Fire water injection into HPPW system headers-the actions to be performed are:

- Check whether MOV for injection of fire fighting water into HPPW system headers is
open

- If not, open the MOV
- Check HPPW system header pressure

These actions are similar to those in ‘a’ above. Hence, a HEP value of 0.05 is assigned to this
set as well.

Leak detection, identification and isolation of leak location- The actions to be carried out are:

- Check for beetle alarm in RB. If beetle has alarmed, isolate the leak. The time required is
assessed to be ~10 minutes, allowing an additional time of 5 minutes for the isolation
action, since the action is not the kind of regularly practiced written procedure committed
to memory.

- If there are no beetle alarms, the TB operator is instructed to check for a leak in TB area
and isolate it if it exists. The time for this action is 15 minutes (10 minutes for checking
whether there is a leak and 5 minutes for its isolation.

- If there is no leak in RB or in TB, check for leak in the pump house area. If a leak is found,
isolate the leak. The assessed time for this action is about 15 minutes (10 minutes for
checking and 5 minutes for isolation).

- If there is no leak in any of the above areas, check for flooding in open areas (observed
as leaks through manhole covers) and isolate the leak. Assessed time is ~15 minutes (10
minutes for checking and 5 minutes for isolation).

As per the above, leak detection and identification of its location and can take from about 10 to
40 minutes. On a conservative basis, for the purpose of screening, it is assumed to take 45
minutes. The total time available for the event is ~60 minutes. In addition, the actions are
conservatively assumed to be knowledge based. The median tigés(Taken to be 45



(@)

©)

minutes. The normalised time (/) is equal to 60/45 = 1.33 and the correlation coefficients for
knowledge based response are 3791, B= 0.5 and C=0.8. Using the HCR Model, this HEP
(non-response probability) is found to be 0.35.

Leak isolation is considered to be a critical procedural action under moderately high stress.
From Table 7.3 (Appendix 6) in ASEP HRA Procedure, HEP is assessed to be 0.05.

Valving in shutdown cooling

Shutdown cooling is to be valved in when fire water is available as backup to process water in
shutdown heat exchangers. The actions involve in valving in of the shutdown cooling system
are closing of two bleed condenser isolation valves, opening of two shutdown cooling line
warm-up valves, closing of two shutdown cooling line warm-up valves, opening shutdown
cooling line MVs and starting of one shutdown cooling pump. The HEP for valving in shutdown
cooling was evaluated in probabilistic safety assessment for Kaiga Atomic Power Project
(1996) to be 0.0003.

Valving in fire water into steam generators

Fire water is injected into the steam generators when secondary steam relief (SSR) is available
and shutdown cooling or fire water backup to shutdown heat exchangers is not available.

Fire water can be injected into the steam generators in case BFPs and ABFPs are not available.
These pumps will not be available due to lack of cooling to the pump motors as a result of
failure of HPPW system. The HEP for valving in fire water to SGs was also evaluated in PSA for
Kaiga Atomic Power Project to be 0.05

Based on the above discussion, the HEPs of sequences ending in failure were assessed (Refer
Figure 5.2.3-1). These are given below. The probability values used in the assessment are given
in Table 5.2.3-1.

Sequence No. Assessed value of HEP (per year)
3 14E-5
6 41E-7
9 20E-8
n 75E-5
13 8.1E-4
15 1.2E-4
17 15E-3

Considering a cutoff value of 20only five sequences are found to dominate. These five
sequences, 3,11,13,15 and 17 are analysed using the ASEP nominal HRA procedure. The
analysis is outlined below.
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TABLE 5.2.3-1: TABLE OF PROBABILITY VALUES

HUMAN ACTION SCREENING VALUES NOMINAL VALUES
SUCCESS RILURE SUCCESS RILURE
HEP HEP

Diagnosis of HPPW system failure 0.97 0.03 0.9994 0.0006
Auto/Manual restoration of 0.95 0.05 0,98 0.02
HPPWS pressure
Fire water injection into HPPWS 0.95 0.05 0.98 0.02
header
Leak detection; identification 0.65 0.35 0.65 0.35
Leak isolation 0.95 0.05 0.95 0.05
Attempt at restoration of 0.95 0.05 0.98 0.02
HPPWS pressure
Valving in shutdown cooling 0.9997 0.0003 0.9997 0.0003
Fire water injection into steam 0.95 0.05 0.95 0.05
generators

(ii) Nominal HRA

Diagnosis

For diagnosis of low HPPW system header pressure, two main sets of cues are available. The
first includes the low HPPW pressure alarm and the second, in case operator fails to restore
HPPW system pressure, is the process water surge tank level low alarm. Using the Annunciator
Response Model (Table 20-23, Appendix 5) giving estimated HEPs for multiple annunciators
alarming closely in time, such that the operator perceives them as a group of signals to which
he must selectively respond, the probability of failure to initiate action in response to the first
set of completely dependent annunciations is taken to be 0.0001, and to the second set it is
taken to be 0.001. So, the probability of failure to initiate any kind of corrective action = the
mean of 0.0001 and 0.001 ~ 6 10

HEPs for operator actions

@

(b)

©

(@)

Manual restoration of HPPW pressure: The actions are assumed to be critical actions
that are part of a step-by-step task performed under moderately high stress. A nhominal
value of 0.02 is assessed as per Table 8.5 (Appendix 6).

Fire Water Injection to HPPW system headers: The actions in this task are similar in
nature to those in a. The stress level is moderately high. As in the above, a HEP of 0.02
is assessed as per Table 8.5 (Appendix 6).

Valving in shutdown cooling system: Shutdown cooling has to be valved-in in 30
minutes. The procedure of valving in shutdown cooling is understood, memorised and
well practiced in training. Therefore, the actions, although rule based, can be considered
to be skill based. HEP for this task is taken to be 0.0003, as in Screening HRA.

Fire water injection into steam generators: Fire water is to be injected into the SGs in 30
minutes. Though the actions are simple rule based actions and operators are well aware
of the situation, they can be under considerable stress. HEP is assessed to be 0.05 as in
Screening HRA. Since there is no other means of decay heat removal, the impact of
failure is high.
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Using the nominal values, the sequence probabilities are worked out as below (Refer Figure

5.2.3-1).
Sequence No. Assessed probability (per year)
3 15E-5
1n 55E-5
13 34E-4
15 20E-5
17 3.0E-5
(i) Conclusions

Of the above five sequences, sequence 13 is most significant in the execution of the EOP. In
order to minimise the probability contribution from the above sequences, it is necessary to
reduce the HEP for valving in fire water into the SGs.

Human reliability analysis of the EOP for inadvertent ‘stuck open’ failure of instrumented relief valve
(IRV) of primary heat transport system in Kaiga Nuclear Power Station.

Introduction

Human reliability analysis of the EOP for inadvertent “stuck open” failure of an IRV of PHT system of
Kaiga Nuclear Power Station is carried out. The analysis helps in identifying the actions having significant
impact on the IE and potential to exacerbate the event into an accident situation. This analysis employs
-the post-incident HRA method outlined in the ASEP HRA Procedure [26].

Description of the EOP

In Indian PHWRs, three IRVs are connected to one of the outlet headers of primary heat transport
system (PHTS). The IRVs are kept closed by air actuators. The valves open to relieve the PHTS
pressure when the set point is exceeded. The relief is to the bleed condenser. If an IRV is stuck open, the
bleed condenser becomes a part of the primary heat transport system. To prevent the possible opening
of the safety relief valve of the bleed condenser and subsequent LOCA, besides certain auto actions,
some human actions are to be carried out by the operator. The EOP identifies the signal indications that
help recognition of the event and comprises the actions to be carried out, in order to achieve a safe
termination of the event.

Diagnosis of the Event
The cues for diagnosis of the event are:

- IRV fully closed light goes off indicating IRV ‘OPEN’

- IRV ‘OPEN’ window annunciation from its limit switch.

- High level in bleed condenser - window annunciation

- High pressure in bleed condenser - control room computer (CRC) alarm
- Bleed cooler inlet temperature high - CRC alarm.

Other (indirect) cues, although available, are not considered here. The compelling signals are IRV
‘OPEN' light and IRV ‘OPEN’ alarm.

IRV opening leads to the following.

- Sharp fall in PHTS pressure and reactor trip on low pressure (window annunciation)
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- Low level in PHT system storage tank (window annunciation).

- Rising bleed condenser (BCD) level and pressure.

- Standby primary pressurising pump (PPP) starts on auto (Alarm).

- Reduction in bleed flow.

- BCD temperature, pressure goes high.

- Large BCD level control valves (CVs) close. Small level CV remains open.

EOP Actions

@ Observe PHTS pressure and BCD pressure, level, temperature. BCD fills up and PHTS recovers
due to running of primary pressurising pumps (PPPs). PHTS and BCD pressure rises to 83 kg/
cn? (g). BCD spray and reflux valves close on auto. Both PPPs trip on auto. F/M pump starts on
auto. Small LCV will close on auto leading to total ‘boxup’ of PHTS.

(b) Trip PPPs if these have not tripped on auto. Note that PPPs are not to be tripped manually
unless pressure has recovered to 83 kg(gin

(c) If the F/M pump has not started, start it manually by selecting its hand switch to ‘ON’ position.

(d) Take pressure controller on manual and control PHTS pressure to maintain it between 70 - 80
kg/cnt (g) by the F/M pump. In case itis not, close BCD drain valve and adjust F/M discharge
pressure to do so.

(e) Monitor BCD overflow tank level.

After these actions are completed, the crew should ensure closure of IRV using the hand wheel, by
sending a person to the field. Normal decay heat removal procedure will be initiated after the closure of
IRV, in order to bring the reactor to a safe shut down state.

Human Reliability Analysis

The dominant human interactions involved in executing the EOP are assessed using the Operator
Action Tree (OAT) and HRA Event Trees as shown in Figures 5.2.4-1, -2 and -3. The number of event
sequences that are possible is limited. Therefore, only ASEP Nominal HRA, as outlined in Swain [26], is
carried out. Screening HRA method is not employed. ASEP TRCs and tables are given in Appendix 6.

@ HEP for diagnosis

As there are compelling signals for the detection and diagnosis of IRV stuck open condition,
the time taken for diagnosis will not be more than 5 - 10 minutes. Fora diagnosis time of 10
minutes, nominal diagnosis model gives median joint HEP = 0.1 with an error factor of 10.
Lower bound of the nominal HEP (0.01) is considered appropriate, as the diagnosis would
generally be quickly accomplished.

The actions here are taken to be rule based. It is assumed that the operators are well trained.
The situation of stuck open IRV condition is assumed to be one of potential emergency as it
can lead to a small LOCA. The quality of the operator-plant interface is considered to be good.

(b) HEPs for actions (first set)

The first set of actions, i.e. crew’s first operation (Figure 5.2.4-1), is represented by the HRA
Event Tree shown in Figure 5.2.4-2. The actions are expected to be completed within 2 - 5
minutes after the event has been diagnosed. The HEP for post-accident post-diagnosis actions
is assessed to be ~ 0.@2arriving at this figure, the values employed for each sub task are as
shown in Table 5.2.4-1.
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TABLE 5.2.4-1: HEPS FOR ACTIONS (FIRST SET)

No. Action Probability Value Remarks
1. | Failure of PP pumps to trip on 0.001 Assumed
auto
2. | HEP for manual trip of 0.004 Lower bound value for critical
PP pumps action that is part of a step-by-step
task, carried out under moderatgely
high stress.
3. | Failure of FM pumps to start 0.001 Assumed
4. | HEP for manual start of 0.004 Same as for 2 above
FM pumps
5. | Monitoring PHTS pressure sothat  0.01 Considered to be a dynamic criti¢al
it is maintained inthe range 70 to B0 action performed under moderately
kg/ cntg by closing BCD drair high stress. The action is considefed
valve, adjusting F/M discharge to be critical as failure to perform the
pressure. action leads to a small LOCA.
Notes

Manual trip of PPPs is part of a step by step (i.e. routine procedural) task. In ASEP, a task is critical if it
has potential to put a component or system at risk. Failure to trip PPPs can lead to small break LOCA.
Manual trip of PPPs is therefore judged to be a critical task. For a critical step by step task performed
under moderately high stress, ASEP nominal HRA gives HEP = 0.02 (EF=5). Lower bound HEP = 0.004.

Monitoring PHTS pressure and maintaining it within a range of 70 - 80 kdépmis a dynamic task as

it involves a high degree of operator-system interaction. The operator has to monitor PHTS pressure
and keep it in the range of 70-80 kg#¢g). This task is considered critical as failure can lead to a small
break LOCA. ASEP nominal HRA for post-diagnosis actions gives HEP = 0.05 (EF=5). Lower bound
HEP =0.01.

Lower bound HEPSs are used here as operators are assumed to have had extensive training including
training on simulator.

(c) HEPs for actions (second set)

The second set of actions or crew’s second operation (Figure 5.2.4-1), is represented by the
HRA Event Tree shown in Figure 5.2.4-3. Closing the stuck open IRV by its hand wheel, is an
important action to be carried out within 30 minutes. Hence, the HEP associated with this
action is expected to be ~0.004. The second action, valving in shutdown cooling is considered
to be non-critical, because sufficient time is available and thermosyphon mode of heat transfer
is effective, even if the valving in of shutdown cooling system is delayed. Failure probabilities
associated with the crew operations are given in the operator action tree (OAT) shown in
Figure 5.2.4-1.
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IRV opens and Detection
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open and monitoring
0.02
0.001
S - Success Frailure 0.01

FIG. 5.2.4-1 : OPERATOR ACTION TREE

0.004
F Small LOCA

0.996

Manual trip of PPPs
(if they have not tripped on auto)

0.004
FECCSlineup

0.996

Manual start of FM pumps
(if it has not started on auto)
0.01
F

0.99

Monitor PHTS pressure and ensure that it is in the
range of 70 - 80 kg/chg

HEP =1-[0.996 x 0.996 x 0.99] = 1- 0.98 = 0.02

FIG. 5.2.4-2 : HRAEVENT TREE FOR CREW’S FIRST OPERATION
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0.004

F small LOCA

Manual trip of PPPs
(if they have not tripped on auto)
0.996

F Thermosyphon
Valve in shutdown cooling cooling

FIG. 5.2.4-3 : HRA EVENT TREE FOR CREW’'S SECOND OPERATION

(d)  Overall HEP for EOP

Using the operator action tree (Figure 5.2.4-1), the HEP for the EOP is evaluated to be:
(0.99 x 0.98 x 0.004) + (0.99 x 0.02) + (0.01) = 0.0039 + 0.0198 + 0.01 = 0.0337,
ie. ~3.4E-2

Conclusion

The closure of ‘stuck open’ IRV manually by handwheel is a very important operation, which is
infrequently done. Non-closure of ‘stuck open’ IRV could lead to opening of safety relief valve of bleed
condenser and subsequent small LOCA. HEP for failure of the EOP for inadvertent ‘stuck open’ failure
of IRV of PHTS is evaluated to be ~ 0.03, i.e. a failure likelihood of 3 in 100.

Human Reliability Analysis Study of the EOP for Station Blackout (SBO) Event in Kaiga Nuclear Power
Station

Introduction

The occurrence of a simultaneous unavailability of both onsite and offsite AC power is commonly
referred to as a station blackout (SBO) event. When events like SBO occur in a NPP, operators realising
the event have to carry out the corresponding EOP. Human interactions involved in the execution of an
EOP play an important role in determining the course of an event. If errors occur and operators fail to
recover from them, the situation can get aggravated and even result in the event turning into an
accident. A human reliability analysis study of the EOP can identify the human interactions that are
dominant contributors to risk. This would enable designers to implement necessary modifications in
procedures and/or develop operator aids to support reliable human performance. In this case study,
HRA carried out for the EOP for station blackout (SBO) event in Kaiga NPS is presented.

From the results of PSA Level 1 studies carried out for IPHWRs, it has been observed that accident
sequences initiated by Class IV power supply failure and active process water system failure are
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significant contributors to core damage frequency. Human interventions in these sequences play an
important role as the operator can terminate the accident situation by the appropriate actions as mentioned
in the emergency operating procedures.

Simultaneous unavailability of both onsite and offsite AC power supplies will cause all running equipment
connected to class IV and class Il buses to stop and remain in tripped condition until power is restored.
An extended SBO has to be properly handled in order to prevent unacceptably excessive heatup of
various reactor and end shield components. The purpose of the EOP for the SBO event is to maintain
the reactor in safe shut down state and ensure long term sub-criticality, core decay heat removal and
integrity of the containment. SBO is a low frequency event. However, SBO can also occur due to
external events like earthquake, storm, flooding or fire.

HRA of Emergency Operating Procedure (EOP) for Station Blackout
0] Station blackout event scenario and operator actions

The event scenario and operator action versus time logic for SBO event is shown in Figure
5.2.5-1. The dominant human interactions are as follows.

@ Detection and diagnosis of the occurrence of an SBO event

(b)  Manual crash cooldown of primary heat transport system (PHTS)
(c) Purging of hydrogen in generator casing with, CO

(d)  Taking actions to conserve fire fighting water (FFW).

(e)  Observing continuous fall in steam generator (SG) pressure and opening fire water
injection valves to SGs.

® Isolating air supply to main air lock (MAL) and emergency airlock (EAL) and connecting
air cylinders to keep seals inflated.

(9) Injecting fire water into endshields.
(h)  Closing induced draught cooling tower (IDCT) blowdown valves to preserve fire water.
0] Reopening fire water injection walves to SGs after air supply failure.

All of these human interactions are important from reactor safety point of view and human
reliability quantification is therefore carried out for all the human interactions.

(ii) Human reliability quantification
Detection and diagnosis of SBO

The occurrence of SBO is accompanied by a large number of unambiguous alarms/annunciations.
Annunciation of Emergency Transfer (EMTR) Incomplete prompts the operator that the event
is a SBO event. Itis therefore a compelling signal. Diagnosis is a holistic process and a single
value may be assigned for failure to diagnose a SBO. Diagnosis should, in the worst case, not
take more than a minute. In the present case, HEP for diagnosis will be very low and for
convenience can be taken to be zero (0).

Operator actions

The dominant interactions are quantified using ASEP HRA Procedure. The first action (Manual
Crash Cooldown of PHTS) is to be initiated only 6 minutes after the occurrence of SBO,

although diagnosis would have been made in less than 1 minute. This is followed by other
operator actions as detailed in Figure 5.2.5-1.

Screening HRA

Using ASEP Screening HRA, the post-diagnosis actions can be evaluated. Screening Analysis
is conservative in estimates of HEPs. Screening HRA makes use of Table 7.3 in Swain [26]. The
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table is reproduced in Appendix-6 of this report. The total failure probability is calculated by
adding the diagnosis HEP to HEPSs for actions. The screening value is estimated to be 0.115.
The assessment is given in Table 5.2.5-1. Screening HEPs are indicated in the HRA event tree
(Figure 5.2.5-2).

Nominal HRA

Since the estimated HEPs in screening HRA are conservative and contribute significantly to
core damage frequency, nominal HRA using ASEP is carried out to avoid undue conservatism.
Nominal HRA makes use of Table 8.5 in Swain [26]. The table is reproduced in Appendix-6 of
this report. The total probability is calculated by adding diagnosis HEP to the HEPs for actions.
The nominal HEP value is estimated to be 0.027. The assessment is detailed in Table 5.2.5-1. In
the HRA event tree (Figure 5.2.5-2), nominal HEPs are given in parenthesis.

5.25.3 Conclusions

HRA studies can contribute to improvement of operational safety as HRA quantitatively assesses the
risk involved in the set of important actions that have a significant impact on the event sequence. If the
risk involved is high, suitable modifications to procedure and or system may be carried out for actions
that are significant contributors to the risk involved. The HEP estimated for the SBO EOP is 0.03. This
implies that the likelihood of a failure during the execution of this EOP is 3 times out of 100.
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TABLE 5.2.5-1: ASSESSMENT OF HEPS FOR SCREENING
AND NOMINAL HRA

ere
or

is

e

Operator HEP-(S)| Remarks for Screening HRA |HEP-(N) Additional Remarks for
Actions Nominal HRA
Detection and ~0 | Compelling cue/signalis present. ~0
diagnosis of Sufficient time is available for the
SBO event initiation of the first action.
Manual crash 0.01 | Post-diagnosis immediafe0.001 | Here,itis also assumed that th
cooldown of emergency action. The cruclal is no immediate Recovery Fac
PHTS critical task of de-pressurising (RF) from a second person. This
the steam generators is judged implies that the HEP estimate
to be committed to memory andl a conservative.
skill based task with a backuip
written procedure.
Purging the 0.05 | Thisis acritical procedural action 0.02 | Critical procedural action to
hydrogen in to be correctly done under correctly done under moderate

generator casin
by CQ,

moderately high stress. As s
oil pumps are not available the
is potential for hydrogen leak a
fire. No credit is given fo
recovery factors.

pal
re
hd
!

high stress. The HEP must
adjusted for the effects of oth
operators and RF

ly
be

bre
nd
FP

Taking actions | 0.01 | Critical action in the EOP. Judged0.001 | Here, itis also assumed that th

to conserve firg to be committed to memory, a skill is no immediate RF from a seco

water based task that is supported|by person. This means that the H
a backup written procedure estimate is conservative.

Injecting fire 0.01 As above 0.001 As above

water into SGs

Connecting air | 0.01 As above 0.001 As above

cylinders to

keep air lock

seals inflated

Injecting fire 0.01 As above 0.001 As above

water into the

end- shields.

Closing IDCT 0.01 As above 0.001 As above

blowdown

valves

Re-opening the 0.01 As above 0.001 As above

fire watel

injection valve
to SGs after a
supply failure
(the valves clos
on air failure)

=

[0}

Note :
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0 minutes Detection 1. Class |V, lll buses under voltage alarm.

2. Emergency transfer initiated annunciation.

3. Reactor trip on No PCP, turbine generator (TG) trip

4. All 3 diesel generators fail to start

1 minute Diagnosis Annunciation - EMTR incomplete (confirms the occurren
of blackout event).
6" minute Action 1. Initiate crash cooldown (hand switch operation).

2. Break condenser vacuum and close steam supply to tu
glands and ejectors, to conserve battery power by switc
off seal oil and emergency oil pumps.

3. Declare SBO. Inform station management and declare
emergency.

4. Initiate Hpurging in TG by CQand continue to purge.

7-9 minutes Action Crash cooling continues.

1. Actuate secondary shutdown system (SSS) manually. Li
poison injection system (LPIS) also comes in if not done eatflier.

2. Conserve firewater by closing boiler blow down valves 3
stopping firewater diversion to moderator pumps
ensuring that firewater backup valves to different cool
and heat exchangers are closed.

3. Check and confirm that ECCSMInjection valves are open
else open them manually from control room

4. Switch off supplementary control room (SCR) batteries
conserve battery power.

1. Observe SG pressure. Open fire water injection valves

10-15 minutes Action SG pressure = 3 kg./ém

2. Ensure fire water injection to SGs by noting SG level and
opening valves.

3. Stop seal oil and emergency oil pumps after ensuring TG
come to rest and Hs purged out.

4. Valve in air cylinder to main air lock (MAL) and emergency
lock (EAL) seals.

5. Inject fire water into endshields by connecting fire hose
line in reactor auxiliary building (RAB).

FIGURE 5.2.5-1: OPERATOR ACTION VERSUS TIME DIAGRAM

FOR SBO EVENT (Figure continues on next page)
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16-30 minutes Action 1. Ensure fire water injection into SGs continues.
2. Control SG Level by throttling fire water valves to SGs.
3. Get RB radiation level on radiation data acquisition system
(RADAS).
4. Isolate air supply to MAL and EAL. Connect air cylinders
to keep seals inflated, if not done earlier.
5. Close IDCT, NDCT blow down valves, if not done earlier
6. Arrange for torches and multimeters with power packs
7. When DO accumulator low level is reached close injectipn
valves to avoid \ingress in core.
30 minutes-1 hour Action 1. Ensure fire water to SGs continues.
2. Enter RB after checking radiation level and note down
endshield tubesheet temperatures from junction boxes.
3. Fire water injection valves to SG will close on air failure. Opgen
them from field.
4. Monitor important parameters from secondary control room
(SCR) after switching on batteries.
1 hour-2 hours  Action 1. Getreport on endshield metal temperature. If it cros$&s, 8P
ensure fire water flow to endshields at 100 Ipm.
2. Purge moderator system Helium cover gas.
3. Check RB radiation level from radiation data acquisition
system/hand monitors.
4. Checkdigital recording system parameters for variation sjnce
SBO commenced.
2 hours-tillthe  Action 1. Ensure fire water injection to SGs continues.
restoration of 2. Ensure fire water is flowing out of endshield expansion tgnk.
class I, IV 3. Keep watch on diesel oil in day tank of operating firewgter
power pumps and replenish if required.
4. Keep monitoring important reactor parameters.
5. Carry out radiological survey.

Class lll and Class IV power restored

FIG. 5.2.5-1 : OPERATOR ACTION VERSUS TIME DIAGRAM

FOR SBO EVENT
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Anmunciation of Abnormal Event Operator fails

1o diagnose

(1) ) (-0}

Black F
Crash Cooling /|~~~ 0.01(0.001)

0.99 {0, 999) F
0.05 (0.02)
F
.00 (0,001
Conserving FW F
0.5% {0.999)

0.01 {(0.001)
FW Injection 10 SGs F
099 (0,999
0.01 (D.001)
Connecting air cylinders to \-\-“‘-\ F
MAL, EAL 0.99 (0.994)
OOt (0,00
FW to Endshields F
0.99 {0.999)
Closing IDCT, NDCT (.00 (0001 )
blow down valves F
099 (D.999)
Heopening FW .00 {0.001)
Injection Valves F

0.99(0,999)

8 Success Probability = 0.885 (0.973), Total Failure Probability = 0.115 (0.027)

Note:  All failure probability values for Screening and Nominal HRA are as per Table 5.2.5-1. Nominal values
are in parenthesis.

FIGURE 5.2.5-2 : POST INCIDENT SCREENING AND
NOMINAL HRA EVENT TREES
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Human Reliability Analysis Case Study of the Total Power Failure Due to Fire Incident in Narora Atomic
Power Station-1

Event Description

A total power failure due to fire occurred at Narora Atomic Power Station (NAPS) Unit-1 on March 31,
1993. The fire was caused by ignition and burning of hydrogen and lube oil from ruptured lines after a
catastrophic turbine blade failure. Cables in the area caught fire and a total blackout resulted. The
chronological record of alarm registration and main events and actions in NAPS-1, after turbine trip at
03 hours 31 minutes 40.004 seconds, is given in Figure 5.2.6-1. Time T=00 refers to the time of turbine trip
registration. All events are sequenced with respect to this time as reference. An HRA study carried out
for this real event is detailed herein.

@0

(i

(ii)

(iv)

Event outline

NAPS Unit-1 was operating at 185 MWe. Unit-2 was in shutdown state with the PHT System in
cold and pressurised condition. Attime 3:31:40:004 (T=00) on 31.3.93, turbine of Unit-1 tripped.
Several alarms registered at the same time on control room panels for turbine and auxiliaries and
the parameters, which initiated the turbine trip, could not be separately identified. An explosive
sound, ground vibrations and visible fire cued control room operators to the seriousness of
the event.

Immediate actions - automatic and manual

Turbine trip initiated the opening of unit transformer breaker, main generator breaker and field
breaker and closure of the start-up transformer breaker. A reactor setback on ‘auto’ was initiated
as per the logic. On seeing the magnitude of the fire, the reactor was ippeally at T=38
seconds. Within a few minutes, several trips and alarms registered in control room, due to
burning of cables and tripping of control motor generator sets. PHT System cooldown was
initiated by manual opening of small atmospheric steam discharge valves (ASDVSs), but on
observing the gravity of the situation, a crash cooldown was started at T = 5 minutes 48
seconds, by manually opening the large ASDVs. The secondary shutdown system (SSS) got
actuated on the initiation of crash cooldown, as per logic. There was a complete loss of power
supply in Unit-1 (T=7 minutes 40 seconds), including loss of Class | and Class Il supplies.
Senior plant management personnel were informed. A plant emergency was declared from the
Unit-2 side of control room (T=8 minutes) on the public address system. Prior to the total loss
of power, control room staff noted that primary heat transport system (PHTS) pressure was 50
kg/cm2(g) and fuelling machine supply pump was in operation. All PHTS pumps tripped at T=6
minutes 47seconds.

Incident mitigating operations

Fire fighting could be started in the area below the generator within about 20 minutes, using
water from the fire hydrant and a fire tanker. There was no difficulty in using water even for
cable fire, as the power supply failure was total. Two diesel engine driven firewater pumps had
already been started at T=10 min. by the operating crew. The third firewater pump was under
maintenance. Major fire was put out in about 1 hour 30 minutes and the fire was completely
extinguished in about 9 hours. Fire tenders from nearby places were also summoned for
additional support. Members of the Advisory Committee for Accident Management reached
the site in about 30 minutes after the initiation of the incident and took charge of the situation.
The guard house at the entrance of turbine building was designated as control centre for
guiding further operations.

Other critical operations

A group of staff members were sent to the boiler room (T = 1 hour) for checking the status of
valves in the firewater backup circuit connected to the steam generators. These valves were
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opened manually upto 50%. With this, the availability of heat sink for removal of core decay
heat was established. Till this time, the inventory of water present in the steam generators
continued to provide the heat sink for decay heat removal by thermosyphon in the PHT
system. Borated heavy water was added to the moderator through gravity addition of boron
system (GRABS), as per the emergency operating procedure for (EOP), to ensure adequate
long-term sub-criticality. The GRAB System in IPHWR has been specially engineered to cater
to the station blackout (SBO) condition. Up to the time of tripping of the PHT System pumps (T
= 6 minutes 47 seconds), core heat removal was through forced circulation in the system.
Subsequently, core decay removal was due to the flow coast down followed by natural
circulation. The efficacy of thermosyphon cooling, experimentally demonstrated during plant
commissioning was further reconfirmed during the fire incident.

(V) Radiation survey and end shield cooling

A quick survey outside the reactor building, using portable radiation survey instruments
(T=30 min.) had shown normal radiation levels and no release of activity. Radiation surveys
carried out inside the secondary containment (T=2 hours) and inside the primary containment
(T=4 hours) showed normal values. Operating personnel were therefore allowed to enter primary
containment. Firewater was connected to the suction side of end shield cooling system pumps
to cool the end shields (T=5 hours 30 minutes). One of the end shield cooling pumps could be
started only after 32 hrs.

(vi) Auxiliary power system recovery and establishment of shutdown core cooling

During the incident, station diesel generators (DGs) on Unit-1 side had started automatically,
but tripped due to loss of control power supply. One DG (No. 3) common to both units was
started (T=6 hours) and one of the Class Ill buses could be charged. Thereafter, essential
equipment was started one after another in a planned manner. One of the shutdown cooling
pumps was started at around T=17 hours. The station blackout condition can thus be considered
to have lasted for a period of about 17 hours. Plant emergency was lifted at 22.45 hours (T=19
hours).

The incident resulted in a complete station black out, including loss of Class | and Class Il
power supply, which lasted for about 17 hours. The cable fire and ineffective fire barriers/fire
retarding provisions, together with the inadequate physical separation in redundant safety
related cables, was the main cause of the extended station black out and consequent degradation
of several safety systems.

(vii) Damage caused

There was extensive damage to the TG and its accessories, bus ducts and excitation cabins.
The fire damaged many cables, the Emergency Transfer Relay (EMTR) panels and the Line,
Transformer and Generator (LTG) panels. Smoke entering the control room through the control
equipment room (CER) and air supply diffusers. forced the control room staff to vacate the
control room within 8-10 minutes of the turbine trip. An attempt was made to take charge of the
situation from the emergency control room, but it was observed that no indications were
available on Unit-1 panel, due to the loss of control power supply. Indications for Unit-2 were
however available. The main control room could be reoccupied only after about 13 Hours.

5.2.6.2 Event Rating and Consequences of the Incident

On the international severity scale, the event was classified as a serious incident and rated at level 3 on
the International Nuclear Event Scale. Several systems important to plant safety were degraded, including
automatic liquid poison addition system (ALPAS), emergency heavy water injection, PHTS circulation
including shutdown cooling and auxiliary feed to boilers. During the incident, control room had to be
vacated due to ingress of smoke. Inthe emergency control room, no indications were available on Unit-
1 panel due to loss of control power supply. Some of the important parameters had to be directly
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measured from field. An emergency operating procedure (EOP) for a total power failure event was
prepared after the occurrence of this incident.

Human Reliability Analysis of the Incident

0

(i

(ii)

HRA event tree

The HRA event tree for the total power failure due to fire incidentin NAPS -1 is shown in Figure
5.2.6-1.

Quantification of human reliability

guantification of human reliability has been carried out in two ways. a. Using the human
cognitive reliability (HCR) model and b. Using handbook data. The main human interactions
involved during the course of the incident are as detailed below.

. Detection and diagnosis

The occurrence of fire in turbine building and the explosive sound were the cues to the
operator regarding the seriousness of the situation. These cues led him to (i) trip the
reactor and (ii) initiate crash cool down. Subsequent occurrence of total power failure at
around 8 minutes into the incident was an additional cue.

. Actions in station blackout
The actions to be taken in a station blackout situation are:
- Starting the diesel engine driven fire-fighting pumps.
- Opening two fire water injection valves to steam generators

- Ensuring PHT system integrity for assuring continued core cooling.
- Ensuring ‘sub-critical’ state of the reactor core.

The time available (t) for injecting FW into SGs is about 60 minutes and this is based on
the inventory in the SGs. Hence, all the above actions need to be taken within an hour.

Quantification using human cognitive reliability (HCR) model

The nominal time for detecting the occurrence of the serious fire event, taking immediate
emergency action to trip the reactor and initiate crash cooldown, and then carrying out the
actions required in a SBO event, viz., starting the two diesel engine driven fire fighting pumps
and opening the two fire water injection valves to SGs, is taken to be 20 minutes. At NAPS, the
operators carried out all these actions well within this nominal time.

Performance shaping factors (PSFs)

In Indian PHWRSs, the operator is well trained. Hence the PSF for operator experience, K1 = -
0.22. Considering the situation to be one of grave emergency, the PSF for stress level, K2 =
0.44. The factor for MMI is considered to be inapplicable, as the situation involved total power
supply failure, which rendered the MMI unusable. So the PSF for quality of operator-plant
interface, K3=0

The median time of 20 minutes adjusted for the PSFs,
T,,=20x(1-0.22) (1+0.44) (1+0) = 22.46 minutes.
The normalisedtime t/J,= 60/22.46 = 2.67

The actions are rule based. Hence the HCR correlation coefficients=a0e6A@1, B= 0.6,
C,=0.9.
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(iv)

P(t) the crew non-response probability in time t is given by:
P(t) =exp-[(t/T,-B)/A ]°
For the given situation P(t) is calculated to be = 0.048
Thus, crew non-response probability (HEP) =4.8E-2~5E—2.
HRA quantification using handbook data.

As above, the total time taken to diagnose the event and carry out the required actions is taken
to be 20 minutes. The diagnosis time (Td) is taken to be 6 minutes (crash cooldown to be
initiated by 6 minutes) and the action time (Ta) is 14 minutes.

HEP for diagnosis

For a diagnosis time Td of 6 minutes, the nominal diagnosis curve gives HEP (Lower Bound) as
equal to 0.03. The lower bound value has been chosen because of the unambiguous and
compelling signals pointing to a serious total power loss (due to fire) event.

HEPs for actions

The actions involved are (a) Starting of diesel driven pumps and (b) Opening of the fire water
injection valves to SGs.

(@)  Starting of diesel driven pumps.
The sub-tasks involved with associated HEPs and the handbook tables from which the
data has been sourced are given in Table 5.2.6-1.

TABLE 5.2.6-1 : HEPS OF SUB-TASKS

Sub-task HEP | Table: ltem Remark

Starting the diesel 0.001 | 20—12:3| For error of commission in operating
engine manual controls arranged in well delineated
functional groups.

Observing whether rated 0.001 | 20—11: 2| For error of commission in check-reading
speed has been attained analog meter with easily seen limit marks.

Opening the pump 0.001 | 20—12: 3| For error of commission in operating
discharge valve manual controls arranged in well delineated
functional groups.

Checking the downstream 0.001 | 20—11: 2| For error of commission in check-reading
pressure gauge analog meter with easily seen limit marks.

As the fire fighting pumps are tested weekly, the operator is experienced in carrying out
this task. The stress level is considered to be only moderately high as the immediate
emergency actions of manual trip and crash cooldown have been successfully carried
out. Hence, a stress factor of 2 is considered (From Table 20 — 16: 4 — Modification of

estimated HEPs for effect of stress for step by step task). Also, following ASEP, as the

action is supervised, the recovery factor is taken to be 0.1.

From the above, HEP (Pump) =0.004 x 2 x 0.1 = 8 E — 4. HEP contribution for starting of
two pumps wouldbe2x8E-4=1.6 E-3.
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Thus HEP (Pumps) = 1.6 E-3.
(b)  Opening of fire water injection valves to steam generators.

Probability of failure to open one valve is 0.001 (Table 20 - 12: 3 - For error of commission
in operating manual controls arranged in well delineated functional groups). Since the
action is not frequently carried out, this HEP is conservatively increased to 0.005. As in
the case for pumps, a stress factor of 2 is considered. So HEP (Valve) =1 E — 2. For two
valves, the HEP contribution for valve operation, HEP (Valves) = 2 E -2. Operators have
enough time available to check that PHT system is intact and that core is being cooled
by thermosyphoning. So the HEPs for these checks are considered to be negligibly
small.

HEP (Actions) = HEP (Pumps) + HEP (Valves) = (1.6 E - 3)
+(2E-2)=216E-2~=2.2E-2=0.022.

Therefore the total HEP is
HEP (Diagnosis) + HEP (Actions) =0.03 + 0.022,i.e.5.2E-2~5E- 2.
5.26.4 Concluding Remarks

The power failure due to fire incident at NAPS unit | was serious in nature. However, the timely action
in promptly shutting down the reactor, cooling down immediately and subsequently taking steps to
ensure prolonged reactor sub-criticality and continued core cooling, resulted in maintaining the unit in
a safe state, despite seventeen hours of total station blackout. The incident confirms the importance of
the extensive training that is imparted to operators.

Human reliability analysis has been carried out using two different methods, the HCR method and the
Handbook method. The human reliability quantification gives an HEP in handling the SBO event of the

order of 5 E — 2 in both cases. In other words, the likelihood of a human failure in event diagnosis and
performance of post-incident actions is 5 in 100.
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Time

385s

5min
48 s

6 min
47 s

7 min
40s

8min

Detection

Turbine trip alarm. Audio
visual cues. Large thudding noise.

Heavy ground vibration in
control room. Huge fire
observed through window
between control room and
turbine floor.

Auto sequence operation of

electric supply breakers,

causing auto transfer alarm to go on.
Indicating lights corresponding

to breaker operation go on.

Manual trip of reactor
Ganged switch operated in
in control room

Manual initiation of Crash
Cooldown; ganged switch on
boiler pressure control panel is
operated (action taken due

to abnormal occurrence of
ground vibration and fire).

Class IV power failure
followed immediately by
simultaneous Class Il
Class Il and Class | power
failure due to spread of
fire to cables.

Evacuation of control room
due to smoke ingress.
Declaration of plant emergency
(announcement on PA system,
affected areas indicated).

Failure (F)
Detect

F

F

Effect

Reactor would have
tripped automatically
on grid power failure

Delay in injection of
fire water into steam
generator

FIGURE 5.2.6-1: HRAEVENT TREE
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FIGURE 5.2.6-1: HRA EVENT TREE (CONTD.)

10 min Two diesel driven fire

1hr.

lhr
30 min

2hr
10 min

3hr

4 hr
25 min

4 hr
35min.

water pumps started (from

pump house) and arrangements
made (valve lineup) to add
water to boilers.

Entry into boiler room,
fire water valves to
boilers opened.

Fire on ground and
mezzanine floors of TB
extinguished by fire
fighting crew.

Boron poison added
manually to reactor core
through the GRAB system
(poison tank is located in
the boiler room. Valve
opened manually).

One DG started. Class Il

bus charged. Sequential

start up of essential equipment
(PW pumps, fans for
ventilation, lighting loads).

PHT system checked to
confirm that thermosyphoning
cooling is occurring. (visual
observation of local pressure
gauge* (40 kg/cm?) by making
reactor building entry).

Activity levels checked during
reactor building entry, normal
fields indicated.

End shield filling by fire
water commenced (fire hose
connected from fire water
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FIGURE 5.2.6-1: HRA EVENT TREE (CONTD.)

5hr Third DG, started, —— F Essential
35min  connected bus charged and equipment
to sequential start up of cannot be started

13hr  essential equipment
10min commenced.

13hr  Control room made — F Cannot enter
10min habitable. control room
15hr  Environmental survey of - F Areas cannot be
50min radiation fields shows reached or
normal activity levels accessed
17hr  Shutdown cooling pump - F Decay heat
started and subsequently removal is
PHT system made solid affected

by FM supply pump.
(PHT pressure observed
to be 2 kg/cm2 at 9 hrs
10 min)

19hr  Plantemergency lifted
15min v

Success (S)

* Precision Pressure Gauges are provided on 107300 floor level in reactor building, mounted on 6070
panels for south and north side header pressure measurement.
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Quantitative Human Reliability Analysis of an Accident Management Task in PWR Using Success
Likelihood Index Methodology (SLIM)

Preamble

The aim here is to examine the quantitative human reliability analysis of an accident management task
in a nuclear power plant. For this purpose, a paper on the subject, entitled ‘Cognitive Reliability Analysis
of Accident Management Tasks using HRMS and SLIM Methods’ by Jaewhan Kim et al, published in
1998, in the Final Report of IAEA CRP on Collection and Classification of Human Reliability Data for
Use in PSA [12], was studied. Since the focus here is on the various aspects of application of a HRA
method that has been described in this technical document, only the portion on application of SLIM to
human reliability analysis, is extracted and reproduced below. The other method human reliability
management system (HRMS), which is discussed in the paper, is not considered here. The excerpts on
application of SLIM reproduced here are followed by observations on the HRA study, by the author of
this technical document.

Excerpts from ‘Cognitive Reliability Analysis of Accident Management Tasks using HRMS and SLIM
Methods’, Jaewhan Kim et al, Final Report of IAEA CRP on collection and classification of human
reliability data for use in PSA, 1998 [12].

. Introduction

Accident management tasks contained in the accident management procedure (AMP) comprise
mostly human cognitive tasks such as monitoring of instruments, identifying plant state,
selection of an appropriate strategy, evaluation of the positive and negative effects relevant to
the strategy and decision-making on whether to implement the strategy or not. The qualitative
assessment (of accident management tasks) refers to the identification of human error causes
and error types predictively by analysing relevant tasks and the given situation. The quantitative
assessment calculates the frequency of human error occurrence.

SLIM is selected for quantitative assessment because SLIM is considered more appropriate
than other methods for the cognitive error assessment. SLIM does not give strict guidance and
this can be advantageous as it enables the analyst to select appropriate PSFs as per the task
characteristics, in his/her own judgement.

The study assesses some task procedures of the reactor cavity flooding tasks.
Il. Description of accident management tasks

The task associated with the reactor cavity flooding strategy selected for the case application
is adapted from Severe Accident Guideline - 4 (SAG - 4) in Severe Accident Management
Guidance (SAMG), INJECT INTO CONTAINMENT, from among the eight SAGs.

The task procedures were divided into 3 tasks as follows.

. Task 1 : Decide whether to refer to the SAG. using the diagnostic flow chart (DFC)

. Task 2 : Identify the availability of relevant systems for implementation of the strategy
in SAG - 4.
. Task 3 : Decide whether to implement the strategy by evaluating the negative impacts of

implementation of the strategy and the consequences of NOT implementing the strategy.

A part of the results of the application to the Task 3 is shown. Task 3 consists of the following
task steps in summary.

Summarised task steps in task 3

@ Evaluate the negative impacts of implementation of the strategy
(2  Evaluate the mitigating actions for the negative impacts.

119



©)
@

Evaluate the consequences of not implementing the strategy.

Decide whether to implement the strategy by evaluating the negative impacts from the
implementation of the strategy and the consequences of not implementing the strategy.

Note : The above four task steps have been denoted as task procedures 1.1, 2.1, 3 and 4, later

in the analysis

Qualitative assessment

This section is not included in the excerpt given here.

Quantitative assessment.

@

@

Description of SLIM

SLIM, developed by Embrey in 1984, is based on the structured elicitation of expert
judgement. It consists of the following steps.

0] Select PSFs that might affect task performance

(ii) Assign relative importance/weight te each PSF

(i) Evaluate its rating,ri.e. how favourable/unfavourable the PSF is to task
performance.

(v)  Calculate SLI=Swr
(v)  Calculate human error rate (HER) using the following relation

log,,(success rate) = log1 — HER) = a*SLI + b - ()

where the two coefficients a and b can be obtained by evaluating calibration tasks that
have known or generally accepted error rates.

There has been a modified form of SLIM called failure likelihood index methodology
(FLIM). The FLIM calculates a failure likelihood index (FLI) rather than an SLI. In FLIM,
assigning the relative weight has the same meaning as in SLIM, however evaluating the
rating of each PSF for potential for failure rather than the potential for success. Using
FLI, equation (1) can be modified as follows.

log,, (failure rate) = log (HER) =a’ . FLI + b’ (2

PLG (Pickard, Lowe and Garrick) Inc. provided guidance to help human reliability analysts
decide weights vand ratings, for use in low power and shutdown conditions. According

to the guidance, the relative weights are categorised into four classes such as 0
(Insignificant), 1 (Low), 2 (Normal) and 4 (High) and the ratings are categorised into 11
classes from 0 to 10. To help the analysts’ judgement, guidance or description
corresponding to each class is provided.

In the study, the guidance of PLG was used for evaluating weights and ratings of PSFs.
Application to accident management procedures
Selection of PSFs

Task-3 primarily consists of the cognitive activities of state identification, evaluation
and decision-making. Eight PSFs are selected as shown below. The first seven of these
are typically adopted in other HRA assessments. The last, “Plant Policy”, is added
here, as it can be a dominant factor to affect decisions required in emergency operation
or accident management situations. The description of each PSF is as follows.

Preceding and concurrent actions: Existence of preceding or concurrent actions that
help or hinder the current task
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Adequacy of time : Time available relative to the time to complete the action.

Information and instruments : Availability of instruments, the quality of information
(direct or indirect source, provision of computational aids, reliability of information).

Procedures : Availability of procedures; level of detail; procedures for specific actions.

Competence : Extent of training (classroom and simulator). Experience with respect to
specific actions.

Task complexity : Level of cognitive processing (SRK), the multiplicity of requirements
for success in task performance (e.g. sequencing and coordination of tasks,
communication and coordination between multiple operators, and the influence of
multiple objectives).

Stress : Psychological (say, fear) or mental (say, alertness) state of operators in a given
environment or situation.

Plant policy : Degree of preference for or rejection of certain strategies (this is regarded
as an important contributor when decision making is required).

Evaluation of weights, ratings and FLIs for each PSF for task procedures

Table 5.2.7-1 shows the weights, ratings and FLIs of each PSF for the task procedures.

TABLE 5.2.7-1: WEIGHTS, RATINGS AND FLIs FOR PSFs

Task Procedure-TP, 11 21 3 4

PSF w r FLI, w, r.| FL W r.| FLI w, r FLI,
Prcdg. Conc.Actions0.11 3| 0.33] 0.09 3 0.27| 011 3] 0.33| 0.09 3| 027
Adequacy of Time | 0.11 3| 0.33] 0.09 3 0.27| 011 3] 0.33| 0.09 3| 0.27
Info and Instrmntn. | 0.22 5 1.10| 0.18 4 0.36| 0.00 -| 0.00 | 0.00 - | 0.00
Procedures 0.22 1| 0.22] 0.18 5090| 022 5| 1.10| 0.18 9 16p
Competence 011 8| 0.88| 0.1§ g 144 022 8 176 048 8 144
Task Complexity 011 5| 0.55| 0.18 1T 126 O 7 154 o0p8 8 144
Stress 011 8| 0.88] 0.09 8§ 0.72| 011 8| 0.88 | 0.09 8| 0.72
Plant Policy 0.00 -| 0.00{ 0.00 {1 0.00| 0.00 -/ 0.00| 0.18 5( 0.90
FLI=Swi.ri = 4.18 5.04 5.72 6.4!'3

Task Procedure 1.1 is to evaluate the negative impact of ‘insufficient injection source’
by integrating two subtasks 1.1.1 and 1.1.2 comprising activities like information collection
and identification. For successful completion of the given procedure, information and
instruments is considered a more important factor than other PSFs. The influence levels
of other PSFs are about the same. For evaluation of the rating of each PSF it is assumed
the procedure is clearly described and there is indirect information to be able to identify
core reflooding event. From the results of Fidformation and instruments turned out

to be the most dominant contributor to the failure likelihood.

Task Procedure 2.1 evaluates the mitigating actions for the negative impact of ‘insufficient
injection source’. Since this requires high level cognitive functions of operators,
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information and instrumentation, task complexity, competence and procedures are
considered to be important factors. It is assumed that the procedure is available, but
requires some interpretation depending on the scenarios and situations, training is
carried out as an optional item annually or biannually, and task complexity is due to the
knowledge-based response required. Calculation gfshblvs that competence and
task complexity are dominant contributors to failure likelihood.

Task procedure 3 interprets the consequences of not implementing cavity flooding.
This procedure belongs to the knowledge-based response class like task procedure 2.1.
Information and instruments are excluded because it is not required for the action.
Procedures, competence and task complexity are considered important factors. The
results for FL|are similar to that for TP 2.1.

Task procedure 4 makes a decision on whether to implement the reactor cavity flooding
strategy by comparing the negative impacts and the consequences of not implementing
the strategy. Depending on the scenarios, the decision can be made prior to or at this
step. In the present study, it is assumed that the decision is made at this step because
of high uncertainty on the phenomena. Plant policy is added as one of the most important
factors to affect making a decision, with other PSFs such as procedures, competence
and task complexity. Rating for plant policy scales from O for dependence on the
procedure to 10 for strong/total rejection of the cavity flooding strategy. In the present
study, a rating of 5 is used, implying that the plant has some rejection policy on the
reactor cavity flooding strategy.

The results of FLIi show that procedures, task complexity and competence contribute
to failure likelihood in that order. There are however limitations to improving the level of
detail of task procedures and training operators more effectively due to lack of knowledge
and uncertainty on the phenomena.

4 Quantification of human error rates

Quantification of human error rate (HER) of each task procedure can be accomplished
by searching for calibration tasks having the same profile of PSF weights as that of each
task procedure, and of which HERs are known or generally accepted. As shown in the
table, each task procedure has a different profile of PSFs. Therefore we should find four
pairs of calibration tasks and each pair should have the same profile of PSFs. And then,
FLIs are evaluated for all calibration tasks in the same manner as in the task procedures.

On the other hand, most of the errors related to each task procedure are cognitive
errors. Calibration tasks for which cognitive reliabilities are known or generally accepted
are too few.

Summary and conclusions

This section is not included in the excerpt given here.

5.2.7.3 Observations of the Author of this Technical Document

@

(b)

In the paper, a variant of the original SLIM by Chien et al [2] is used. This variant is discussed
in Chapter 3 of the Technical Document. The original SLIM is often referred to as SLIM-MAUD
after the interactive computer software supporting elicitation and organisation of expert opinion
within the framework of SLIM. In the paper by Kim et al [12], the variant is referred to as PLG-
SLIM after the consultancy that proposed it.

The main differences between SLIM MAUD and PLG SLIM are given in Table 5.2.7-2.
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TABLE 5.2.7-2 : DIFFERENCES BETWEEN SLIM-MAUD AND PLG SLIM

Aspect

SLIM-MAUD PLG-SLIM

Formulation offSuccess space, in terms of the succ€ssdlure space, in terms of failufe
the judgement |[likelihood index (SLI). likelihood index (FLI)

Selection of PSFglrask experts select dominant PSis set of representative PSFs is used.

Experts weigh the impact of these core
PSFs.

PSF rating scalegAn ‘ideal point’ on each PSF scale (OFhe PSF scale monotonically increages

10) is selected by each of the judgéswards increased failure likelihood (a
and ratings are rescaled about this poirating of 10 is indicative of the ‘worsy’
situation). Scaling guidance is availalLle

for each of the PSFs in the standard get.

Salient points

©

(@)

Experts are generally better at judging increased failure rate rather than increased success
rate, and particularly the low failure rates. The formulation in terms of failure likelihood
index (FLI) generally employed reflects this finding.

With SLIM-MAUD, the experts select and use the dominant PSFs relevant to the
situation. PLG-SLIM, which comes with a set of representative or core PSFs, applies a
profile of PSFs, some of which are dominant. The set of representative PSFs is considered
to be comprehensive for full power operation in a NPP, since they appear with a high
degree of regularity. In other operating situations, say low power or shutdown, other
PSFs may be required.

For the PSF rating scales, the original approach involved an ‘ideal point’ selected by
the experts on the 0-10 scale, which leads to rescaling based on the distance from the
ideal point. In PLG-SLIM, the scales have been defined to be uniformly increasing
towards greater failure likelihood, with a rating of 10 always the worst. To improve the
consistency in scaling by experts working separately, scaling guidance is provided in
the form of descriptions for points on each PSF rating scale. The scaling guidance
covers all seven representative PSFs. For example, for the training and experience PSF,
0 is assigned if action is normally carried out during plant trip situations, 1 if action is
repeatedly carried out during simulator training, 7 if action is a non-routine action
included in annual training and 10 if action is unfamiliar/contrary to normal operational
practice.

In the HRA study discussed in the paper, the authors have made use of the guidance
provided by PLG to help assign weights and ratings of PSFs for use in low power and
shutdown situations. The relative weights are categorised into four importance classes:
0 for insignificant, 1 for low, 2 for normal and 4 for high. These weights are normalised
as per practice by dividing the weight assigned by the sum of the weights. This
normalization can be seen from the weight values entered into Table 5.2.7-1.

In the accident management situation considered in the paper, the authors in addition
introduce plant policy as a PSF that is important in the making the decision to implement
or notimplement cavity flooding, by comparing the negative impacts of implementing
the task with the consequences of not implementing the task. The PSF is assigned a
rating of 5 as plant management has reservations with regard to the implementation of
the strategy. This is contrary to what is generally accepted, in that plant policies and
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procedures are meaningful only when they are strictly enforced. It is likely that this
uncertainty with regard to the implementation of the cavity flooding strategy arises on
account of the uncertainty of phenomena, uncertainty with regard to the negative
impacts of implementation and also uncertainty in respect of the consequences of not
implanting the strategy.

(e)  Calibration - A central issue in SLIM based HRA.

- Failure likelihood index (FLI) is transformed into probability by selecting anchor
values and using a calibration equation. The anchor values employed as upper
and lower bounds on failure probabilities are to be provided by the human
reliability analyst.

- Ideally, calibration in SLIM , whatever be the variant, is based on tasks with
‘known’ HEPs. Because of the scarcity of such tasks, in particular in the context
of emergency operation in NPPs where the empirical base is limited, studies
have used HEP values of similar tasks from other PSAs, for the calibration. An
alternative is to derive calibration values using quantitative HRA methods.

- Although two calibration points are often used, a regression based on a larger
number of points would increase confidence in the calibrated FLI-HEP
relationship.

- For lack of better data many of the HRA studies using SLIM employ values from
THERP handbook data. In the paper, the FLIs for the tasks have been calculated
but human error rates have not been worked out. The authors mention that there
is a paucity of data that can be used as reference, i.e. calibration tasks required
to quantify cognitive reliability. In each task procedure most of the actions
during accident management situations involve cognitive activities, such as
monitoring instruments, identifying plant state, selection of an appropriate
strategy, evaluation of positive and negative effects relevant to the strategy and
decision making on whether to implement the strategy or not.

® The calculated values of FLIs given in Table 5.2.7-1 are in error. The values are 4.29 for
1.1,5.22for 2.1, 5.94 for 3 and 6.66 for 4 and not 4.18, 5.04, 5.72 and 6.48 as given.

528  Qualitative Analysis of Accident Management Tast in PWR Using Cognitive Reliability and Error
Analysis Method (CREAM)

5.2.8.1 Preamble

The aim here is to examine the qualitative analysis of an accident management task in a nuclear power
plant. For this purpose, a paper on the subject, entitled ‘Evaluation of three Human Error Analysis
Methods through Application to Accident Management Tasks, by Jaewhan Kim et al, published in
1998, in the final report of IAEA CRP on collection and classification of human reliability data for use in
PSA [12], was studied. The intention here is to illustrate the application of a second generation HRA
method that has already been described in this technical document. Therefore, only the portion on the
application of cognitive reliability and error analysis method (CREAM) in qualitative analysis, is extracted
from the paper and reproduced below. The other two methods discussed in the paper are not considered
here. The excerpts on application of CREAM reproduced here are followed by observations by the
author of this technical document.

5.2.8.2 Excerpts from ‘Evaluation of three Human Error Analysis Methods through Application to Accident
Management Tasks’, Jaewahn Kim et al, final report of IAEA CRP on collection and classification of
human reliability data for use in PSA, 1998 [12].
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Introduction

Conventional HRA methods such as THERP, HCR and SLIM have focused on quantitative
assessment of the observable aspects of human tasks. Due to this limitation, even after
completion, HRA did not give any specific recommendations for error reduction. In addition,
HRA without error analysis is likely, not only to give estimates lower than what they really are,
but also to omit the important consequences to system or environment.

Human error assessment identifies the kinds of human error (External Error Mode/EEM), why
they occur (error causes or performance shaping factors/PSFs) and how they occur
(Psychological Error Mechanisms/PEMs). THERP, known as a representative HRA method,
classifies EEMs into errors of omission (EOQO) and errors of commission (EOC). But, with only
these two EEMs, it is difficult not only to identify the underlying mechanisms of human error
but also to obtain error reduction measures (ERMSs).

In particular, since the functions of operators in an emergency operation or an accident
management situation are mainly composed of cognitive activities such as monitoring, diagnosis
decision-making and planning, cognitive error analysis becomes more important.

To follow this trend toward cognitive error, currently being developed human error analysis
(HEA) methods have their focus on cognitive error analysis.

In this paper, we reviewed the currently available HEA methods, developed complement

conventional HRA methods, selected three HEA methods, which are considered to be applicable
to accident management tasks, and applied the three methods to one of the accident management
tasks, viz., ‘reactor cavity flooding’.

One of the HEA methods selected by the author of the paper, cognitive reliability and error
analysis method (CREAM) is looked at in this technical document.

The description of the selected HRA methods
(1)  Selection of the HEA methods

This section is not included in the excerpt given here.
(2  Description of the selected methods

The descriptions of two of the three human error analysis methods given in the paper
are not included in this excerpt.

CREAM (Cognitive reliability and error analysis method)

CREAM has been developed for use in both retrospective and prospective human

reliability analysis. In retrospective analysis, causes of incidents or events are identified

for input to system remediation. On the contrary, prospective analysis predicts the error
in a given system. The output obtained from retrospective analysis can be used as
evidence data for the development of a predictive analysis approach.

CREAM has been developed on the basis of two fundamental models. One is the
Contextual Control Model (COCOM). COCOM regards human cognition as performed
not sequentially as in Rasmussen’s Step Ladder Model, but recursively. And, the
control of human cognition is determined by the context (task and situation). The other
is the simple model of cognition (SMoC), which views the cyclical nature of human
cognition composed of four consecutive stages from observation, over interpretation
and planning to execution.

CREAM provides 9 context factors named the common performance conditions (CPCs).
The assessor performs Error Analysis considering these CPCs. CREAM also defines 15
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cognitive activity types according to task characteristics to facilitate analysis. Each
cognitive activity type has predefined cognitive stages. The cognitive function failures
according to cognitive stages are shown in Table 5.2.8-1. Accordingly, the assessors
should firstly assign appropriate cognitive activity type to the task procedure, then
refer to the cognitive stages (functions), and finally determine the most probable
cognitive function failure considering the CPCs.

Comparison of the methods

This is not included in the excerpt given here.

M. Application to accident management tasks

@

@

Description of the task

For a case task during the accident management situation, we selected the ‘reactor
cavity flooding strategy’, which was suggested for the prevention or delay of the time
of reactor vessel failure at the time of core damage (mentioned in the previous case
study, pages 156-157).

The task associated with the reactor cavity flooding strategy selected for the case
application is adapted from the SAG — 4 in SAMG, INJECT INTO CONTAINMENT,
among the eight SAGs. Itis Task 3: Decide whether or not to implement the strategy by
evaluating the negative consequences of NOT implementing the strategy.

Summarised task steps in task 3

- Evaluate the negative impacts of implementation of the strategy.
- Evaluate the mitigating actions for the negative impacts.

- Evaluate the consequences of not implementing the strategy.

- Decide whether to implement the strategy by evaluating the negative impacts
from the implementation of the strategy and the consequences of NOT
implementing the strategy.

The task procedure 1 is to evaluate the negative impacts such as ‘insufficient injection
source’ and ‘containment severe challenge from a hydrogen burn’. This procedure
comprises observation and system state identification stages.

The task procedure 2 is related to the evaluation of mitigation actions for negative
impacts. This requires cognitive stages of evaluation and procedure selection, for the
operators need to evaluate whether it is possible to take an action, from the given set of
mitigating actions, in a given plant state, and make a possible effect on the plant.

The task procedure 3 is related to the evaluation of consequences of not implementing
the strategy. Quantifying consequences is quite difficult due to uncertainties associated
with plant phenomena as well as with the information. Since the procedure is related to
the evaluation of consequences, the cognitive function is primarily performed at the
interpretation stage.

The task procedure 4 is to make a decision whether to implement the strategy or not
based on the above evaluations. This could be difficult depending on the event scenarios
because of various uncertainties.

Results of the application

The results of application of two of the three human error analysis methods given in the
paper not included in this excerpt.
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Results of CREAM application

Since the task procedure 1 comprises ‘observation’ and ‘state identification’ stages,
the cognitive activity types are the kinds of ‘observe’, ‘compare’ and ‘identify’. And
the cognitive function failure could be | 2 - Decision error associated with ‘state
identification’.

The task procedure 2 requires the operators’ knowledge and experience to prepare the
specific mitigating actions. Therefore the cognitive activity type could be ‘evaluate’
and the failure could take place in the process of formulating the relevant procedure (i.e.
P 2 -Inadequate Plan Formulated).

The task procedures 3 and 4 are related to the evaluation of consequences and decision
making respectively. Therefore, the cognitive activity type could be ‘evaluate’ and | 2 -
decision-making failure could be dominant.

TABLE 5.2.8-1: POTENTIAL COGNITIVE FUNCTION FAILURES ACCORDING

TO COGNITIVE FUNCTIONS IN CREAM [8]

Cognitive Potential Cognitive Function Failure
Functions
Observation | O1 Observation of wrong object. A response is given to the wrong stimulus
errors or event.
02 Wrong identification made, e.g. due to a mistaken cue or partial
identification
03 Observation not made (i.e. omission), overlooking a signal or measur¢ément.
Interpretation | 11 Faulty diagnosis, i.e. either a wrong or an incomplete diagnosis
errors 12 Decision error, either not making a decision or making a wrong/incomplete
decision.
13 Delayed interpretation, i.e. one not made in time.
Planning P1 Error of priority, as in selecting the wrong goal
errors P2 Inadequate plan formulated; plan is incomplete or simply wrong.
Execution E1l Execution in a wrong manner; with respect to force, distance, spged or
errors direction.
E2 Action performed at the wrong time, say too early or too late.
E3 Action on the wrong object, say on a neighbouring, similar or unrejated
object.
E4 Action performed out of sequence, such as repetitions, jump$ and
reversals.
ES5 Action missed out, not performed (i.e. omission) including an omissipn of
the last actions in a series.
IV. Comparative evaluation of three methods based on the application

The excerpt below gives only the points relevant to CREAM from the paper.

CREAM is assessed to be more systematic in approach than others. At the beginning of the
analysis CREAM assesses work context and then performs error analysis based on context
factors, i.e. CPCs. CREAM reflects the context explicitly in the error analysis by providing
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specific factors to be considered. CREAM however does not present inter-relationships between
CPCs and cognitive failures. The unique feature of CREAM is that it uses a simple model of
human cognition and the concept of cognitive activity type. However, the cognitive function
failures are not enough in number for error analysis of accident management tasks, to give
specific error types.

Conclusions.
The excerpt below gives only the points relevant to CREAM from the paper.

CREAM is considered more systematic in approach than others. But, for CREAM to be adequate
for analysis of accident management tasks, it should have a more specific error classification
system. Itis also required to provide a classification system of human error causes or mechanisms.

5.2.8.3 Observations of the Author of this Technical Document

@

(b)

Atypical HRA is concerned with finding the probabilities of events specified in the PSA Event
Tree. A second generation HRA like CREAM goes beyond this and provides a detailed
gualitative analysis.

In the paper, the authors refer to the Common Performance Conditions (CPCs), which characterise
the contextin CREAM. The CPCs referred to are as given in Table 5.2.8-2.

TABLE 5.2.8-2 : COMMON PERFORMANCE CONDITIONS (CPCs) [8]

©

Adequacy of organisation
Working conditions
Adequacy of MMI and operational support
Availability of procedures/plans
Number of simultaneous goals
Available time
Time of day (circadian rhythm)
Adequacy of training and preparation
Crew collaboration quality

The focus in the paper is on the application of CREAM to qualitative analysis for an accident
management task. CREAM is designed to support such an analysis. Some important aspects in
the analysis, which are not brought out in the paper, are delineated below [8].

- Assessment of the CPCs: This step involves the examination and assessment of the
work conditions under which the task is done. Each CPC is evaluated using its descriptors.
For example, for adequacy of organisation, the descriptors are: very efficient/efficient/
inefficient/deficient. The assignment of descriptors is based on the task analysis carried
for the HRA and looks at the task as a whole.

- Development of the profile of cognitive demands of the task: In this step, the cognitive
activities that characterise each task are identified. The cognitive activities are used to
build a cognitive profile of main task elements, based on the cognitive functions described
by the underlying cognitive model. Four cognitive functions, observation, identification,
planning and execution are specified by the CREAM model. There are 15 cognitive
activity types in CREAM (Table 5.2.8-3) and each cognitive activity is described as a
combination of cognitive functions. For example, coordination involves planning as
well as execution - planning used to specify what is to be done and execution used to
carry it out or perform it.
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- Identification of likely cognitive function failures: Based on the phenotype-genotype
classification of erroneous actions (Section 3), an exhaustive list of cognitive function
failures can be produced. This list can be used as a basis for identifying the likely
cognitive function failures. To make the method practical, a subset comprising a small
set of generic cognitive function failures is considered in the study. In this regard, the
authors of the paper do mention that the 13 cognitive function failures specified are not
enough in number for error analysis of accident management task to give specific error

types.

- The cognitive function failures are defined relative to the four cognitive functions
mentioned above, viz. observation, identification, planning and execution. Cognitive
function failures are assigned to task steps. The assignment is based on the description
of the scenario and likely performance conditions. For example, consider the task step
corresponding to evaluation (as a cognitive activity). Evaluation is described in terms
of two cognitive functions, interpretation and planning. In assigning the likely failure
mode, it is necessary to consider three possible failures of interpretation and two of
planning before choosing the one most likely in the given conditions. This can be done
only with information on the nature of the task and the performance conditions. The
information may make it possible to determine for the specific case firstly whether a
failure of interpretation is more likely than a failure of planning and secondly which
specific type of failure one can reasonably expect.

TABLE 5.2.8-3: COGNITIVE ACTIVITY TYPES

Coordinate Diagnose Identify Observe Regulate
Communicate | Evaluate Maintain Plan Scan
Compare Execute Monitor Record Brify

Both this and the previous case study consider an accident management task. In accident
management, the functions of operators are mainly composed of cognitive activities (monitoring,
diagnosis, decision making and planning) and cognitive errors are to be considered. SLIM is a
first generation method that is more appropriate than methods like THERP and ASEP for
assessing cognitive errors, but the method focuses on the observable effects of human tasks.
In the first case, a quantitative assessment of the accident management task is illustrated,
using a set of PSFs selected by the analyst. CREAM is a second generation method that
focuses on cognitive error analysis. CREAM assesses the work context and performs error
analysis based on the 9 specified common performance conditions (CPCs). 15 cognitive activity
types are also specified in CREAM and these are used to qualitatively assess the accident
management task in the second case study.

Since the paper is concerned with the evaluation of human error analysis methods, no
quantitative analysis is included. Quantification would involve the determination of specific
action failure probabilities. In CREAM, once the specific cognitive function failures have been
assigned for each task element, it is possible to assess the cognitive failure probability (CFP)
for each cognitive failure type. These CFPs can be adjusted for the effects of the CPCs. The
effect of the CPCs on the cognitive functions is specified as strong, medium or weak. A
database of nominal CFPs and uncertainty bounds for most generic cognitive function failures
can be compiled from a review of PSA/HRA. Established data sources are used for
proceduralised behaviours like observation and execution. CFPs for interpretation and planning
are mostly based on expert judgement [8]. A table of CFPs is given in Appendix-7.

129



6.1

6.2

6.2.1

6. STUDIES OF PLANT EVENTS TO IMPROVE SAFETY IN A
REFERENCE NUCLEAR POWER PLANT (KAPS)

Introduction

Plant event and incident reports are sources of useful information on human error and human performance
related problems that exist in an operating plant. The analysis of plant events involving human reliability
problems can provide risk insights for effecting improvements in plant design and operation. This
important aspect is addressed by carrying out studies of plant events in KAPS.

Collection and Tabulation of Data on Human errors in Significant Events in KAPS

Plant events, which have occurred in KAPS 1, 2 during the last five years of operation (i.e. 2000 - 2005),
have been considered for the present study. Data on human performance was collected from the Safety
Related Unusual Occurrence Reports (SRUORS)/ Significant Event Reports (SERs) and Event Reports
(ERs)/Unusual Occurrence Reports (UORS), pertaining to the period. The reports were first examined
and events wherein human performance related issues played a role were identified. There were eighteen
such cases, out of a total of eighty-one events (comprising thirty-two significant events and forty nine
other events) during the period. All eighteen events have been analysed. Concise details were gathered
from the Event Reports, minutes of Station Operation Review Committee (SORC) Meetings and Root
Cause Analysis Reports (where available) for the eighteen events. The details are tabulated and used
in the present study.

The human performance related event causes can be grouped into eleven different classes. Some
events had more than one human performance related contributory cause. There were eleven cases of
maintenance related causes, four each of design and operation, three of procedure, two each of personnel
performance, cognition/cognitive function failure and human factors and one case each of
communication, work assignment, work schedule and documentation. There is potential for improvement

in some of the areas and these have been appropriately indicated in the respective event tables.

The human performance related events in KAPS for the period 2000 - 2005 are analysed as follows.

Reactor Trip Due to Loss of Control Power Supply to Breakers

Plant and Unit KAPS, Unit 2

Date, time and plant statey9 - 03 - 2000, 05.10 hours.
when incident occurred | Unit operating at 220 MWe.

Brief description of event 415V Bus D CPS Failure (Alarm). Supervision Relay in CB-351 flagged.
and operator action/s DG-1 started and connected to Bus D. CB-351 opened. During
investigation and troubleshooting, 220V D.C. positive and negative
terminals were inadvertently shorted and reactor tripped due to lgss of
control power supply to the breaker.

Consequences of the actiprrhe short caused fuse failure and loss of CPS to all breakers confected
to Bus D. Pressurising pump tripped causing all PCPs to trip. Regctor
tripped on No PCP operating (05.33 hours). CPS was normalized. Attempt
to restart reactor failed and reactor poisoned out.

The Cause/s Inadvertent shorting 220V terminals during troubleshooting.

Human/Ergonomics Sufficient care was not exercised in carrying out the task.
factors, human

performance related

findings
Human reliability The inadvertent shorting was a slip error. HEP is estimated = 0.0001.
guantification/HEPS Data Source: Generic evaluation of possible slip errors when a|good

MMI exists, page 28, IAEA-TECDOC-592.
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6.2.2  Reactor Trip on Trip of One Channel on Loss of Supply and Second Channel on Actual Power >
Demand Power by One Decade

Plant and Unit KAPS, Unit 1

Date, time and plant statg 14-09-2000, 14.10 hours.
when incident occurred | Unit operating at 220 MWe.

Brief description of Standby Control UPS (CUPS-4) to one channel tripped and it lost
event supply. A second channel also tripped on actual power > derpand
power by a decade. Reactor and TG tripped. Standby CUPS-4 failed
due to inverter fuse failure. Trap Filter of CUPS-1 was choked. |The
cable connecting CUPS-1 output breaker to selector switch had purnt.
The chokeup could have caused the cable to burn as well as ground
fault leading to fuse failure. Loss of 240 V AC Control PS to Panel 1
caused RPS CH-D trip.

The cause/s Inadequate maintenance of trap filter.

Human/Ergonomics Inadequate maintenance/maintenance not carried out.
factors, human
performance related

findings
Human reliability Basic HEP (BHEP) for the maintenance task is taken = .03 (5) where
guantification/HEPS EF=5. Itis assumed that post maintenance inspection is normally cprried

out in the plant. In this case, it was either not done or was flone
incorrectly. Recovery factor (RF) for post maintenance inspectign is

0.01. So HEP in this case is 0.03 x 0.01 = 0.0003 (10) where the HF=10
(HEP Evaluation using ASEP HRA Procedure).

6.23  Reactor Trip on High PHT System (PHTS) Pressure

Plant and Unit KAPS, Unit 2

Date, time and plant statg 03 - 01- 2001 at 09.25 hours
when incident occurred | Unit startup

Brief description of event | Boron removal was in progress to make reactor critical after pgison
and operator action/s shutdown. PHTS Pressure was being maintained by wide rpange
pressure control. Steam generator level controller hunting was obgerved
in the control room. In order to further check the level controller,
operator switched off its 240V AC power supply. Reactor tripped on
high PHTS pressure.

Consequences of the PHTS pressure rose sharply from 20 kg/m®4.9 kg/crh This caused
action IRVs to open and PSS actuated on high PHTS pressure. At the[same
time, coolant channel flow low, ALPAS tank level low and BCD high

level window alarms appeared in control room.

The cause/s 1. MCBin 240V AC power supply to SG Level Controller also supplies
power to channel C of PHTS wide range pressure control loop. As
this power supply was cut off, channel C transmitter output signal
(at input to median selector) became zero. Channels A and B should
have continued to function undisturbed and no failure should
have occurred. But a wire in channel B PHTS pressure contioller
was open at the controller panel terminal, with the result that the
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6.2.3

Reactor Trip on High PHT System (PHTS) Pressure (Contd.)

Plant and Unit

KAPS, Unit 2

channel B signal did not extend to the median selector. Failu
two channels meant that the median selector selected a
median, causing feed valves to fully open and bleed valvg
fully close.

To compound the situation, the channel A narrow range/
range controller relay malfunctioned and the narrow range sele
contacts opened out and wide range selection contacts fail
close. So the channel A wide range pressure control signal to
not extend to the median selector. The open circuited chg
picked up stray voltage of 2.5 to 8 volts. This meant that prid
when the 240V power supply was switched off, channel C ou
(2.4V) was being selected as the median and channels A g
were ineffective. The median output became 0 when the p
supply was switched off and reactor tripped.

re of
zero
s to

vide
ction
ed to
o did
nnel
rto
tput
nd B
bwer

Human/ergonomics
factors, human
performance related
findings

There is no provision to check whether all the three contr
output signals extend to the median selectors and are in the d
range (Inadequacy in Design).

The power supply to SG Level controller was switched off with
following proper procedure. The procedure did not include che
to confirm that the other two channels are operating as req
(Procedure Not Followed /Incomplete Procedure).

Channel B was open due to a cut wire. Careful post-mainten
checks could have prevented the cut wire going undetecteq
Post-Maintenance Check).

pller
bsired

out
pcks
lired

ance
(No

Recommendations of
SORC,NKSC

Provide indication to check pressure controller outputs to mg
selector.

Adhere to procedure while switching off control power sup
MCBs.

Dual verification by internal QA to detect wire cut and the likg.

dian

ply

Human reliability
quantification - human
error probabilities (HEPS)

Error in not following procedure. HEP = 0.003 (5) for the case W
a written procedure is available but not used. Data Source: ]
20-7 of Handbook (Appendix 5).

Error of incomplete procedure. HEP = 0.003 (5) for omitting a
or important instruction in a formal or ad hoc procedure. O
Source: Table 20-5 of Handbook giving estimated HEPSs in
preparation of written material (Appendix 5).

Post maintenance check not carried out or improperly carried
BHEP for maintenance task = 0.03 (5). RF for post mainten
check=0.01. So HEP =0.03 x 0.01 =0.0003 (10) (HEP Evalu
using ASEP HRA Procedure).

hen
[able

step
ata
the

out.
nce
tion

Similar events which have
occurred in KAPS

Reactor Trip on Low PHTS Pressure in Unit 2 of KAPS at 03.42 h
on 14-02-1999.

Unit was operating at 75 MWe. PHTS pressure dropped to 44 k¢
at 03.42 hours and ECCS Type | injection got initiated. Opers
observed that the narrow range controller output was zero, but
valves were not open and bleed valves were not closing.

purs

/cm
tors
feed
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6.2.3

6.24

6.2.5

Reactor Trip on High PHT System (PHTS) Pressure (Contd.)

Plant and Unit

KAPS, Unit 2

drop. Channels A and C narrow to wide range changeover
contacts were found open on investigation. This caused stray vo

in bleed range.

Stray voltage pickup on relay malfunction occurred once again i
subsequent event in KAPS Unit | on 03-01-2001.

Operators observed that the control signal of narrow range prejssure
controller remained in bleed valve range, causing PHTS pressuire to

elay
tages

to go to the median selectors and therefore the bleed valves remained

N the

Heavy Water Spill from F/M

Supply Pump-3525-P2

Plant and Unit

KAPS, Unit 1

Date, time and plant sta
when incident occurred

1€27- 01- 2001, 10.20 hours
Unit operating at 220 MWe

Brief description of even

t 3525-P2 was started at 08.30 hours. Refueling of channel D-7
Both seal plugs were installed. Snout plug installation was in prog
At 10.20 hours, floor beetle (103 MEL) and storage tank level
window alarms come on in CR and ST level was found to be drop
In the field, a heavy leak of © from plunger gland of 3525-P2 w4
observed. Pump was stopped and isolated. ~5.2 ton®dfdal leaked
in 7 minutes.

jone.
ress.
low
bing.
S

The causels

1/3 plungers’ gland packing along with gland follower and spri
had come out and caused the leakage of heavy water. This hap

gland follower.

ngs
pened

due to disengagement of gland nut locking pawl and unscrewing of

Human/Ergonomics
factors, human
performance related
findings

Improper maintenance of pump with post maintenance check not
or improperly done.

done

Human reliability
quantification/HEPs

BHEP for the maintenance task is taken = .03 (5). Post mainter
check (normally carried out) was either not done or was d
incorrectly. RF = 0.01. So HEP in this case is 0.03 x 0.01 = 0.0003

ance
one
(10)

(HEP Evaluation using ASEP HRA Procedure).

Reactor Trip on Moderator

Level Low

Plant and Unit

KAPS, Unit 1

Date, time and plant sta
when incident occurred

1€13-02-2001
Unit operating at 220 MWe.

Brief description of even

t During routine surveillance helium flow in bubblers was seen to have

come down to 10 and O Iph [<15 Iph, the normal value]. While tryi

to

adjust the flow in bubbler, PSS actuated on moderator level low and

the reactor tripped.

Consequences of the
action

Abrupt change in flow from 0 Iph caused moderator level to also chpnge

abruptly. PSS actuated on moderator level low in all three chapnels

}
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6.2.5

6.2.6

Reactor Trip on Moderator Level Low (Contd.)

Plant and Unit

KAPS, Unit 1

and reactor tripped. Occurrence of such spurious actuation
confirmed during the poison shutdown, which followed.

was

The cause/s

Improper adjustment of bubbler flow.

Human/Ergonomics
factors, human
performance related
findings

Improper operation.

Human reliability
quantification/HEPs

The operation is considered to be a dynamic action carried out
moderately high stress. HEP is estimated = 0.05 (5) (evaluation

iInder
lIsing

ASEP HRA procedure, Table 8.5 - Appendix-6).

Reactor Trip on PHT System (PHTS) Pressure High.

Plant and Unit

KAPS, Unit 1

Date, time and plant sta
when incident occurred

1€09-03-2002, 06.53 hours.
Unit operating at 220 MWe.

Brief description of even

t PCP-1 tripped on differential protection followed by PCP-4 as pe
designed logic. Reactor tripped on PHTS pressure high and poig
out. During secondary injection test of motor end CT circuit, Y ph
did not operate.

the
oned
ase

The causels

Inspection of differential protection relay cubicle located above
breaker unit revealed its locking screw to be loose. A loose mg
resulted in a partial shortin Y phase of CT, consequent relay actu
and PCP-1 trip on differential protection.

the
dule
ation

Human/Ergonomics
factors, human
performance related
findings

Improper maintenance with post maintenance check not dor
improperly done.

e or

Human reliability
quantification/HEPs

BHEP for the maintenance task is taken = .03 (5). Post mainter
check (normally carried out) was either not done or was d
incorrectly. RF = 0.01. So HEP in this case is 0.03 x 0.01 = 0.0003
(HEP Evaluation using ASEP HRA Procedure).

ance
one
(10)
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6.2.7

Manual Reactor Trip Due to End Shield Coolant Outlet Temperature High

Plant and Unit

KAPS, Unit 2

Date, time and plant sta|
when incident occurred

te03-04-2002, 20.42 hours
Unit operating at 220 MWe

Brief description of event
and operator action

End shield coolant outlet temperature high alarm appeared 6x 5
Both North and South End Shield temperatures at PDCS were in

condition (> 5 C). Operator commenced power reduction. In

field, Active LPPW System common outlet control valve was fo
closed. Reactor was manually tripped at 20.56 hours. End Shield ¢
outlet temperature had gone up to 3&5The PW CV was opened |
bleeding air, from valve positioner. End shield temperature came (
to normal. In attempting to restart the reactor, it poisoned out

1
blarm
the
Ind
polant

y
own

The cause/s

The CV positioner was malfunctioning due to choking of the fi
orifice of the flapper nozzle assembly by dust (aluminium and sili

ed
a).

Human/Ergonomics
factors, human
performance related
findings

1. The Preventive Maintenance (PM) Procedure for CV did
include servicing of valve positioner internals (Inadequ
Procedure).

2. It took quite some time to identify and open the CV, so &
inspect valve positioner internals (Human/Ergonomics Factg

not
ate

5 to
rs).

Other findings

1. Window and alarm CRT alarms for end shield coolant temperature

had their high limits set at 31C. As the technical specificatio
limitis also 51° C, there is no margin for operator action (Inadeqy
Design).

n
ate

Recommendations made
by SORC.

1. Revise PM Procedure for CV. Also for all other similar air opergted

CVs.
2. Markimportant CVs and MVs as Air to Open or Air to Close ty
and keep tool kits at important locations for fast response ag

3. Set End Shield High Temperature Alarm Limits a5@dn Window
Annunciator and 48C on Alarm CRT, to provide operator marg
Review other alarms with no margin for operator action.

pe
tion.

>

Human reliability
quantification/HEPs

Error of inadequate preventive maintenance procedure: HEP =
(5) for omitting a step or important instruction of a formal or ad
procedure. Data Source: Table 20-7 of the Handbook (Appendix

D.003
noc
5)

Comments or views on
human performance

Due to the absence of clear marking on the valve and the lack
readily accessible toolkit to open the valve body, a good amou
time was taken to open a non-functional CV in the field in orde
inspect its internals. Human performance problems of this kind ar
to what are called Human Engineering Discrepancies (HEDS), W
may be present not only in the control room but also in other are
the plant. A review of the Human Engineering Discrepancies (HH
in the plant by a team of human factors experts and operators

of a
nt of
r to
b due
hich
as of
Ds)
5 will

reveal the areas needing ergonomics improvements, which for example

could include clear labeling of valves and other equipment, prov
of readily accessible toolkits at different locations on site and prov
of function group demarcations on control panel.

sion
sion
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6.2.8

Turbine Trip on Steam Generator-2 High Level followed by Reactor Trip on High Steam Generator-4

Differential Temperature

Plant and Unit

KAPS, Unit 2

Date, time and plant sta
when incident occurred

1€02-01-2003, 07.30 hours
Unit operating at 220 MWe.

Brief description of event
and operator action

SG-2 Level High window alarm appeared at 07.30 hours in the cg

setback on ASDV opening and power fell to 26 percent FP. One
CSDV was found to have not opened. It was opened from the cq

SG-4 DT high and got poisoned out.

The Causels

1. Field Check showed SG-2 Feed CV (Air Fail to Close), which
in service before the incident to be stuck open fully. Failur
valve positioner pneumatic relay (due to a hardened back-pre
diaphragm) led to a continuous output of air that kept valve f
open, causing failure of auto level control and turbine trip on
2 Level Very High.

2. To control rising level in SG-2, the manual valve downstrear
main CV was closed and manual changeover to standby C\}
done. But level control output was zero due to high level in S

main CV (with manual valve still closed) This caused feed wats
SG-2 to be cut off suddenly leading to sharp drop in &3-2

3. The sudden reduction of feed water supply to SG-2 to zero
brief duration led to a redistribution of flows among the SG
sudden large inrush of cold feed water to SG-4 and Aigim
SG-4. This in turn led to reactor trip on actuation of two R
channels on high SGAT.

ntrol

room. SG-2 Level was rising although the level controller output was
seen to be zero. Turbine tripped on SG-2 level very high. Reactor

arge
ntrol

room and power was raised to 80 percent FP. But reactor trippgd on

vas
p of
Ssure

ully
S5G-

n of
was
G-2

and standby CV remained closed. Operator reverted control to

eI to

for a
5, a

PS

Human/Ergonomics
factors, human
performance related
findings

1. A stuck open CV is not detectable from the control room a
indicator is provided (Inadequate Feedback to Control Roorm

2. Failure of valve positioner pneumatic relay could have b
detected earlier with better scheduling of preventive mainten
(Inadequate PM Schedule).

3. Improper Manual Control of the SG Level (Inadequate Perform
of Operating Personnel).

een
ance

ance

Recommendations made
SORC, RCAC

byt.  Provide position indication of all 90 percent CVsin CR

2. Replace rubber parts of components/systems in high tempe
areas at least once in five years.

3. Manual intervention/control is to be resorted to only after a ca
assessment of system status. Provide training.

ature

eful

Human reliability
quantification/HEPs

Inadequacy in planning preventive maintenance schedule for (
failure in planning, which is a cognitive function. Estimate of cogni
failure probability for planning = 0.02 (10). Data source: Tablg
cognitive failure probabilities in hollnagel, 1998 (Appendix-6).

Operator reverts to main CV in SG level control without restoring ma

LV, a
ive
of

hual

valve (closed earlier) to open condition.
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6.2.8

6.2.9

Turbine Trip on Steam Generator-2 High Level Followed by Reactor Trip on High Steam Generator- 4
Differential Temperature (Contd.)

Plant and Unit

KAPS, Unit 2

Omission of an important step in the operation. The operatic
considered to be a dynamic operation carried out under mode

n is
ately

high stress. HEP is estimated = 0.05 (5) (Evaluation using ASEP HRA

Procedure, Table 8.5-Appendix-6).

Comments or views on
human performance

The stuck open CV could have been detected if clear and unambiguous
valve position feedback had been provided in the control room. As in

the event above, the human performance problem arose out of a

HED.

Such HEDs can be weeded out by a systematic ergonomics/human

Reactor Trip on Steam Generator Differential Temperature High and Some Fuel Bundles Crossing Bundle

Power Safety Limit

Plant and Unit

KAPS, Unit 2

Date, time and plant statg
when incident occurred

10- 03 - 2004, 09.24 hours
Unit operating at 170 MWe

Brief description of event
and operator action

A faulty contact in power UPS (PUPS) 1 RL-A relay and malfunctior
of the static switch isolator in Y phase caused fuse failure in 415
Il power supply to all adjustor rod control units (ARCUS). Failure
fuses in ARCUs led to total power supply loss to all 16 adjus

ing
class
of
tors

rendering their servo amplifiers inoperable. Reactor regulation

capability through adjustors was lost. The inoperability of shim
led to loss of setback function. Operator manually inhibited ALR
CAM on fear unwarranted addition of boron due to refueling
perceived logic failures on 48V DC trouble.

ods
AS
or

The consequence

Inhibition of auto operation of ALPAS CAM resulted in loss of chemical

shim for augmenting rod worth. Inadvertent power ramp of aboy
percent FP led to reactor trip and some fuel bundles crossin
bundle power limit.

t 25
g the

The causels

1. All adjustor rods became inoperable on loss of 415V 3 p
power supply.

2. Theinhibition of auto operation of ALPAS CAM by the operat
3. Trip settings on Lin N were not set conservatively.

ase

or.

Human/Ergonomics
factors, human
performance related
findings

1. Relay RL-A and Static Switch Isolator in Power UPS 1 were,
covered by the preventive maintenance procedure (Incom
Procedure).

2. Operator inhibited auto-operation mode of ALPAS-CAM, with
paying attention to reactor power changes and reactor core
(Improper operator action, personnel performance, procedur]
followed).

3. Trip set points were not set conservatively, although warrg
(Rules not Followed, Personnel Performance

not
Dlete

but
status
e not

nted

Other findings

1. Common fuse provided in main and back up power supplie
ARCU. Fuse failure led to non-availability back up power sup

s of
ply

also (Inadequate Design).
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6.29  Reactor Trip on Steam Generator Differential Temperature High and Some Fuel Bundles Crossing Bundle

Power Safety Limit (Contd.)

Plant and Unit

KAPS, Unit 2

2. Noalarm window in control room for annunciation of loss of po
supply to ARs and ARs inoperable (Inadequate Design).

jver

Recommendations of
SORC, RCAC

1. Working simultaneously on two jobs (on PUPS/CUPS and refug
operations in the present case) should be avoided.

2. Impart awareness training on conservative decision making
constraints resulting from low power operation.
3. Review maintenance procedures of all safety related equipt
Revise to cover all components.
4. Review and improve information support to control room opers
during transients by adding displays and indicators.

bling
and
hent.

tors

Human reliability
quantification/HEPs

Error of incomplete preventive maintenance procedure: HEP = (
(5) for omitting a step or important instruction n a formal or ad
procedure. Data Source: Table 20-7 of Handbook (Appendix-5).

Manual inhibition of auto operation of ALPAS CAM. Error due tg
failure to correctly interpret the situation (a kind of faulty diagnos
HEP is taken to be 0.2 (LB = 0.09, UB = 0.6). Data Source: Tab|
cognitive failure probabilities in Hollnagel, 1998 (Appendix-7).

Lin N trip setpoints set incorrectly. A conservative approach was
followed. Error is somewhat similar to that of writing an item incorre
in a procedure. HEP =0.003 (5). Data source : Table 20-5 of hang

.003
hoc

a
is).
e of

not

Ctly
book

giving estimated HEPs in the preparation of written material.

6.2.10 Reactor Trip on One/More PSS Rods Leaving Parked Position During Unit Startup

Plant and Unit

KAPS, Unit 2

Date, time and plant statg
when incident occurred

15-06 - 2004, 20.50 hours
Unit was under startup (power level:1.2 percent FP)

Brief description of event

At a reactor power level < 2 percent FP, when PHT System was
hot pressurised, PSS Rod M-3 slipped from parked position and re
tripped as per logic.

Deing
actor

The cause/s

A check revealed that a clutch failure had occurred. The 90 V
power supply was not getting extended to the clutch as two redu
wires were broken in the power supply connector cable near the
drive. PSS Rod M-3 cable clamp was loose and caused two wires
cable, which were subjected to full tension, to break.

DC
hdant

PSS
of the

Human/Ergonomics
factors, human
performance related
findings

1. The prime cause was an inadequate preventive mainter
programme (Inadequate Preventive Maintenance).

2. PS isolation (connector removal) and normalisation during

ance

the

recent control rod drive replacement had been done by mechanical

maintenance unit (MMU). Earlier, this job was being done
control maintenance unit (CMU). This was a procedural chg
(Inappropriate Work Assignment).

by
nge

Recommendations by

SORC, RCAC.

1. Modify procedures for inspection and post-maintenance ch

ecks

to cover cable clamps on PSS drives.
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6.2.10 Reactor Trip on One/More PSS Rods Leaving Parked Position During Unit Startup (Contd.)

Plant and Unit

KAPS, Unit 2

2. Task of drive power supply isolation and normalization to re
to CMU as per earlier practice.

ert

Error of inadequate maintenance, post maintenance check not|done.

BHEP for the maintenance task is taken = .03 (5). Post mainter
check (normally carried out) was either not done or was d
incorrectly. RF = 0.01. So HEP in this case is 0.03 x 0.01 = 0.0003
(evaluation using ASEP HRA Procedure).

Human reliability
quantification/HEPs

Error of deviation in work assignment practice. As indicated in

ance
one
(10)

the

Handbook, a nominal of 0.003 is assumed for the task assignment.
Assignment to MMU was a deviation as this task is normally assigned

to CMU. Assuming MMU to be less experienced in tasks of this k

nd,

a PSF for level of experience = 2 is used to modify the BHEP to|give
HEP =0.003 x 2 =.006. Table 20-12 of the Handbook gives estimates of
HEPs for errors of commission in operating manual controls. HEP for

improperly mating a connector (including failure to test locking
connector for engagement = 0.003 (5).

6.2.11 Reactor Power Rise During Refueling and Subsequent Poison Out

Plant and Unit

KAPS, Unit 1

Date, time and plant statg
when incident occurred

14 - 06 - 2004, 15.40 hours
Unit operating at 160 MWe

Brief description of event
and operator action/s

of

1. Unitwas started on 05-06-2004 after a 44 days shutdown. Estinated
reactivity to start with was high due to fission product decay jand

Plutonium buildup. It had decreased to 0.6 mk or so on 14-06-
by fission product burnup and Plutonium consumption. The
of excess reactivity reduction was not as per the expected pa
2. Refuelling of channel L-11 was planned for 14-06-2004. In
transport system, a fault detected in PRV-50 had to be rect
Refueling could therefore be started only at 15.00 hours, alth
fuel change order (FCO) had been prepared at 07.00 h
considering the reactivity at that time.

3. Only one absorber (UNE) was in effective control range just be

004
rate
ttern.
uel
fied.
bugh
ours

fore

range when seal plug was removed and cold water got injected.

bundle movement, as another rod (LSW) moved out of co:[:trol

All four regulating rods were fully out and on manual. The cha
chosen for refueling was a central channel and therefore thg
of positive reactivity addition on bundle movement was hig
The action of UNE absorber was delayed because of a high
band of 1 V (~ 1.33 % FP). Shim rod move earlier and faste
dead band was 0.33 V as per design). A CAM shot was initi
by shim rod movement, but its effect was realised after

nel

b rate
ner.
dead
F (as
ated
the

designed delay of 0.35 seconds, by which time reactivity bal

nce

had already been established. CAM injection was therefore
unwarranted.

Unwarranted restart of refueling under transient conditions|and
fast movement of the fourth bundle resulted in an increade in
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6.2.11 Reactor Power Rise During Refueling and Subsequent Poison Out (Contd.)

Plant and Unit

KAPS, Unit 2

power due to fast addition of reactivity and inadequate contrg

[ by

RRS. Maximum power went upto 81.5 % FP on PSS whereas if was

77.79 % FP on RRS (Power Mismatch). SSS power was 77.6

o FP.

Power increased sharply with reactor period as low as 153 se¢onds

for a brief period (64 % FP to 74 % FP).

The cause/s

1. Low excess reactivity in the core- reactor was operated with jvery
low excess reactivity and degraded capacity of reactor regulation

by absorber rods.

2. Fourth bundle was moved very fast resulting fast reactiyity

insertion, which was beyond the regulating capacity of absg
rods.

Human/Ergonomics
factors, human
performance related
findings

1. FCO was prepared at 07.00 hours but refueling was begun at

rber

15.00

hours, by which time reactivity had reduced by another 4 mk fufther
degrading the capability of RRS. No cautionary warning Was
included in FCO. Reactor was operated with low excess reacfivity
and less than adequate regulating capacity (inadequate work
schedule control, lack of administrative control). central channel

was selected for refueling when low excess reactivity @
conditions prevailed (error of judgement).
2. Procedures were not adhered to in refueling operations (Rulg
followed).

Recommendations by
SORC, RCAC.

1. Establish guidelines/procedure to maintain excess reactivity a
predetermined level.

2. Establish guidelines/procedure to maintain at least 6 control
(AR or RR as applicable) in the predefined effective control ra

3. FCO should be issued for a limited period. Revalidation afte
period should be done after reassessment of core condi

ore
s not
bove
rods
nge.

[ set
ions.

Refueling operations should be carried out exercising judgement

and caution, taking cognizance of factors relevant to the situg

tion.

Human reliability
uantification/HEPs

Error of inadequate control over work schedule, a lack of administr,

htive

control. Estimated HEP for not carrying out plant policy/scheddled

tasks = 0.01 (5). The lower bound value of 0.002 is selected, as thg
was one of inadequate control over work schedule. Data Source:
20-6 of the Handbook, which gives estimated HEPs related to faily
administrative control.

b error
Table
re of

Error of omission of an important instruction in FCO. The estimated

HEP =0.003 (5). Data Source: Table 20-5 of the handbook which
estimated HEPs for errors in preparation of written material.

Error of judgement, leading to the wrong decision of selecting ce
channel for refueling when low excess reactivity core conditi
prevailed. A failure in decision making, which is a cognitive functi
The cognitive failure probability = 0.01 (10). Data Source: Tabl
cognitive failure probabilities in Hollnagel, 1998 (Appendix-7).

Error in refueling. Fourth bundle was moved very rapidly resultin

jives

ntral
ons
DN.
b of

g in

fast reactivity addition. Rules to be followed in refueling fuel chanpels

were not followed.
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6.2.11 Reactor Power Rise During Refueling and Subsequent Poison Out (Contd.)

Plant and Unit KAPS, Unit 2
Comments or views on | To avoid errors of judgement such as that which occurred when a
humarperformance central channel was chosen for refuelling under conditions of{low

excess reactivity in the core, it is necessary to provide the opetators
adequate training to improve mental concepts and understanding of
physical phenomena, by way of classroom sessions and simplator
training. It is also necessary to emphasise on operators the impoftance
of monitoring reactor power changes at all times.

6.2.12 Manual Shutdown of Reactor on Observing Smoke/Fumes Near PCP-3

Plant and Unit KAPS, Unit 2

Date, time and plant statg 18- 10 - 2004, 01.39 hours
when incident occurred | Unit operating at 174 MWe

Brief description of event | Fire alarm annunciates at 01.39 hours in control room. Detector alarms
on FAS Panel indicate location to be near PCP-3 in pump room. QCTV
camera indicates smoke from the same area. On ‘on power’ entrly and
investigation, smoke/fumes seen to emanate from PCP-3 casing
insulation. Smoke/fumes were quenched by, @@ dry powder.
Reactor was manually tripped at 02.06 hours by actuating PS$ and
PHTS was depressurized and cooled.

The root cause/s Heating of oil soaked insulation on primary cooling pump
Human/Ergonomics 1.. Oilwas leaking from PCP-3 and getting collected in bearing srnd-
factors, human pipe. Finite leakage was considered acceptable (no maintemance
performance related and planned).

other findings 2. Pump casing insulation (calcium silicate) absorbed oil and caused

fumes and smoke on getting heated. There is no cladding or barrier
installed to prevent the oil from coming in contact with insulatjon
(inadequate design provisions).

Recommendations by 1. Identify potential sources of oil leak from PCPs and carry|out
SORC, RCAC periodic checks as part of maintenance.

2. Allow sufficient curing time for calcium silicate insulation withja
view to preventing cracks that can allow passage for oil.

Human reliability Finite oil leakage was considered to be acceptable as a plant policy
guantification/HEPS and no maintenance had been planned. This inadequacy in planning
preventive maintenance for oil leaks can be looked upon as a failtire in
planning, which is a cognitive function. Estimate of failure probablflity

= 0.02 (10). Data source: Table of cognitive failure probabilitief in

Hollnagel, 1998 (Appendix-7).
No clad or barrier had been installed to prevent leaking oil from sogking
into the insulation, amounting to inadequate design provision.

Earlier occurrence of A similar event had occurred in KAPS, Unit 2 on 21-06-2004 when the

similar event unit was operating at 130 MWe. Fire alarm was annunciated at (1.47
hours and smoke/fumes were detected to be emanating from the
insulation of SDC Pump 2 suction line below PCP-3 platform. Thefroot

cause was heating of oil soaked insulation causing the oil to vagorise
at high temperature. Survey of potential sources of fire did not eftend
to this source.

141



6.2.13 Reactor Trip on Spurious EMTR Signal

Plant and Unit

KAPS, Unit 2

Date, time and plant statg
when incident occurred

02- 06 -2000
Unit operating at 210 MWe.

Brief description of event

Reactor tripped on no PCP running and poisoned out. EMTR-P
malfunction generated a spurious EMTR signal. [One PLC is 8
standby to the other].

| C-2
hot

The cause/s

The PLC — 2 1/O ribbon connector was loose.

Human/Ergonomics
factors, human
performance related and
other findings

Post maintenance check/field inspection not properly carried

out.

Human reliability
quantification/HEPs

Error of inadequate maintenance, post maintenance check not
BHEP for the maintenance task is taken = .03 (5). Post mainter
check (assumed to be normally carried out) was either not done g
done incorrectly. RF=0.01. So HEP = 0.03 x 0.01 = 0.0003 (10) (evall
using ASEP HRA Procedure).

done.
ance
rwas
ation

6.2.14 Reactor Trip on Spurious EMTR Signal

Plant and Unit

KAPS

Date, time and plant sta
when incident occurred

106 - 11- 2000
Reactor shutdown

Brief description of event
and operator action/s

of moderator cover gas system and two valves of the bubbler sy
Order to isolate was issued for moderator cover gas system and
isolated. Bubbler system was fully pressurised. Both systems
the same USI. A mechanical maintainer opened a valve of the by
system, assuming it to be depressurised. Helium cover gas tog
with some Tritium vapour was released through the valve openin
waited and then closed the valve, but gas release continued.

A permit was issued for replacement of the diaphragms of four valves

Stem.
it was
have
bbler
ether
). He

Consequences of the
action

Inhalation of tritium vapour in the cover gas cause high uptake.

The cause/s

Maintainer assumed the bubbler system to be depressurised a
opened its valve. The wrong valve was opened.

Human/Ergonomics
factors, human
performance related and
other findings

Maintainer makes an error of transposition. He opens the val
bubbler system (which was not depressurised) in place of Val
Moderator System (which was isolated).

e of
e of

Human reliability
quantification/HEPs

As part of the maintenance job order, moderator gas system hag

wrongly opened bubbler system valve - a transposition error. HE
selection error for locally operated valve (assumed to be one
group of similar valves, all clearly and unambiguously labeled) =0
(3). Data source: Table 20-13 of handbook giving estimated HER

been

isolated. In place of opening moderator system valve, maintginer

P for
of a
003

s for

selection errors of locally operated valves (Appendix-5).
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6.2.15 Pump Room Entry on Account of Inoperable Regulating Rod

Plant and Unit KAPS, Units 1

Date, time and plant statg 29-08-2000
when incident occurred

Brief description of event | A regulating rod was found inoperable.

The cause/s Observations showed the motor to be decoupled from the ball screw
drive. The grub screw holding the motor end of the coupling ontp
the shaft was found to be loose.

Human/Ergonomics Improper maintenance with no post maintenance check.
factors, human
performance related and
other findings

Human reliability BHEP for maintenance task is taken = 0.03 (5). RF for post maintefance
guantification/HEPS check 0.01. So HEP =0.03x 0.01 =0.0003 (10) (evaluation using ASEP
HRA procedure).

6.2.16 Reactor Trip on Low PHTS Pressure

Plant and Unit KAPS, Units 1

Date, time and plant state 08-11-2000, 12.39 hours.
when incident occurred | Reactor startup

Brief description of event| The unit had been synchronised at 12.39 hours after poison shuidown
and speeder gear was on manual. Reactor power was being Jraised
when setback appeared. On ASDV opening, TG load power|was

increased. However, mismatch of TG Load and Reactor Power caused
reactor trip on low PHTS Pressure.

The cause/s Higher TG load and lower reactor power during power raise was due to
a lack of proper communication between the control engineers mapning
the TG and RR panels.

Human/Ergonomics Lack of proper communication between operators.
factors, human
performance related and
other findings

Human reliability General error rate for oral communication: HEP = 0.03. Data Sotrce:

guantification/HEPS Table of Generic Guideline Data [13] given on Page 93, Chaptel 4 of
this report.

Comments or Viewson | The mismatch of TG load and reactor power and consequeni trip

human performance occurred due to a lack of proper communication between operator on

TG panel and operator reactor regulating panel. To avoid such efrors,
it is important to foster teamwork. There may also be a need to improve
communication protocols. A review may be carried out of operatjons
where operator communication and coordination play a significant
role and provide special training in these operations so that hiiman
performance is improved.
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6.2.17 Loss of Class Ill 415 V Bus Potential

6.2.18

Plant and Unit

KAPS, Units 1

Date, time and plant statg
when incident occurred

02-03-2001, 13.47 hours.
Unit operating at 220 MWe

Brief description of event

415V Bus J to P tie-breaker (CB-322) was under preventive mainter
While testing it, Bus P-1 tie-breaker CB-312 tripped causing pd

ance.
wer

loss and tripping of loads on P-1, including 3211-P-1. Reactor ppwer

was lowered as moderator temperature was rising.3211-P-3 was §
manually on Bank 2 (Bus Q-1 side). Test on CB-322 was termin

tarted
ted.

CB-312 was closed, Bus-P1 supply was normalised and all Ipads
restarted. Reactor power was raised after completing prevehtive

maintenance check on CB-322 protection, relay 86 and con
Simulation test, keeping CB-322 open, was carried out. But when
86 was actuated, Bus P-P1 tie-breaker tripped.

The cause/s

Investigation showed that one relay 86 X going to CB-312 cir
extended trip signal. The relay 86 X was in the circuit but not visua
since it was not included in the drawing.

Human/Ergonomics
factors, human
performance related and
other findings

Incomplete drawing/documentation.

Human reliability
quantification/HEPs

Error of omission in drawing. HEP for omission of relay in drawing

acts.
relay

cuit
ised

Can

be taken to be the same as HEP for omission of a step/impgrtant

instruction from a formal or ad hoc procedure, which is = 0.003
Data Source: Table 20-5 of the Handbook giving estimated HER

(5).

s for

errors in the preparation of written material (Appendix-5).

DO Leak from North Fuelling Machine Snout Plug

Plant and Unit

KAPS, Units 1-2

Date, time and plant statg
when incident occurred

26-02-2002
Unit operating at 220 MWe.

Brief description of event

A high D,O leak was suspected to have occurred during refuelir
Channel J-5 on 25-02-2002. High Pressure Test of both F/Ms was 1
D,0 leak noticed from N F/M area during the test. Floor beetle of

M service area also alarmed. F/M was isolated. ~180 tons@f

which had spilled, was collected.

g of
egun.
N F/

The cause/s

Inspection of N F/M was done. ‘O’ ring of N F/M was found to
missing. There was a loose connection in control circuit of mags
to snout valve causing it not to freely open during snout plug rem
operation during the refueling. During the difficult removal of sn
plug the ‘O’ ring is likely to have slipped out.

be
zine
oval
Dut

Human/Ergonomics
factors, human
performance related and
other findings

Improper maintenance with post maintenance check not done o
improperly done.

Human reliability
quantification/HEPs

BHEP for maintenance task is taken = 0.03 (5). RF for post maintefance

check 0.01. So HEP = 0.03 x 0.01 =0.0003 (10). (Evaluation using A
HRA Procedure).

SEP
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6.3

6.31

Case Studies of Detailed Human Reliability Analysis for Two Human Performance Related Events,
which Occurred in KAPS.

HRA may be carried out not only as a part of PSA, but also independent of it, in order to arrive at ways
to improve operational safety. In this case, the need for formal human error quantification does not
necessarily arise and analysis can be a qualitative one. A qualitative analysis may involve identifying
potential errors, considering their importance (e.g. by rating their consequences and approximate
likelihood of occurrence) and providing error reduction guidance. Quantitative human reliability analysis
may also be carried out as a hon-PSA driven study by using a HRA method. As part of the study of
human performance related events in KAPS, HRA using THERP handbook data is carried out for two of
the eighteen events detailed in Section 6.2 above. The aim is to illustrate the application of HRA to plant
events. The HRA studies are described below.

HRA of Reactor Trip on PHT System High Pressure, KAPS 2; Date and Time of Event Occurrence :
03.01.2001, 09.25 Hours (Event 6.2.3, Section 6.2).

0

(i

(ii)

(iv)

Initial plant state

The plant was under startup and boron removal was in progress to make the reactor critical
after poison shutdown. PHTS pressure was being maintained by wide range pressure control.
Further investigation was intended to be carried out, of steam generator 4-level controller

(LIC 4) hunting problem, noticed earlier during the poison shutdown.

Event sequence and operator actions

@
(b)

Operator switched off the 240 V AC power supply to LIC 4.

PHTS pressure rose sharply from 20 Kg/cm2 to 94.9 kg/cm2. This caused IRV to open
and PSS tripped on high PHTS pressure. At the same time, coolant channel flow low,
ALPAS tank level low and BCD high level window alarms also appeared in the control
room.

Analysis of event

@

(b)

©

MCB of 240 V AC power supply to SG 4-LIC 4 also supplied power to channel C of
PHTS wide range pressure control loop. As this power supply was cut off, channel C
transmitter output signal (at the input to the median selector) became zero. Channels A
and B should have continued to function undisturbed and no failure should have
occurred. But a wire connection in channel PHTS controller was open at the controller
panel end, with the result that the channel B signal did not extend to the median selector.
Failure of two channels out of three caused the median selector to select a zero median,
which in turn caused the feed valves to fully open and bleed valves to fully close.

To compound the situation, the narrow range/wide range selection relay malfunctioned
and the narrow range selection contacts opened out and wide range selection contacts
failed to close. Therefore the channel A wide range pressure control signal too did not
extend to the median selector. The resulting open circuited channel was picking up
stray voltage of 2.5 to 8 volts.

All this meant that prior to when the 240 V AC power supply was switched off, channel
C output (2.4 V) was the median signal and channels A and B were actually ineffective.
When the power supply was switched off however, the median output became zero and
the reactor tripped.

Human reliability analysis

@)

Defining human errors for quantification

@ Procedure not followed: The 240 V AC power supply was switched off without
following proper procedure.
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(b)  Incomplete procedure: The above procedure (for switching off power supply)
did not include checks to confirm whether the other two channels of the control
affected were functioning as required.

(c) Post maintenance check not done: Channel B of PHTS controller was open to a
cut wire, which remained undetected until event occurrence.

There is no provision made to check whether output signals of all three controllers
extend to the median selector and also whether they are in desired range. This can be
considered to be a deficiency in design.

) Evaluation of HEPs.

As in the earlier case, the HEPs for the above defined human errors are evaluated using
the data tables in THERP handbook.

(@  Procedure not followed : The procedure for switching off control power supply
MCBs was not followed. A MCB generally supplies power to many instruments
and checking this is an essential step. MCB - 321 supplied power not only to SG
#4 level controller but also to PHTS wide range controller channel C. Table 20 -
7 of the handbook (Appendix-5) gives estimated probabilities of errors of omission
per item of instruction when use of written procedures is specified. Assuming a
written procedure to be available for switching off control power supply MCBs,
the HEP for not using the procedure is chosen. HEP = 0.05 (5).

(b)  Incomplete procedure : The procedure used was incomplete since it did not
include checks to confirm whether the other two channels (of the control affected
by switching of the power supply to a channel controller) are functioning normally
as required. Table 20 - 5 of the handbook (Appendix-5) gives estimated HEPs in
the preparation of written material. HEP for omitting a step or important instruction
in a formal or ad hoc procedure = 0.003 (5), is selected for error of incomplete
procedure.

(c) Post maintenance check not done : Channel B of PHTS controller was open to a
cut wire, which remained undetected until event occurrence. This could have
been detected if a check had been made after carrying out the maintenance. The
handbook indicates that a nominal HEP of 0.003 may be assigned to a general
error of omission or commission. HEP for omitting to carry out the post
maintenance check, is taken to be 0.003.

(3) PSFs, dependency relations and recovery factors

No information is available in the event report, on the basis of which the above can be
assessed. Hence, these are not included in the evaluation.

(4)  Overall human reliability

Level of human performance during the event, is assessed by summing the evaluated
HEPs. Overall HEP = 0.05 + 0.003 + 0.003 = 0.056. This means that human reliability is
94.4 %. The main contribution to unreliability comes from error made in not following
the procedure for switching off control power supply MCBs. Enforcement by
management of strict adherence to procedure and provision of requisite training, can
reduce the likelihood of error. If HEP is taken to be 0.001 (a more acceptable value),
human performance reliability will increase to 99.3 %.

6.3.2 HRAof Reactor Trip on Steam Generator Differential Temperature High and Some Fuel Bundles Crossing
Bundle Power Safety Limits, KAPS 1, Date and Time of Event Occurrence: 10.03.2004, 09.24 Hours
(Event 6.2.9, Section 6.2).
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(ii)

Initial plant state

The plant was operating at 170 MWe and refuelling was planned. F/M Pump #2 was operating.
The fuelling machine was clamped to channel G 05 and the sequence for removal of seal plug
was in progress. Preventive maintenance of PUPS #1 input and output circuit breakers and
battery charge equalisation was begun.

Event sequence and operator actions

@

(b)

©

(@)

©)

®

(9)

(h)

0

®

Time 09.13 hours: During isolation of PUPS #1 from field, Bus S EMTR initiated, DG #2
and DG #3 started on auto and 48V DC voltage high/low annunciation appeared.
electrical maintenance initiated investigation of the problem.

Control room operators also focused their attention on the EMTR and 48V DC alarms
and restoration activities. They did not notice that the 415V power supply to the ARCUs
had failed and the adjustors had become inoperable. There was no alarm provided for
annunciation of the situation to alert the operators.

Operators observed that all adjustor rod failed LEDs were glowing and shim rods fully
out LEDs had gone off. Shim rods were at fully out position as indicated on meter.

Time 09.18 hours: Actual power > Demand power window annunciation appeared,
which attracted the attention of the control engineer, who also noticed that ALPAS
CAM injection LED of channel B was glowing.

Control room operator inhibited auto CAM injection by setting the hand switch to OFF-
RESET position.

Control maintenance unit (CMU) personnel were called to control room for investigating
the cause for adjustor rod blower failed LEDs glowing.

Channel outlet temperature (COT) high occurred at 09.19 hours, followed by COT very
high at 09.22 hours.

Time 09.23 hours: Reactor setback initiated on COT very high. The condenser dump
valves opened on auto due to increase in the boiler pressure control signal.

Control room operator noticed that reactor power was 83 % and not coming down, even
though demand power was being driven down by reactor setback.

Control room operator was informed by CMU personnel, of the loss of power to all
adjustors.

Time 09.24 hours: Reactor tripped on steam generator DT high. Fuse failure in all four
panels of the ARCUs prevented the movement of all adjustors. The regulating signal
was positive at the time of failure. As the regulating system’s demand for inward
movement of adjustors was not met, there was a rise in power. The increase in power
caused xenon killing, which caused a further increase in positive reactivity. The reactor
power gradually increased from 73 % to 83 % in about 8 minutes and from 93 % to 98 %
in about 3 minutes (as per the PSS chart recorder) and the reactor tripped. Subsequent
analysis showed that at 98 % FP 140 numbers of bundles crossed bundle power safety
limit.

Human reliability analysis

@)

Defining human errors for quantification

@ Improper operator action: Auto action of ALPAS CAM was inhibited without
taking cognizance of the reactor power changes and reactor core status.
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(b)  Failure to act: Operator failed to actuate manual reactor trip although he noticed
that reactor power was 83 % and not coming down by setback action.

(c) Rules not followed: Trip set points were not set conservatively.

Other human errors included inadequate preventive maintenance procedure (for
PUPS) and design deficiency (common fuse in main and backup power supply
of ARCUs).

Analysis using THERP handbook

The quick reference guide to data tables given in the handbook (and reproduced in
Appendix-5) is used to decide which human error data table to look up. There are tables
for a large number of error types. Further, for cognitive function failures, the table of
cognitive failure probabilities in Hollnagel (1998), reproduced in Appendix-6 of this
report is used. In general, the procedure for human reliability analysis of a task is as
follows.

@ For each of the defined errors, a basic HEP is selected that most closely resembles
the error being assessed.

(b)  Then, any PSFs related to the error and the scenario, are to be considered. The
error factor associated with the basic HEP is to be applied in such a way as to
modify the basic HEP.

(c)  Thevalue of the HEP is further modified if dependence relations are present.

(d)  Assumptions made in respect of PSFs and dependency relations are to be noted.
(e) Recovery Factors, if such recoveries are possible, are then applied.

® Errors and recoveries may be represented in a HRA event tree.

(9) Evaluation of the tree is carried out and overall level of reliability is calculated.

(h)  Sensitivity analysis may be performed if required.

0] Finally, the analysis is documented.

Evaluation of HEPs

@ Improper operator action - Auto action of ALPAS CAM was inhibited without
taking cognizance of the reactor power changes and reactor core status. This
error can be considered to be a failure on the part of the operator to correctly
assess and interpret the situation. Interpretation is a cognitive function (Hollnagel,
1998). From the table of cognitive failure probabilities (Appendix-7), HEP for
interpretation failure is selected = 0.2 (Lower Bound = 0.09, Upper Bound = 0.6).

(b)  Failure to act - Operator failed to actuate manual reactor trip as a conservative
safety action although he noticed that reactor power was 83 % and not coming
down by setback action. This error can be considered as due to a lack of adequate
training in conservative and safety oriented decision-making. Going through
the tables, it is found that there is no tabled HEP for this error. Therefore, as
indicated in the Handbook (Appendix-5), a nominal HEP of 0.003 is assigned for
the failure of the operator to manually trip the reactor. This HEP is then modified
by a PSF, of say 5, for the lack of adequate training given to the operator in
conservative safety oriented decision making. HEP = 0.003 x 5 = 0.015.

(c) Rules not followed - Lin N trip set points were not set conservatively. The
settings were for reactor operation at 90 % FP and had not been changed,
although reactor power had been lowered to 70 % FP. During the incident,
reactor power increased from 73 % FP to 98 % FP for a short duration. A
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conservative approach was not followed, an error due to inadequate
administrative control. The error can be considered to be somewhat similar to
writing an item incorrectly in a procedure. From Table 20-5 (Appendix 5), which
gives the estimated HEPs in the preparation of written material, HEP is selected
equal to 0.003 (5).

(d) Inadequate preventive maintenance for PUPS. Fuse failure in PUPS due to a
faulty relay contact and malfunctioning switch isolator led to loss of supply to
ARCUs and loss of regulation capacity through the adjustors, which became
inoperable. The relay and static switch isolator were not covered in the preventive
maintenance procedure, amounting to incomplete procedure error. Table 20-5
(Appendix 5), which gives the estimated HEPs in the preparation of written
material. HEP for omitting a step or important instruction in a formal procedure =
0.003 (5). This can be taken as the HEP value for incomplete procedure error.

PSFs, dependency relations and recovery factors.

A PSF of 5 has been considered for less than adequate operator training in conservative
safety oriented decision-making. The high value assumed signifies the importance that

needs to be attached to this aspect while imparting training to operators. Dependency

relations and recovery factors are not considered, as there is no information related to

these aspects in the event report.

Overall human reliability

An overall human reliability value may be evaluated to give an idea of the level of
human performance during the event under consideration. Overall HEP is obtained by
summing the HEPS, and is equal to 0.2 + 0.015 + 0.003 + 0.003 = 0.221. This means that
human reliability is around 78 %. The main contribution to unreliability comes from
operator error in inhibiting auto action of ALPAS CAM (for fear of adding boron when

it was not warranted, as refuelling was in progress) followed by error in not manually
tripping the reactor as a conservative safety action.

Sensitivity study

The main difficulty was in recognising that all the adjustors had become inoperable. An
annunciation in the control room for loss of 415 V power supply to adjustors would
have alerted the operator to their inoperability and prevented the inhibition of auto
action of ALPAS CAM. This could have prevented the error from occurring. HEP then
reduces to a nominal value of 0.003. In addition, adequate and periodic training in
conservative safety oriented decision-making would result in the operator manually
tripping the reactor whenever necessary. This HEP too can then be assigned a nominal
value of 0.003. The likelihood of the other two errors could, with appropriate administrative
control and checks for completeness of preventive maintenance procedures respectively,
be reduced to a negligible value. Overall HEP would then become 0.006, taking the
reliability of human performance to a more acceptable value of 99.4 %.
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APPENDIX-1: CLASSIFICATION OF HRA METHODS

HRA METHODS

l

Modelling Decision Modelling of Time Modelling of Data Used
Level of Detail and Diagnostic Dependence Contextual in the Model
Modelling | Factors
'g‘ Historical or EIiEc)i(g?ircEn
Holistic Decomposed | Time Time Simulator § [EE]
| 1 Independent Dependent |
EXPERT THERP THERP SLIM HCR, TRC ORE THERP  SLIM
JUDGEMENT ATHEANA HRA TREE
(HOLISTIC)
l |
I - |
Black Box Explicit |
or Team Level Cognitive Few only Exten(jed |
| . Modelling |
| only Modelling |
| | |
CONFUSION  SHARP CREAM HCR SLIM THERP
MATRIX HCR ATHEANA



APPENDIX-2.1
OUTLINE OF HUMAN ERROR TAXONOMY

1. Human Error Categories
11 Mistake - An error in establishing a course of action, e.g. an error in diagnosis, decision making or
planning.
Examples
. Incorrect action arising from an incorrect diagnosis
. Incorrect choice of procedure due to an error in decision-making
. Incorrect planning, say an error in timing an action
12 Slip - An error in implementing a plan decision or intention or an unintended action.
Example
. Plan is correct but its execution is wrong
2. Human Error Types
21 External error modes

211  Error of omission
Example
. Omitting a whole task or a step in a task

212 Error of commission

Examples

. Incorrect performance of an action
. Performing an inappropriate action
. Selection/Transposition error

. Advanced/Delayed action

. Sequence error

. Communication error

213 Extraneous acts

Example
. Rule violation
22 Internal error modes
Examples
. Detection error
. Interpretation error
. Diagnosis error
. Decision error
. Planning error
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Internal Human Error Mechanisms - Psychological Error Mechanisms (PEMSs)

Examples
. Attention failure/distraction
. Memory failure
- Memory lapse (a failure to recall)
- Inaccurate recall (a mistake among alternatives)
. Misdiagnosis
- Miscuing
- Spatial discrimination failure
. Misperception
. Misjudgement or misinferencing
. Stereotype takeover
- Assumptions
- Mindset
. Spatial misorientation
. Indecision
- Lack of knowledge
. Uncertainty
. Invoking a shortcut
- Pressure of time
. Rule violation

Human Error Causes - Reasons for Occurrence of Error Influence by the Performance Shaping
Factors. Error Causes are Generally Connoted by the PSFs.

Examples
. Work/task complexity
. Work/task organisation/design
. Work load
. Human - machine interface design
- Ergonomics factors, human engineering discrepancies
- Ambiguities
. Procedures
- Procedure correctness
- Procedure content
- Procedure format
- Procedure violation
. Task criteria
- Ambiguous/Unclear
. Inadequate supervision/inspection

- Lack of supervisory checks
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. Communication problems

. Improper or unauthorised operation
. Poor skill/inexperience/novelty of task
. Inadequate training/education

- Refresher training
Stress Factors

. Psychological

- Task time

- Task load

- Monotony of task

- Personal factors - character, attitude, emotional state
. Physiological

- Fatigue

- Pain

- Hunger, thirst

- Temperature
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APPENDIX-2.2 : HUMAN ERROR REPORTING FORM FOR
NUCLEAR POWER PLANTS

PLANT HUMAN ERROR REPORTING FORM

Serial No. Date:

Nuclear Power Station:

Unit No. Date and time of event occurrence:

A. PROBLEM DESCRIPTION

Details of event and human performance problem Plant state

Pre-event:

Post-event:

Number of times a similar or identical problem has previously occurred:

Plant Unit Date and Time

Personnel involved (See list) :

Hours continuously on duty prior to event :

Page 1

B. HUMAN ERROR DATA

Relevant plant indications prior to the human interactions (signal cues):

Alarms: window : CRT display :
Indicating meters :
Recorders :

CRT displays/CRCS :
Others:

g b~ w DN e

Types of activity (See list):

Location of the activity (See list):

Time available for the activity (See list):

Type of human error (See list):

Mode of human error (See list):

Cause of human error (See list):

Page 2
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APPENDIX-2.2 : HUMAN ERROR REPORTING FORM FOR
NUCLEAR POWER PLANTS (CONTD.)

Effects and consequences of human error:

1. Immediate:

2. Long term:

Psychological error mechanisms (Not to be filled by the station)

Type of recovery
Error alarmed

Supervisory check

Periodic (shift/day) inspection

Post-maintenance/test check

g b~ w DN e

Other

Systems affected:

USI Nos.

Page 3

Possible improvements to enhance plant operational safety

Form filled by:
Checked by STE:
Issued by TSS:

Approved by SORC:

C. ANALYSIS OF THE HUMAN ERROR
(Not to be filled by the station)

Performance shaping factors:

Recovery factors:

Basic Human Error Probability:
Calculated HEP:
Other details:

g A~ w DN P

Page 4
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CODELISTS

PERSONNEL LIST

Code Personnel
1CM Control operator - Main
1AM Area operator - Main
1CF Control operator - Fuelling
1AF Area operator - Fuelling
2M Control engineer - Main
2F Control engineer - Fuelling
3M Area engineer - Main
3F Area engineer - Fuelling
aM Assistant shift charge engineer (ASCE) - Main
4F Assistant shift charge engineer (ASCE) - Fuelling
5 Shift charge engineer (SCE) - Main
6MCM Maintenance control - Main
6MCF Maintenance control - Fuelling
6MMM Maintenance mechanical - Main
6MMF Maintenance mechanical - Fuelling
6ME Maintenance electrical
6MS Maintenance services
7 Other (explain)
ACTIVITY LIST

Code Activity

1 Observation/Monitoring

2 Operation/Execution/Control

3 Maintenance

4 Testing

5 Checking

6 Incident/Accident response

7 Other (explain)

TIME LIST

Code Time

1 <1 Minute

2 1 Minute <t =5 Minutes

3 5 Minutes < € 10 Minutes

4 10 Minutes < & 30 Minutes

5 30 Minutes < & 60 Minutes

6 > 60 Minutes
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CODE LISTS (CONTD.)

ERROR TYPE LIST

Code

Error Type

Omission

Transposition

Inappropriate action

Advanced action

Delayed action

Ol |WIN

Other (explain)

ERROR MODE LIST

Code

Error Mode

Detection

Interpretation, diagnosis

Decision

Error in action

Communication

(28 MO0 IE - OVR N

Other (explain)

ERROR CAUSE LIST

Code

Error Cause

Complexity of task/work

Work/task organisation

Work station design, ergonomics

Procedure content inadequacy

Procedure format

Procedure not followed

Unclear task criteria

Inadequate supervision, inspection

Improper/unauthorised operation or maintenance

Poor skill, inadequate experience, training or educati

DN

Hardware problems

Personal (physiological or psychological) causes

Communication problems

RlIRIRIE|IBlo|leo|~N|o|va| s w|N]|F

Other (explain)
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CODE LISTS (CONTD.)

LOCATION LIST

Code

Location

Control room

Control equipment room

Turbine building

Reactor building accessible area

Reactor building shutdown accessible area

Service building

Fuelling machine vault

MCC and Switchgear area

Switchyard

Pump house

Upgrading plant

Dm plant

SIRIB|Blo|o|~N|o|ua|s|w|N|R-

Other (explain)
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APPENDIX-2.3

COMPLETED HUMAN ERROR REPORTING FORM
FOR TYPICAL PLANT EVENT

PLANT HUMAN ERROR REPORTING FORM

Serial No. Date:

Nuclear Power Station: Rajasthan Atomic Power Station

Unit No. 1 Date and time of event occurrence: 16 - 07 - 1990, 22.14 hours
A. PROBLEM DESCRIPTION
Details of event and human performance problem Plant state

Unit was operating at 85 MWe. Channel D biweekly protective  Pre-event: Power Operation - 85 M
system testing was being carried out. While carrying out

channel D primary heat transport system high-pressure test, Post-event: Shutdown
when the channel D dump valves were open, wrongly channel

E valves were also opened. Partial moderator dumping too
place and reactor tripped.

Number of times similar or identical problem has previously occurred: Once
Plant: RAPS Unit: 2 &ar:1983

Personnel involved (See list):
3M (Area Engineer - Main)
1AM (Area Operator - Main)

Hours continuously on duty prior to event

3M (Area Engineer - Main): 6 hours, 1AM (Area Operator - Main): 8 hours or 14 hours

B. HUMAN ERROR DATA

Relevant indications prior to the human interactions (signal cues): Not Applicable

. Alarms: window: CRT display

We

. Indicating meters:

. CRT displays/CRCS:

1
2
3. Recorders:
3
4

. Others:

Types of activity: 4, Testing
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APPENDIX-2.3 (CONTD.)

COMPLETED HUMAN ERROR REPORTING FORM
FOR TYPICAL PLANT EVENT

Location of the activity4, Reactor building accessible area

Time available for the activity: 4, 12.5 minutes

Type of human error: 1, Omission

Mode of human error: 1, Detection (Failure to notice that the channel has not been reset).

Cause of human error:
3, Work station design, ergonomics

6, Procedure not followed

The operator omitted to reset the channel under test before proceeding with the test of the second ¢
testing task is a well-practiced task that is routinely carried out by the operator. There is little or no str
operator during the performance of the task.

nannel. The
ess on the

Effects and consequences of human error
1. Immediate: Yes

2. Delayed:

Psychological error mechanisms (Not to be filled by the station)

Attentional Failure

Type of recovery: Not Applicable

1. Error alarmed:

. Supervisory check:

. Periodic (shift/day) inspection:

. Post-maintenance/test check:
. Other:

a b w0 DN
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APPENDIX-2.3 (CONTD.)

COMPLETED HUMAN ERROR REPORTING FORM
FOR TYPICAL PLANT EVENT

Systems affected: Total station trip

USI Nos. 63700

Possible improvements to enhance plant operational safety

1. Control station improvement-channel-wise colour coding, marking of valves.

2. Aids for following procedure- inclusion of cautionary warning in the written procedure.
Form filled by:
Checked by STE:
Issued by TSS:

Approved by SORC:

C. ANALYSIS OF THE HUMAN ERROR (Not to be filled by the station)

1. Performance shaping factors: (1) Procedure not followed. (2) Quality of control station design.
2. Recovery factors : Nil

3. Basic Human Error Probability: The test procedure involves rule-based actions and a written pr
exists. Table 20-7 of the Handbook gives estimated HEPs of errors of omission per item of instructig
written procedure is specified. When a procedure with check-off provisions is incorrectly used, HEH
short list of less than ten items of instruction = 0.003 (EF=3).

4. Calculated HEPEhe above HEP is doubled to 0.006 (EF=3) to take into account the quality of con
station design ergonomics

5. Other details:

bcedure
n when
for

trol

Calculation of HEP from plant data:

A direct calculation of HEP is possible in this case as two identical human failures have occurred in th
task of biweekly protective system testing at the station. Biweekly protective system testing frequeng
calculated, as the task is a regular task. 12 tests are carried out every month. (3 channels X 2 times

e regular
y can be
a month X

2 units). This gives 12 X 12 X 20 = 2880 tests in 20 years of operation (~3000 opportunities for error in the task).

During the period the failure has occurred twice in the station. Hence, HEP = number of errors , ny
opportunities for error =2 , 3000 =6.7 E - 4.

mber of
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APPENDIX-3.1

TABULAR FORMAT USED FOR ORGANISING HUMAN ERROR/HUMAN PERFORMANCE EVENT DATA
TABLE AP-3.1: SAMPLE HUMAN ERROR/HUMAN PERFORMANCE RELATED EVENT DATA
No.|Plant ID| HI Date, time, Error Equipmentor | Location Error mode - | Internal Error causes | HEP Model | Reference
Type | plant state, description | controls and external/ (psycho (PSFs) uncertainty source and
event and operated activity internal logical) bounds data
A,B,C | task error UCBs pedigree
description mechanism
1. [ MAPS B 15/07/85 13.00 Instead of | Phosphate Turbine Error of Attention Work Event report
Unit 1 hrs. Operation hydrazine | dosing up building commission | failure station design
at 233 MWe tq dosing, operated in operation | selection
shutdown | phosphate | place of error —
Specific|dosingwas | hydrazine Awrong
conductivity of| done. dosing pump. control is
boilers 2,3,4 selected.
was  beyong transposition
tech spec limi error
-150pmho/cm.
During feed
water chemica]
addition.
2. | MAPS| B |13/02/88 Shorting of | Battery bank 2| Battery Inappropriatg Inadequate | Lack of work Event report
Unit 1 10.15 hrs. battery bank bus room action attention supervision.
Power 2 bus bar and care
operation to | terminals by exercised
shutdown. metal ladder,
Room carried by
painting. painter.
3. | MAPS B | 08/01/77 Magazine | Fuelling Control Error of Mis- Tasks were Event report
Unit 1 Power position machine room commission | interpretation complex in
operation to | was wrongly controls inadvertent nature
shutdown interpreted, operation
Refuelling front fuel errorin
successfully | bundle interpretation
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APPENDIX-3.1 (CONTD.)

TABULAR FORMAT USED FOR ORGANISING HUMAN ERROR/HUMAN PERFORMANCE EVENT DATA

TABLE AP-3.1: SAMPLE HUMAN ERROR/HUMAN PERFORMANCE RELATED EVENT DATA (CONTD.)

No.|Plant ID| HI | Date, time, Error Equipmentor | Location | Error mode - | Internal Error causes | HEP Model | Reference
Type | plant state, description | controls and external/ (psycho (PSFs) uncertainty source and
event and operated activity internal logical) bounds data
A,B,C | task error UCBs pedigree
description mechanism
completed. protruded
Seal plug leak | out. But
test begun. magazine
was rotated
erroneously,
Necessitate
complex
retrieval
operations.
4. | MAPS| B |17/10/89 HS of Adjustor rod | Control Error of Detection Event report
Unit 1 11.18 hrs. 3211-MV- | cooling flow Room Omission-HS| failure
Power 17_(east control not restored
. adjustor rod to close
operation to flow) was "
shutdown. position.
erroneously
kept in close

position.




APPENDIX-3.2

SUMMARY OF RESULTS OF ANALYSIS OF PLANT EVENT DATA

1. Period of Analysis and Number of Events
Plant Period of Analysis Number of events in the period with human error or
human performance related causes
RAPS 1,2 1972-1973t0 1990 — 1991 22
MAPS 1,2 1983 -1984t0 1992 — 1993 29
2. Percentage Distribution of Human Errors with Respect to Activity
Activity| Operation Maintenance Testing
Plant
RAPS 36 % 55 % 9%
MAPS 38% 47 % 15%
3. Percentage Distribution of in terms of Errors of Omission and Errors of Commission
Plant Errors of Omission Errors of Commission
RAPS 18 % 82%
MAPS 25% 75 %
4. Percentage Distribution of Errors of Omission (EOO) and Errors of Commission (EOC) with respect
to Activity
Activity Operation Maintenance Testing
RAPS MAPS RAPS MAPS RAPS MAPS
EOCO 25% 25% 8% 33% 50 % 0%
ECC 75 % 75% 92 % 67 % 50 % 100 %
5. Percentage Distribution of Types of Errors of Commission (EOC) with respect to Activity
Activity] Operation Maintenance Testing
ECC RAPS MAPS RAPS MAPS RAPS MAPS
EOC (Total)  75% 75% 2% 67 % 50 % 100 %
Type of EOC
Inappropriate/Impropeyr 37% 41% 75% 60 % 50 % 60 %
Action
Improper Reading of - - - 7% - -
Instrument
Transposition Error 38% 17% - - - 40 %
Observation Error - 17% - - - -
Other - - 17% - - -
6. Distribution of Procedural Errors
Station RAPS MAPS
Procedural Errors (as a percentage of the total number of errgrs) 40 % 32%
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7. Distribution of Errors with Respect to Plant State (as a percentage of the total number of errors)

Station RAPS MAPS
Plant State
Startup/Operation 73% 70 %
Shutdown 27% 30 %
Percentage of errors in startup/operation which led to shutdown 44 % 86 %

8. Systemwise Distribution of Errors

Station RAPS MAPS
System
Electrical System (including TG) 13% 29 %
PHT System, Bleed Condenser and Bleed Condenser Control 23% 16 %
Moderator and Moderator Purification 14% 10%
Reactor Regulation, Liquid Poison Addition Systems 14% 10%
Reactor Protection System 9% 3%
Other Systems 27 % 32%

9. Locationwise Distribution of Errors

Station RAPS MAPS
Plant Location
Control Room 32% 23%
Turbine Building 4% 6%
Reactor Building Shutdown Accessible Area 32% 13%
MCC/Switchgear, Battery Room/Switchyard 9% 19%
Reactor Building 9% 16 %
Service Building 4% 13%
Other 10% 10%

10. Distribution of Errors in Morning (M), Afternoon (A) and Night (N) Shifts with respect to Activity
Station RAPS MAPS
Shift M A N M A N
Errorin: Total Total
Operation 18 % 4% 14 % 36 % 16 % 10% 129 389
Maintenance 18 % 18% 18% 54 % 17% 16 % 13% 469
Testing 5% 5% - 10% 10% 3% 3% 16 %
Total 41% 27% 32% | 100% 43% 29% 28 % 100 %
11. Other Salient Observations

The analysis of events in RAPS and MAPS, caused by human error/human performance problems, also

revealed the following.
@)

and sufficient care not taken.
(b)

design problems.
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In both plants, internal failure mechanisms (psychological error mechanisms) for the human
errors were mainly observation failure, misinterpretation, miscommunication, attention failure

In both plants, the main performance shaping factors, which influenced the cause of error,
related to procedure (content deficiency or non-compliance), improper action or workstation



©

(@)

In MAPS, the largest number of trips due to human error occurred in the night shift, followed
by an equal number of trips in the morning and afternoon shifts. More trips occurred in the
middle four hours of each shift as compared to first or last two hours of the shift. This could be
due to an increase in fatigue as a shift progressed into the middle hours. Contrary to the pattern
in MAPS, in RAPS the largest number of trips occurred in the morning shift and least number
in the afternoon shift.

Repeat Occurrence of Error: In both plants, there were five instances each of a repeat occurrence
of the same error. The small number of repeat error occurrences indicates that the measures
implemented to prevent recurrence of the error had been effective. Only one error among the
five had occurred in both RAPS and MAPS.
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APPENDIX-4

PLANT SPECIFIC HUMAN ERROR PROBABILITIES

Error | Error event Error description Error cause n errors N
case| and plant opportunities HEP =n/N

1. | Errorduring| Spillage of oil, during the process of makeup|faarelessness. Improperly carrjezitimesin9 | 1760 0.001
maintenancethe PHTS pump motor bearing, causes the mineoalt maintenance job (makeup of|ojlears (oil makeup is
RAPS wool insulation surrounding a pipeline to soak uim pump motor bearing oil). done once a

oil. The wool caught fire during operation of the month)
pump.

2. | Errormade | Moderator purification was not kept continuousl¥mission (to keep the moderatgr 2 times ~400 0.005
in on during startup from cold shutdown state, pruirification system continuously (estimate of the
operation | the deuterium concentration in the cover gas et during cold startup) due to number of
MAPS up above the technical specification limit. Rea¢tamcertainty with respect to the startups from cold

had therefore to be shutdown. The purificafioconsequences. shutdown)
system had been kept intermittently on to preyent
leaching out of boron at 0.1 % or greater FP.

3. | Errorin Unintentional isolation and draining of a lube |oiTransposition of switches/slip du@ times in the| 800 (lube oil pump 0.0025
testing pressure switch in the TG system, when the ifjteotattention failure and workstatiprstation ‘autostart’ test
MAPS was to carry out TG lube oil pump ‘auto-starttrgonomics factors. every week if units

test. The wrong pushbutton was operated. are operating)

4 | Errorin During biweekly reactor protection system test|ng,ransposition or a slip on accouiri times 2000 (test done0.0025

and | testing an inadvertent action led to ‘simultaneously ogeof an attention failure andRAPS twice,| once every twp

5 | RAPS and | State of the moderator dump valves of the 2/3 R®rkstation ergonomics factors| MAPS thrice)| weeks on all the

MAPS

channels, and consequent trip of the unit.

three channels)




APPENDIX-5

THERP HANDBOOK

There are twenty-seven data tables in the Handbook of Swain and Guttman [25], which is commonly
referred to as the THERP HANDBOOK. The twenty seven data tables are reproduced in this appendix.
These are for use by HRA analysts, who do not have this literature readily available.

List of Data Tables

Table No. Title of Table

20-1 Initial Screening Model of Estimated HEPs and EFs for Diagnosis within time T by contrdl room
personnel of abnormal events annunciated closely in time.

20-2 Initial Screening Model of Estimated HEPs and EFs for rule-based actions by contrgl room
personnel after diagnosis of an abnormal event.

20-3 Nominal Model of Estimated HEPs and EFs for Diagnosis within time T by control room pefsonnel
of abnormal events annunciated closely in time.

20-4 Number of reactor operators and advisors available to cope with an abnormal event and their
related levels of dependence: assumptions for PRA.

20-5 Estimated HEP per item (or perceptual unit) in preparation of written material.

20-6 Estimated HEPs related to failure of administrative control.

20-7 Estimated probabilities of errors of omission per item of instruction when use of written pro¢edures
is specified.

20-8 Estimated probabilities of errors in recalling oral instruction items not written down.

20-9 Estimated probabilities of errors in selecting unannunciated displays for quantitative or quglitative
readings.

20-10 Estimated HEPs for errors of commission in reading and recording quantitative informatipn from
unannunciated displays.

20-11 Estimated HEPs for errors of commission in checking-reading displays.

20-12 Estimated probabilities of errors of commission in operating manual controls.

20-13 Estimated HEPs for selection errors for locally operated valves.

20-14 Estimated HEPs in detecting stuck locally operated valves.

20-15 The four levels of tagging or locking systems.

20-16 Modifications of estimated HEPs for stress and experience levels.

20-17 Equations of conditional probabilities of success or failure for Task “N”, given success of failure
on preceding Task “N-1", for four levels of dependence.

20-18 Conditional probabilities of success or failure for Task “N” for the five levels of dependence,
given FAILURE on preceding Task “N-1".

20-19 Conditional probabilities of success or failure for Task “N” for the five levels of dependence,
given SUCCESS on preceding Task “N-1".

20-20 Guidelines for estimating uncertainty bounds for estimated HEPSs.
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Table No. Title of Table

20-21 Approximate CHEPs and their UCBs for dependence levels given FAILURE on the preceding
task.

20-22 Estimated probabilities that a checker will fail to detect errors made by others.

20-23 The Annunciator Response Model: Estimated HEPs for multiple annunciators alarming|closely
intime.

20-24 Estimated HEPs for annunciated legend lights.

20-25 Estimated probabilities of failure to detect one (of one) unannunciated deviant display| at each
scan, when scanned hourly.

20-26 Estimated probabilities of failing to detect at least one of one to five unannunciated [deviant
displays as a function of the BHEP for detection of a single deviant display during périodic
scanning.

20-27 Estimated probabilities that the basic walk-around inspection will fail to detect a particular|deviant

indication of equipment outside the control room within 30 days.

List of Acronyms
The acronyms appearing in the 27 tables listed above are as follows.

HEP-Human Error Probability

BHEP-Basic Human Error Probability
CHEP-Conditional Human Error Probability
EF-Error Factor

CR-Control Room

RO-Reactor Operator

AO-Additional Operator

SRO-Senior Reactor Operator
UCB-Uncertainty Bound

The Data Tables - Salient Points

. The most frequently observed tasks are listed in the data tables.

. When a task is being evaluated for which there is no tabled HEP, a nominal HEP of 0.003 is
assigned as a general error of omission or error of commission, if it is judged that there is some
probability of occurrence of either type of error.

. A nominal HEP of 0.001 is assigned to those tasks for which tables indicate that the HEP is
‘negligible’.
. Under normal conditions, the nominal HEP of 0.001 allows for the effects of stress that are

associated with abnormal events.

. Most tasks list EFs or UCBs. For cases where they are not listed, Table 20-20 provides guidelines
for estimating them. While carrying out sensitivity analysis, nominal HEP for some task may
change significantly as different assumptions are evaluated. The EFs may change when a
nominal HEP is changed. For example, under certain assumptions some task may have a tabled
HEP, of say 0.008, with an EF of 3. If the assumptions are modified so that the HEP is doubled
t0 0.016, the error factor would change from 3 to 5 (See items 2 and 3 in Table 20-20). In addition
stress and other PSFs may increase the EFs, as indicated in Table 20-20.
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4. Quick Reference Guide to the Data Tables

SCREENING

Diagnosis - Table 1
Rule based actions - Table 2

DIAGNOSIS

Nominal diagnosis - Table 3
Post event control room staffing - Table 4

ERRORS OF OMISSION

Vitten materials mandated
e Preparation - Table 5
e Administrative control - Table 6
e Procedural items - Table 7
No written materials
e Administrative control - Table 6

¢ QOralinstruction items - Table 8

ERRORS OF COMMISSION

Displays

» Display selection - Table 9

¢ Read/Record quantitative - Table 10

e Check-Read quantitative - Table 11
Control and MOV selection and use - Table 12
Locally operated valves

e Valve selection - Table 13

e Stuck valve detection - Table 14

PERFORMANCE SHAPING
FACTORS (PSFs)

agging levels - Table 15
Stress/Experience - Table 16
Dependence - Tables 17, 18, 19

UNCERTAINTY BOUNDS (UCBs)

Estimation - Table 20
Conditional HEPs and UCBs - Table 21

RECOVERY FACTORS (RFs)

Errors by checker - Table 22
Annunciated cues - Tables 23, 24
Control room scanning - Tables 25, 28
Basic walk-around inspection - Table 27

5. The Twenty Seven Tables from Chapter 20 of the Handbook of Swain and Guttman [25] follow.
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TABLES FROM CHAPTER 20 OF THERP HANDBOOK
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#.5-, & horifontal asaled meiar in b values Imcresse from right io lefE.
En this caze. "letters™ refer io thows Lthil coavey no meaning. Growps of
lTatters such as MOV 4o convey weening. ard Lhe reseocdisg HEF 18 cofsidercd
1 ba neglighble.

Table 20.11, TaLimaLles HEFS T&f erfors of COBMISSIoA 1n check:reading

e et
EEH ] H:pllr or Task REP- o E|_= _____
11 Blgital fadicators {these must be resd. Lot 3

there 13 no Lrus check- feadisag fenctian
for digital displaysl

dnale) seiers:

17 wilh eailly seen |18\T E&rks .01 3

131 with difficuli-te-pee 1imit marke, soch oog 3
as scribe 1imes

&) withsut limitc marks oo 3

Analog-lype chart recorders:

154 with limit marks .ong k|

L] without Timit marki 00k k|

] Ceafirming & status cheage o0 8 alablus Tamp Bagligible]e

{13 H:Inurtrtnn-. ihe [ndicakion oo i Eeqlagibi=fe
Hﬂ1-:l ' - R m o e -

Faotrates:

| “Check-reading sesms refereace to s displey Hr\fl%' te wbd IF The indicatian
in wilhin :'l rmabile Timits; pEntitative read luil 1% teken, The check
p done from mwmcry oF & written Checklist way be H'Sl.'iu Th= HIFs
appl.jlnri dis |,|'5 Ehat are cheched iodividually foF ol SpeciTio Elli
uch &% a :.-rﬁu ed regeirement. or in responfes Lo S0 Ihi'lbﬂ-rhﬂ E1 Eloa
|hr-ulu1|u phat -lh.ph:l

if ratar mizt Bol€ & awllel Th & sprlng-losded pozition unkil & atabee
| 112.11-“_ ume HEP=00% [[f=1], from Tebla #1-1¢ | Errors of cowslsio
in eparating manssl contralsl,. ikem 10

a For lavels of atréds Bighes than setlinal, ase BEP=_001 [EP=3},
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Texla FO-12. Estlmaten gr:ﬂhlﬂﬂn of Errors of commissisn in opsrabing

manus! costeels. |
[T PaLeetial Errers BEP EF
Ik Insfaartenl activatien of & conkrol Lvrustiom-dapes] e

LLAT Lalect wrang eonteral whes 1t 12 szt lar Meqligibls
to sdjscent conkrala

talect wrang conktrol on 8 pasal from an array
of &l 1ar-gppasring contrals]

(1] {eeatd flad Gp labale anly . g 3
[ ] arranged In welli-delineated funct|saal §rouss Dbl k|
(43 whieh are pirt of well-defiead miwic |aysul . A5 1o

Turn ratary costrol ie ereag Slrectior [Tor e
position swilckes. see item A):

[L3] whah there 158 no 9iolatien of populetionsl - el ]
rtoreatypen
Bl whign desiqn winlatos & sbrong popalstions? Ok ]
starpaiype Brd opersbing conéflioed ifa eEfEal
] whan daaign violstes & sbrang popslatiaonsl -5 B
starectype and nperation 15 under higs sErecs
[A1 furs a twg-pasition seiteh 'a wionp dlPection ]
aF laave 1L In wrong sebting
e} ips a robary eofteol to an iecorrect sebbing - iden
[for tun-panitios deltches, saa ITem BF
LN Fallwra Lo compleln changs of skile of & compa- <3 3
il 1T Swlich mast b2 heid ewiil change ix
campllatlad

Selpct wreng cirewl T Granker I 8 group of
chrcuit breskers}

A EE densaly groeped and |dest!Tied by labels anly .85 ¥

11Es whes PAFa are mere Tavourable (ol 5

1131 Iwrugru' mabe & comector (E&la Pneladas a3 3
Teflure L0 sest coanectors comgletely and

faflure To RSt Tockisg festures of Goanectord
far sregagimine

_______________ T I e T T B e i g e o e e L L L E LT R R T B

FoDtEOLEs!

| Thi HEFS are for errors of commission oaly and da et (ACTUES BAF BrFOCS
of decislen &8 oo which contrals to actiraie

I If cortrpis procircuit breakers are L3 be restored oed are Lejged. sdijust
tha tabled HEF: pccording tn Table PO-15 (Tepging Towelsl.

@ Diwide HEPs fer Felary coptrols C0bews &-/% bF & (use Lhe s EFS).
sg Thin error 18 & feeklen &F clamity @0th which IndTcator geaition can Bo

delermined! desigee nf eostrol kesks and thelr positioa imdicetioes wary
praalely. For plest specific spalyses, an EF of 3 may Be wsed.
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Tap'ia #o-1%. Eanimared HEPs Far ieloceion efrrors fer 1&.1!; n-plnud ﬂlun

Item Patestin] Errers e il
Haking @A errar & selectian Tn Mnmn wr
ropbesimg & Tocally sporated valve o {1
'll;l‘! to be -an-t-n 1n;

(R} Clear1y and unanb|geously lsheled, sei JBRL 3
Eparl From valwes [Bal afe siwmilar i
@ll of the follewleg: si2e and shape.
state. and presence of Tage|

[ ) Clearly and unsmbigeiusliy legeled, pari O ]
of a preup o L or BOre wEl¥es Thet are
similar in ehie &F the Te))liowlng: $13e and
shage . siebs. or pressncs af T

(541 Unclaarly or swhiguessly Tebaled. seol apert 0D 3
from walves that are s1sflar in 811 of Ghe
felbawiag; siza and shape, state. and pre-
sence of Lo

{43 Unclhearly or smbiguossly TebeTed, parl of N 3
& graup af Lwn oF sore vilves that are
mimiiar in onn of LUhe follosling: $12e anc
shage, stete. or pressnce of taps|

] Unciearly or asbiguoesly Tabebed, part of L] k]
& graup of Lwa or more valves that are
aimilar in all of Lhe Tollodiag: sidc &nd
yhapa, siabe, and predonts of Lagi|

FuuL'lul.l!lI.-
| Inleex nlAArsElas RpeElfled, Ladal 2 LH‘Q"E 15 gresumcd. 1T athes levele aof
Eaggieg sre aspesssd, sdjust The Leblad HEPE acosrdisg ©e Table P0-15 [Tes-

ging leveish,

Item F‘-uLnnLI:lI [rrur.! EEP EF
-51“! that & Wocally ﬂ:erlteu 'M'Iu H-II:IH
55 it 15 Beieg changed oF restored
rator falld te socice tha sticking uh'«l-,

mr T8 ham;
[1% A& pasitian indicator]oniy M . ]
(2% A peadtion Eadicator]ard & risieg stem 2 3
[ 5] A rining stem et ne posilioe |edicebss| 5 3
[ Redither rising stew por pasition 1rrdlcut|-rt & I" ; ]

| Eguipment religbifity specialists have oofimsbed Lhet Bl prebabiliey of
a walve™s sticking #n Chis manper 15 spproximately 031 per ssnipubstion,
with &s arres Factor of L0,

| & pamition indicalor |ncerporabes @ scale Lhal indicelss Lbe paailion of
b valve refetive to o Fully "rﬂel ar fully clpsed pasibion. A rigimg
ﬂﬂl _ri||.||11r'FE:- FIN |:|l:|:-lt1l:l| Infficater 1f jhere 13 & scale uw:u.'ﬂtrl:l
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leble T0-1%. I-r. fopr lavels of Legding or locking aystess .
HMadificationg
Lavil DescripTion o Howinel HEPs|
i E |Eq:l'Ht Aumbar &f Lige ¥4 iesusd for esch fsb. liss Towar BCHD
B 18 numberad :"' obbaErwine gniguely idestified,
A record 15 kept of esch taq, and & resord of sach
Ty 1ssued 15 ﬂtnrll:l in & SuUspEnsE sheet tlul Tnan-
cubes Che edpetted Tl of rebwrn of Che Gag; this
asusgenie chaal s chacked ®ach shiFL by the shift
supsrvisor, An sperator iu adsigned the Jok of Lagging
controllar 45 & primary duby, Per reatoraticn, Lhe
numdars an the rescwed tages are checked ageinsk Lhe
Ivem nunbers 1 the records. e85 8 recovery Factsr far
wrprers of omlasion of selection. OR The nesber of
KEys 1§ carefully resiricted aml usder direct r.-lntnl:l
af the shift pupsrvisor. & slgreoul Board 16 wsed Tor
the keys. Exye usn wro Eagged oub, ead sich in-
coming shiTt :u'p-rrvlinr' takes Bm imEenbary of Lee ke,

7 Tags areé nob accaunbed faf Gadividuslly - the pperstar Uve sowimal WP

:l take an gnppec|Fled aumbss oad uie [bew 83 re-

red. [n sach § cese, the numbsr of Cags 9a his nn-
ui.slnn does not proeide ag{ cies 4% to Lhe mumtas of
fLivws remaieing to G tagoed. For rectoratioa. tha
record beapiag dsas dat sFovide s tharoegh Checking
for arrore of afiiien &¢ selaction. I &n OPCPetar
i= sssigand gx Eaggieg cantreller, 1C 18 & &811ateral
duty, or tht n:uit1m 1s rotaled ampag ocparilafE 10O
ﬂ-wnntr: thew to maintain adegebes conbrol lags
and records and Lo retain 2kill dn ecting errors
of oeliilan &F salection. OR  The shift sepersisor
rotaine conktrol of Lke baya and recerds their 1ssuamce
Bt does nob uee viesal alde sl &s 4 peaul Boards
or Eags.

| Tags are uied, bol rPecord keepling 15 Tnedequets tg e wpper LUCEa
provide the -hll'r. suparviior wils posiline hmhdun
wf menry | Lem of 'I- L Ehat should be Tepged 8@
reskgred. Ao s Inn garkrollar iz sesigesd.
Kays are -:-:r-rruﬂ]l svatlalle to wsers u!bluuut- logging
raquil reseals.

' B3 Eiggiig ayiles axiste. OF Ferform separals
B3 lecke and knye are ueed, wnalysis

Footaates:

| Tho Aomisal HEPs are those |8 Gbe Hendbeak that relate ke Lesks Tnvolvirg
Eta applicalion and resoval of Tags aad, enlaess otherwise specified, are
based an Level ? tagging.

Tabln .ﬁ 8. “Hll;ll.lm'q. af aa i Lisl HEFs for effecls of shreis and
caporionce Temmls,

HWedifiers Tor Aomine] HEPS|
CaiSkilled] ThiRovice |

¥ Wery low = xf
ery low task losdd:

(£ Surean Lawvel

Opt | mimm

fgtimem Eaxk losd):
[z Step-hy-sieps 1 | ] |
I3} Eynamlce 1] Kl

Hidaritaly higs
(Faavy tank loadl)

4] itep-hy-step EF L2
151 Eynamice K5 KB

Mtrmmmly Bigh
fihreat skressd

[1.7] Step-by- stops i EHL]
it Bpnamice
ftaprarinme @& {0F=5] 50 (EF=5)

These are E%m sctual HiPa La

uee with dynamic taske ar

d1|-rr||:|:-H - they are HOT
1ers

Faotmates:
| Tha memisal HEP: are those i the dets tebles. Error factsrs are Tisted i
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—
Tabkle I0-L7. Equatiaan far comddtizeal probebilities af muccens ardd ol lare ar Task "H", gieen saccean or
failure on greviaes Tagk *§-17, tar #Ffferent ievelin af depecdsace.

Lawml af Sumpuan En-rl.'\-lr' fawiiboe Bu.  Fallure Egqueatiaes Equatian Ma,
Oeparsdancm
e msmsoeni=a qawm rrmimmane=n T
[} FISLNIARCN-13] = (h+19n)fEg CIg-El FEFINIFIN-13] = [h=1981/70 LEL R L
¥l FUSINICSCN L] = [DvlinaiT cid-Eie FIFIRLFCE- 137 = [ L+ibfT i10-1Ei
0] PISCN]ARCE-13] = [1+npid g1d: Bk FUFINIATTR:13] = [LdMpid £1a-a71
[ ] PUCHLASCN-1L0] = 1.0 C1g-a3 FITLRMTIN 13] = L. l‘ 110-18i

Tehbe Pi-J6, forditions’ prabsbfliifan of sucosas & fabfore i Tagh “8" for e Thee lowelc af
dipinderss, glaen FRILUAE on preceding Taxk “F L7,

e i Hi HE =]

z 2 2 - - cerr s ot * ....... t ...... :_-
Ttem .;l;- --I;-I .I-|.I Ilil “-r.rl 171 L1 LR} i LF Y]
ey Seirsees + ooy rimieaars it i o L ep e o2t e
&l A 1 JAE % . . T .45 1 1k
[B1] K1 a4 A A Al i A .4l ] L-L
i AN .anidy .M .0 T .18 AE JBE i [
Gk AL B A6 % i L8 B 1] ¥ 1.0
(L]} Kl A8 1] M 1] Bt bR .l'-I i [
0T AR 1T 1 0] T3 i 1] ke 1 (]
i REE T TR - ik Ak i 17 T ¥ 1.6
(1] R ] AT T (3 L] o ol ol L LD

Fratapesus

p% B17 gmeemitioreal pecilidbd | iEier are rromdad, [Rustisess BC- |4 chrasgh FB-18 (Tshle X3-1T Mepeedeace
Emmsnl Ui 3 wiorm iwid Do Galdmbite Che wilugs 10 ERé F ooolanra, The saiuss in che § oo leers
warm stlaiesd Ay sabslraclios.

(445 The coaditions! prowebilitimy glves 19 are the Basle probakd] ibies for Task “E°.

) Pt FAA parpodses, 16 14 idegeine te uis CHIPR af & (dor LDG, 1% (o B0), ard _E [far H3])
when JEEF €= 1,

Takle 214, Comiddtioss] prodadilicies of wagoess o I'HI'.I"- far Tagh “W" Tor the Flye ey of
shgardmen. §lves ST ge [pracedteg Task = -1~

-r' Cored! E1onal l"rlul111.ll i

s ————— e L T Ty i
R T I

1ian I:-I i {4 1] (4] éd!l I‘i;l I4““ ral a1 L1k ] Edl
‘,;: ......... T e iy g e e e T
{4 ] ' 3 1 L 1A . L1 i a0 L
133 -] =] ] L] Ll Ll A o LD 1
LH] 8] -0 ] ol L5 JHE ARE e [ 1] 1
143 Wy [LiH] EED Ik JEEE am S [ ¢ b b0 £
3 e .ok " o8 KT 091 RS 0DS 1.0 ]
171 b .k WL ]9 LSS 0 o e 1.0 1
g B oaa1 ELLE] i H] CAeEEL 0MOR RESRS ECOM L.o 3
i1 JGEERE DT L WERSR OO0 G GROONE  BASHE HON 1.0 L

{*] AN coméitizeal probebilitien are roorded. Eqeatisss b-9 vhemigh 19-03 (Table HI-17 - Depasdsnce
Equatlana) wers gand bo calculsbs the walums in t8e 5 colueea. Bbe silems i bhe Fooolems wers sbowfeed
TR LT

(o5 The cosdillcns] probabl i PEim gives J sre tbe basic grobabilibies Per Tonk =07,
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Tabln #3-2#0. Gesaral guidelines Tor estimating uncerizinty bowsds for
entimated HEPs. |

Ttem Tusk wed HEF Entdﬂt"ll ....1-------F.F!.-...
I8tk censits of parforaance step-by-stzp ."""'%!n nte-
neecwe, or caliBration Lask]; stredd léewe) 4 optisal
4} Extimated HEF < _DDE ]
L] Escimaced HEF 001 to .21 a
03 ExEimated HEF ¥ .01 5

Tesh coasist: of performance of step-bF o procedursss bul
carried aut 1n nonrautine of roEstances such B3 Ehese fnvel-
wing & potestisl Leehimesreactes trip: stress level 13
moderataly Bigh:

[T TeEimated HEF © 061 i
(£ Estimated HEF <= D L]
Taik ceasists of ralatfvely dysanices Fnurﬁnu b taees

pperalor efd spalem |edicalions, wder Foullnd comditisns,
B.§.. iacreasing or reduciag poser; stress lewel da optimsl;

11 1) Extimmbed MEF ¢ .DOE in
Erh Estimatid HEF o= @=L 5
(4 }] Tauk coniiele of relatively dysanices Interplay belwssn 1]
Uﬁ*'rlw wrd gFetem 1 caotions bt cerriesl out 1p nomroutine
roumstances] siress lewel |5 modesstely bigh
L1 Any Tasi performed under extremely high strass conditiens. 17

f.5., larpe LOCA; condiliors im which atabes of C5F% d8 nol
perteckly clesr; or cosditfions in which ihe initlal oparates
FESpONEES hawe Ermu to be inedeguate and now zevere Lime
pressure 15 Tel

Featnoteg:
| Tha eglimateds bn Chis table apply Lo esperionted garssancl.

|Far WCAs for HEPs hssed or the deperdence model., ses Table $3-#1 (Condd
ticssl BEPs & UCHz).

B Thir Aighest uppes beund 15 1.0

pe Soe Tabbe 20-L6 [Stregs - Peperience) Far dafinlLisad of alap By STap afd
dynaedc procedures .

¥ kn [F of § 15 asdlpesd Fae I:hi tl'I:I'IH! hun gtress cosditions becsuee
the dpper KH 18 Lrencetsd @l 1 t'! desireble ta kivi 4 @bre
consarvative {1.n,, higher] |:rllll' Uﬂ fasF lﬂh (FTTT

Table I0-10 [LsRimste UCHgD,

I willlad paFssn 18 one wiES% B monbhks oF sore experience 1n the tazks urln
svioEsed, A neelce person I gqa with Tess Thas 6 months exoerience.
lswply hawe Edha Fequired Tieessing or SeFthPlcates.

& Step-by step tisks are routine.precedursllF quided tesks. sach 4% carrying
el wfl TUES CENIDFATI0E prECeneFes . E-"H: TRENS require & higher degres
of sam-meckine Inleresclian, suih @4 P ien-mallivg, :ﬂ‘ll‘rﬂ track of seve-
ral fumctignt. cosbtrniling aewera] Furctiod, &F GEy 1nitica of thoie
Thase requlremenis are the Banis of the distinctios beCkeih 1II--I'l~'lil.'l""-vzm|
tasks and dynendc tasks. which sre aften fswaleed in responding Lo d&n ar-
mal Byent.

Fy |:|1; nosie may Be carried oul ukdar warying degrees of stress. rangleg Trae
T.m w0 extremely high [threat stress). For Threal sCreis, oes HE 1
1% used to estimate performance of an isdividus!. Ordinerily, @2re than
ore parion w111 be involyes. Tebles 20-10 {Dlﬂmh « werpening modsl b sad
20-3" {Blageanls - sominal medal) 115t foint KEP: based oa the nember of
costrol ropm pereoesel predsessd To B Isealead 18 Dhe diagnosls of e lb
fnormal @vent gur various timss after ansunciatiea of the eveat, and thed
presused depenpence Tovels. as preseated (o Lhe stefing mocsl i Teble I'J L]
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Tabtle FL-Fl dpproximate CI'I:Flu ared Ehelir PCHn Tar edpeiodict 1Eedlsc® ) qivem FATLIRG @n ihg precdiey Lask.

Paparseris WP Wbyt CRTe o (Lume to WpRr MUY
i oxalaiaiass sy R iy o 2k
b Tes 001 0FD,5,00) OB (OB .1 [EFed3 .3k [iFeS3 .2 CEFR) % CEFeR)
TR T I |00 T 1 J00 S IO O T | 2 1 08 5 JIBO[OBS,JED B4 LBE 001 LE C.DB_0.0
(R -] LAB [LDd,LEL A8 100,88 B L], 550 AT [.0.,78] Ak 61,003 .3 [.13.0.00
P T - I TR 0 TR - RO S £ T QO 1 O LT R MR T . T I E R R Y 1

445 M L4 1.5 L EF BB fR10.E0F Kol T.RRN.DH (1 1.0 ¢.8.1.030 1.0 ¢.83.1.00

4 NValeny srp reorched. A0 wellcms arw beamd on eil0 pmrecerel dhow., Choes winh 3 § spachy gaperianss on
R PRk besimg snEiyreE],

d==an = BHLF. LFa far BHLFS S82uld B Beddd oh Table I0- 20 dDscimace Jecertainey Bownge)

{Pi Linear Pefsrpolaticn befweer sbafed CHLPG lesd UCBE ) Pe vileed &1 S0EPS belwmedn Chida Visled bp sdejista
Tor moct Pl afud e

Fable P8-3F. Esllwsled probesl 110ies Lhal a checkse will fall Lo detecl
mrrore made by sthers|

Tiam Checking operation HEF [F
(W] :r-:uqi Foutise Laski, checker usiag wrinLen | E]
materisle [includes over -Rhe-shaulder iaapectioas,

verifying position of Foceily operated walves,
witr:r:u. rirFcelt bresiers. comectors., atc., sad
eheckiag writben 16sis,. tegs, or procederos Tor
sesurecy |

[*E

(E) Seme w3 abowe, But withou® writbton materials -2
(& 1] Special short-teem, one-aT-a-kKied checking with 0k ]
aleriieng fectors
(41 Checking That 1mvolves aciiwe participstion, such .ol 5
as special messsressais
Giwsn Rl the positiuos of & Tocally operaisd valve
1% chocked [itmm 1 above), solicing Lhat it §s ot
comgletely cpened or clesed:
(&1 Peddictan indicator]oeiy A E
13 Rizing tkem wilh or withowt peiitien Sadicator) 5 L
[X.F] Mt B positiom Irli'l-l:ltﬂrl'lll' rikleg item . 5
(il Checking Dy Fasdarfchockes of Tre TRSK perforemr L] +

In o Lwc-mes Leam, OF craciing by & SecDad Chaoior,
routine task (no credib for mare Lhed 2 chackars)

£ Cheching the stetus af oquipment 1f thak sistus .03 H]
affects ane's sefety whes performing his tasks

10 An speralor checks changs or restorslion Lasks Aboe 5
perfarmed by & meinkainer HERs-§ 2
Fuotaalis ;

| This Lebfe appliss Lo cewes durisy persal operating conditioss Te which &
swon Ie direcied Lo check bhe werk pe-forssd by others either as The work
5 belng perfarmed or after The cempletine

| & positioe imdlcator n:nrpurll:u:: i SCile that Indicates LI'-:- pesltian of the
vilve Falalive To & _!r.:-?ﬂ &F Twlly &)lotdd pasicion. A risl SOEE
=]

gualifiol ax a pn-lum tar |f thare 16 4 scale ascociatad ':1'I:I'I it.
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Tabla F)-71. The hapeniciazor Essporas Hodel| #ac
1 iy 1A SimarTe),
el B S N TR R AR Y i S Eleh b B L T F BT N 88 1 Ao B ey T i g gt sl ottt o S g S e b
Sumbar Fril1] PFer gach maruncdatar (MN] ar coaplately depedent ael
gf kh¥a of &) succeruisely sddresnsd by Ehe opsrsbor

imaced FFPu(®] for mltfgles asrunciatars 4l arefeg

] 1 & & 1 ] [ a 1 Frivii
rem N T T i
ol B e e e s g
[§3] L LR e e e A e e pias
&1 1 -poL L R e T RC §i
3] i Gy Rl o R N = T (& H
111] | N H - 25 SR L] .ol
[{.1] ] REEEH q ] ] 1] ace BEE - = + = = = = = - - mi
[£1] H N} 1 B2 SR ama AR L A PR ol e A
LT PR L 7 F R 1 7 T TR 11T SN H R o2
(4 ] -] B T [ E] R 1o ] JALE .my LD i3 - - =,
(1] W L Ll (it N b AR N H T 13 o RRE LR
[ F I R 1] 11
[SEFTNT B ] At

PriF1] For mach sdailiensl AMN pepesd 10 = FE

[RE TR IR .
cidy il 1§

Fuom Lp o 2

fdf Thee BP arw foe the Fadlure bo initiste soew kind of ireséed comfeclie &E010M @i Fomilfed. The Scblas
paerigd aan may Be correct o Incorrect and fr smalyced wiieg ather Eablan. The G0F1 declede D8e @fTeis
f dprite and ghaild mag B8 Incrisesd In conclidsrabion of sbreun sffscl PP
EF af 10 18 E§sigeed ©8 earh HEP. Bagsd an oanpeite cleelailon, eas af FF of D Far PriFI] pislda mgeroe
pimakely correct apper boutds Pae Uae 9SUE parcesiile, The coPredpanding Tower Doomds ara too Bigh; they
ire roEEty agulvalent En 2B4A sercarfi be rabbes Lkae DR dsual 9106 pesgend e Deuedy. Thes, uase &8 0T
ef |4 Tar Ehe mman Priii] valoes pravide & cerasrsadies mibimale wiech eeme il afe DVdsed bigs,

AMEEClasgly 1R LES FelErd DE dRbEd (8 ehibil pwid GF AorE efsdanal dtors @lans Wibhin sevaral sscosda ar
wllAin & Eime perisd sech DReL Cha Gperator paronfeck Dham 0z § prasp of eigeslt ko wkich be mect telec
Elvaly raspoad.

dfd FelFd] Ty ohe papectad Pr[f] ia inltiate eciicon fr respones ia & raedomly s scbed AN Jor cosgielsly
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APPENDIX-6
ACCIDENT SEQUENCE EVALUATION PROGRAMME (ASEP)

SCREENING AND NOMINAL DIAGNOSIS MODELS AND HEP TABLES,
HCR CORRELATION AND EDF TIME RELIABILITY CURVES

SCREENING DIAGNOSIS MODEL

| | ||||||| | | IIIIII| | | |||||||
l e —— = -
E \ UPPER BOUND,
JOINT HEP
" = N =
> = \
= 0.01 N
Z —§~-~—
= MEDIAN T ——
|_
= \\ «— JOINT HEP
o 0.001 \
) \
8 \
2 \
Q 0.0001 LOWER BOUND, / N
I . -
< JOINT HEP ~<
) ~
L ~~o
€  0.00001 S~eo ]
\\\
0.000001 Ll Lttt L1 1L trrrl
1 10 100 1000
To

TIMET IN MINUTES AFTER A COMPELLING
SIGNAL OF AN ABNORMAL SITUATION

FIGURE APG6-1: INITIAL SCREENING MODEL OF ESTIMATED HEPs AND
UCBs FOR DIAGNOSIS WITHIN TIME T OF ONE ABNORMAL
EVENT BY CONTROL ROOM PERSONNEL.
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APPENDIX-6 (CONTD.)
ACCIDENT SEQUENCE EVALUATION PROGRAMME (ASEP)

SCREENING AND NOMINAL DIAGNOSIS MODELS AND HEP TABLES,
HCR CORRELATION AND EDF TIME RELIABILITY CURVES

NOMINAL DIAGNOSIS MODEL

| 1T T TTTT I T T T | IIIIIIII
N

UPPER BOUND,

q =
0 = \ / JOINT HEP
- 0.01 =
= = \ ~
= — \ \\\\
> 0.001 T~~a
T \ MEDIAN ~~—e
= \ JOINT HEP =<
= 0.0001 \
% \
7 )
o) LOWER BOUND, \
5 0.00001 JOINT HEP
<
(&)
Ty 0.000001
&
0.0000001 Ll gl Lol
1 10 100 1000
To

TIMET IN MINUTES AFTER A COMPELLING
SIGNAL OF AN ABNORMAL SITUATION

FIGURE AP6-2 : NOMINAL MODEL OF ESTIMATED HEPs AND UCBs FOR
DIAGNOSIS WITHIN TIME T OF ONE ABNORMAL EVENT
BY CONTROL ROOM PERSONNEL

187



TABLE 7.2 of [26] : INITIAL SCREENING MODEL OF ESTIMATED HEPs
AND EFs FOR DIAGNOSIS WITHIN TIME T BY
CONTROL ROOM PERSONNEL OF ABNORMAL
EVENTS ANNUNCIATED CLOSELY IN TIME

The above table in ASEP HRA Procedure (NUREG/CR - 4772) is identical to Table 20-1 given in Appendix-5. Itis
therefore not reproduced here.

TABLE 7.3 of [26] : ASSESSMENT OF SCREENING HEPs FOR POST-
ACCIDENT POST-DIAGNOSIS ACTIONS

Item | HEP | BF Action*
1 |10 - Perform a required action outside of control room
@2 | 10 - Perform a critical skill-based or rule-based action correctly when no written procedures

are available. (Details of skill-based actions are not required to be written, if they can

be classified as “skill-of-the-craft). This assessment is used even though it may be
required for personnel to have memorised these actions. Instead they would like to
refer to the written procedures at a later time during the usual checking to see|that all
immediate emergency actions have been performed correctly.

HEPs (3) and (4) are for performing a critical procedural action under ‘moderately high stress’ ** or ‘exjremely

high stress’ **. For screening, at least moderately high stress is assessed for post-accident conditions. Also
for screening do not give any credit for recovery factors, e.g. a second person. Assume that only one person
is available to perform post-diagnosis tasks, and no one is available to check his accuracy.

(3) 0.05 5 ferform a critical procedural action correctly under moderately high stress.
4 0.25 5 Perform a critical procedural action correctly under extremely high stress.
(5) | 0.02 5 Perform a post-diagnosis immediate emergency action for the reactor vessel/

containment critical parameters, when (a) it can be judged to have been commjitted to
memory (b) it can be classified as skill-based actions and (c) there is a backup|written
procedure.

* The HEPs are for independent actions or independent sets of actions in which the actions making up the set can be
judged to be completely dependent. Other levels of dependence among actions can be assessed by the analyst, using one
or more methods for assessing dependence, described in Chapter 10 of NUREG/CR-1278.

*x Moderately High Stress Level - A level of disruptive stress that will result in a moderate deterioration in performance

effectiveness of system required behaviour of most people. Extremely High Stress Level - A level of disruptive stress
in which the performance of most people will deteriorate drastically.
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TABLE 8.2 of [26] : NOMINAL MODEL OF ESTIMATED HEPs AND EFs FOR

DIAGNOSIS WITHIN TIME T BY CONTROL ROOM
PERSONNEL OF ABNORMAL EVENTS ANNUNCIATED
CLOSELY INTIME

The above table in ASEP HRA Procedure (NUREG /CR - 4772) is identical to Table 20-3 given
in Appendix-5. Itis therefore not reproduced here.

TABLE 8.3 of [26] : GUIDELINES FOR ADJUSTING NOMINAL DIAGNOSIS

HEPs FROM TABLE 8.2 (OR TABLE 20-3 IN APPENDIX 5)

r

@ the event is a well recognised classic (e.g., TMI-2 incident) and the operator
practiced the event in the simulator requalification exercises, and
(b) the talk-through and interviews indicate that all the operators have a good v

recognition of the relevant stimulus patterns and know what to do or which w|
procedures to follow.

Item General Rules
(@) Use upper bound if:
@ the event is not covered in training, or
(b) the event is covered but not practiced except in initial training of operators fo
becoming licensed, or
(c) the talk-through and interviews show that not all the operators know the pattern of
stimuli associated with the event.
) lower bound if:

5 have

srbal
ritten

©)

Use nominal HEP if:

@ the only practice of the event is in simulator requalification exercises and all
operators have had this experience, or
(b) none of the rules for use of upper or lower bound apply.
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TABLE 8.5 of [26] : ASSESSMENT OF NOMINAL HEPs FOR POST-ACCIDENT

POST-DIAGNOSIS ACTIONS (PAGE 1/2)

ltem

HEP

Action*

@)

10

Perform a critical skill-based or rule-based action correctly when no written proc

edures

are avallable. (Detalls of skill-based actions are not required to be written, 1 th

Py can

be classified as ‘skill-of-the-craft’). This assessment is used even though it may be

required for personnel to have memorised these actions. Instead they woul
refer to the written procedures at a later time during the usual checking to see
immediate emergency actions had been performed correctly.

d likely
that all

@

var.

If sufficient information can be obtained per a task analysis, as described in Chapter

4 of NUREG/CR-1278, use the data tables in Chapter 20 of NUREG/CR-1278 (repr|
in Appendix-5 of this report), adjusted for the effects of dependence, stress an
performance shaping factors (PSFs) and error recovery factors (RFs). If the |
information cannot be obtained because of scheduling or other restrictions,
remainder of this table.

pduced
d other
evel of
LUse the

Items (3), (4) and (5) present HEPs for the original performer of the action, and must be adjusted for the effects

of other operators and recovery factors [Iltems (6) to (9)]. These HEPs are for failure to perform a criti

cal post-

diagnosis procedural action as part of a ‘step-by-step task’ ** or a ‘dynamic task’ ** done under moderately
high stress or extremely high stress. It is assumed that ‘novice personnel’ would be replaced by ‘skilled

personnel’ for critical actions.

(3) 0.02 5 Perform a critical action as part of a step-by-step task done under moderately high
stress.

4 0.05 5 Perform a critical action as part of a dynamic task done under moderately hig
stress or a step-by-step task done under extremely high stress.

5) 0.25 5 Perform a critical action as part of a dynamic task done under extremely high

stress.

* %

The HEPs are for independent actions or independent sets of actions in which the actions making up the set can be
judged to be completely dependent. Other levels of dependence among actions can be assessed by the analyst, using one
or more methods for assessing dependence, described in Chapter 10 of NUREG/CR-1278.

Step-by-Step Task - A routine procedurally guided set of steps one at a time without a requirement to divide one’s
attention between the task in question and other tasks. May include both pre-accident and post-accident tasks.
Dynamic Task - A task that requires a higher degree of interaction between the people and the equipment in a system
than is required by routine procedurally guided tasks. Dynamic tasks include decision-making, keeping track of several
functions, controlling several functions or combinations of these.
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TABLE 8.5 of [26] : ASSESSMENT OF NOMINAL HEPs FOR
POST-ACCIDENT POST-DIAGNOSIS
ACTIONS (PAGE 2/2)

ltem | HEP | B | Action*
If recovery of above errors made by the original performer is still possible at the point of error action, use
following HEPs (6), (7) or (8) and related task and stress categories for a second person who checks the
performance of the original point of error action, use following HEPs (6), (7) or (8) and related task and stress
categories for a second person who checks the performance of the original former.

6) 0.2 5 Verify the correctness of a critical action as part of a step-by-step task under mogerately
high stress.

7 05 5 Verify the correctness of a critical action as part of a dynamic task done|under
moderately high stress or a step-by-step task done under extremely high stress.

8) 05 5 Verify the correctness of a critical action as part of a dynamic task done under extremely
high stress**

©9) | var - If there are error recovery factors (RFs) in addition to the use of human redupdancy

in (6), (7) and (8), the influence of these RFs must be assessed separately. For
annunciator RFs, use the Annunciator Response Model (Table 20-23 in Appendix 5).

(10) | 0001 | 10 | Perform a post-diagnosis immediate emergency action for the reactor vessel/
containment critical parameters, when (a) it can be judged to have been committed to
memory, (b) it can be classified as a skill-based action and (c) there is a backup
written procedure. Assume no immediate RF from a second person for each such
action.

*x Theoretically, if the HEP for Item (7) is assessed as 0.5, the HEP for Item (8) should be larger, say 0.75. However, as
0.5 is already so large, any increase in estimated HEP is judged to be unduly conservative.

Note on Time Stress: (Item 10-g in Table 8.1 Procedure for Nominal HRA of Post Accident Tasks, ASEP HRA Procedure,

NUREG/CR-4772)

If time stress is present, the doubling rule is assessed, i.e. when an operator is required to take some correctiveoaetiatelyn m

high to extremely high stress conditions with limited time to take the corrective action, if the first action is ineffeetid&Pt

for each succeeding corrective action doubles (up to the limit of 1.0). The doubling rule applies to repeated attemptmto perfo

the same task as well as to related tasks done by a second person.
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NON-RESPONSE PROBABILITY
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HUMAN COGNITIVE RELIABILITY (HCR) CORRELATION
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SKILL
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FIGURE AP6-3 : HCR CURVES FOR SKILL, RULE AND
KNOWLEDGE BASED BEHAVIOURS
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Probability of Fallure in Diagnosis

ELECTRICITE DE FRANCE TRC
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01 +
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~ Available Time for Diagnosis (in Minutes)

FIGURE AP6-4 : TIME RELIABILITY CURVES FROM SIMULATOR
EXPERIMENTS CONDUCTED BY ELECTRICITE
DE FRANCE (EDF)
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APPENDIX-7

TABLE OF COGNITIVE FAILURE PROBABILITIES - NOMINAL VALUES AND
UNCERTAINTY BOUNDS FOR COGNITIVE FUNCTION FAILURES [8]

Cognitive Function | Generic Failure Type LowerBound | Basic Value Upper Bound
(0.5) (0.95)
Observation 01, Wrong object observed 3.0E4 1.0E-3 3.0E-3
02, Wrong identification 2.0E-2 7.0E-2 17E-2
03, Observation not made 2.0E-2 7.0E-2 1.7E-2
Interpretation 11, Faulty diagnosis 9.0E-2 2.0E-1 6.0E-1
12, Decision error 1.0E-3 1.0E-2 10E-1
13, Delayed interpretation 1.0E-3 1.0E-2 10E-1
Planning P1, Priority error 1.0E-3 1.0E-2 10E-1
P2, Inadequate plan 1.0E-3 1.0E-2 10E-1
Execution E1, Inadequate action 1.0E-3 3.0E-3 9.0E-3
E2, Action at wrong time 1.0E-3 3.0E-3 9.0E-3
E3, Action on wrong object 5.0E-5 5.0E-4 5.0E-3
E4, Action out of sequence 1.0E-3 3.0E-3 9.0E-3
E5, Missed action 2.5E-2 3.0E-2 4.0E-2
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NUCLEAR COMPUTERISED LIBRARY FOR ASSESSING REACTOR

ANNEXURE-1

RELIABILITY (NUCLARR) - SAMPLE DATA TABLES

TABLE AN 1-1: SOME HEP DATA-COMPONENTS

(Data extracted from Table 5.2, Gertman and Blackman, 1994)

Component | Operator Action Mean HEP (EF) ucCB LCB Error
Type

Circuit AO Opens/Closes| 1.5E-2(4) 3.8E-2 29E-3 (6]

Breaker

Circuit AO Opens/Closes| 6.0E-3(7) 2.0E-2 45E-4 C

Breaker

Control Rod| CRO Operates 2.7E-4(10) 1.0E-3 1.0E-5 (6]

Drive

Electrical CRO Starts/Stops | 1.8E-3(5) 5.6E-3 22E-4 (0]

Equipment

Electrical MT Calibrates 1.7E-1(2) 31E-1 7.7E-2 (0]

Equipment

AC Motor CRO Operates 8.7E-3(2) 15E-2 43E-3 O

AC Motor CRO Operates 4.0E-3 (10) 15E-2 15E4 C

Pressure MT Calibrates 2.7E-4(10) 1.0E-3 1.0E5 O

Controller

Pump CRO Operates 2.6E-2 (5) 8.2E-2 3.2E-3 C

Valve AO Opens/Closes| 1.3E-1(3) 3.0E-1 3.3E-2 (6]

Tank AO Inspects 6.7E-5(10) 25E4 25E-6 C

Legend:

AO- Auxiliary operator, CRO-Control room operator, MT-Maintenance technician
O-Error of omission, C-Error of commission
UCB-Upper confidence bound, LCB-Lower confidence bound.

Data in Table AN1-1 are related to errors that may affect safety grade equipment. The mean HEPs are assumed to
be log-normally distributed. Decision based errors are coded as errors of commission. Information on decision-
based errors is contained in comment fields of individual HEP records.

To properly interpret data and to make subsequent decisions on the aggregation of these data, analysts need to
go to the individual data records and determine the circumstances surrounding the failure (e.g. plant conditions,
training, crew experience, interface, procedures, quality, type of task, dependency and degree of stress present
at the time the error occurred).

The highest rate of error is for calibration of control rod drive mechanisms by maintenance technicians, which is
equalto 1.7E-1.
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ANNEXURE-1 (CONTD.)

TABLE AN 1-2 : SOME HEP DATA-SYSTEMS
(Data extracted from Table 5-3, Gertman and Blackman, 1994)

Component Operator Action Mean HEP uCB LCB Error
(=) Type

Reactor CRO Operates 3.2E-4(5) 1.0E-3 4.0E-5 (6]

Protection/GE

Site Service CRO Operates 2.0E-3(10) 7.5E-3 7.5E-5 @)

Water/GE

Reactor Core CRO Operates 1.6E-3(5) 5.0E-3 2.0E4 C

Isolation

Cooling/GE

Electrical GEAO Maintains 6.8E-2(2) 13E-1 3.1E-2 o]

Distribution/

High Pressure CRO Operateg 1.4E-2(2) 3.1E-2 5.3E-3 (0]

Safety

Injection/B&W

Decay Heat CRO Operates  6.3E-3(5) 2.0E-2 7.6E-4 (6]

Removal/B&W

DC Power/B&W, MT Tests 3.7E-3(2) 5.8E-3 2.0E-3 C

Emergency Corg AO Maintains 2.7E-4(10)| 1.0E-3 1.0E-5 C

Cooling System

B&W

Legend:

GE - General Electric, W - Westinghouse, B&W-Babcock and Wilcox.

AO- Auxiliary Operator, CRO-Control Room Operator, MT-Maintenance Technician.
O-Error of Omission, C-Error of Commission

UCB-Upper Confidence Bound, LCB-Lower Confidence Bound.

HEP Source Data Calculations

In some instances, the HEP data point information considered for NUCLARR will consist of a report of the
number of errors and number of opportunities for error. In these cases, confidence bounds are calculated by the
NUCLARR system. In other instances, an estimate of the HEP and confidence bounds will be provided by the
data source and the number of errors and opportunities for error that would give rise to these values must be
computed. In addition, the NUCLARR system will calculate a mean HEP from a median HEP and confidence
bounds if the mean HEP is not provided. The NUCLARR system will perform calculations of this type to provide
data values missing from the original data source.

Observation of the Author of this Technical Document

In the data given in Table AN 1-1 and Table AN 1-2, the Error Factor (EF) given with the Mean HEP is seen to be
calculated as equal (or very nearly equal) to the square root of the ratio UCB/LCB.

Example Calculations

0] In Table AN 1-1, for Circuit Breaker, Mean HEP (EF) = 1.5E-2 (4), UCB = 3.8E-2 and LCB = 2.9E-3. Here,
the ratio UCB/LCB = 3.8E-2/0.29 E-2 = 13.10. Square Root of 13.10 =3.61 ~ 4. Hence, EF =4.
(ii) In Table AN 1-2, for Reactor Protection, Mean HEP (EF) = 3.2E-4 (5), UCB = 1.0E-3, LCB = 4.0E-5. Here,

the ratio UCB/LCB = 1.0E-3/0.04E-3 = 25. Square Root of 25 =5. Hence, EF =5.

196



ANNEXURE-2

TABLE OF DATA FOR PRELIMINARY QUANTIFICATION OF
SIMPLE HUMAN INTERACTIONS IN PICKERING
GENERATING STATION HRA [6]

Modified HEP = Unmodified HEP x Location PSF x MCR Detection (upto 2 multipliers) x Inspection Multiplier
(2 only)

SI | Interaction Unmodified Location PSF MCR Detection
Description HEP (credit upto 2)
MCR | Field Rad. Ann. Other | None
Area Wdw.

L=1 L=2 L=3 D=1 D=2 D=3

la | Component leftinincorrect
state after a maintenance 0.020 1 2 4 05 0.8 1
task and not detected.

Ib | Component leftinincorrect

state after a test and not 0.019 1 2 4 0.3 0.7 1
detected.

Ic | Componentleftinincorrect
state after normal operatiop ~ 0.110 1 1 2 0.1 05 1

and not detected.

Il | Component/system failure
not detected from the 1 1 - - 0.05 05 1
available direct indications
inMCR

Note:  Slis Simple Interaction, la, Ib and Ic are Group | interactions and Il are Group Il interactions.

Inspection Means of Detection Inspection

Factor (IF) Multiplier

IF=1 MCR alarm summary at shiftchange |  0.044 + (0.24/T) For Group |, Tis
(window or CRT alarms) maintenance or test

IF=2 MCR indications at shift change 054+(0.12T) | Intervalorinterval

between the normal

(but no alarms) . i
operations, in days.

IF=3 Field walk around inspection 0.13+(1.7/T) i

— For Group II, T is the
IF =4 None 1 average expected time i
IF=5 MCR written panel check at shift change 0.014 + (0.25/T) days, until discovery of

the failure via an
identifiable test or
maintenance activity

The Inspection Multiplier is of the form p + (1 -p). N/T where p is the probability that the error or failure will not

be detected by the means specified; and where the second term is necessary to account for the time delay
involved in taking credit for detection at time of shift change or routine field inspection. The delay (N) is
‘unavailable’ time, and its effect must be included since the HEP estimate is normally used to provide an
unavailability figure.
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ANNEXURE -3

MATRIX OF HEP DATA FOR PRELIMINARY POST-IE QUANTIFICATION
IN CANDU HRA [6]

Time
T1 T2 T3 T4
Quality of | 11 0.003 0.003 0.006 10 Task Type 1
indication | 12 | 0027 0.027 0.054 10 (straightforward and/or
familiar)

13 0.15 0.15 0.30 10

14 1.0 1.0 1.0 1.0
Qualityof | 11 0.007 0.007 0.014 1.0 Task Type 2 (average
indication | 12 0.05 0.05 0.10 10 complexity and/or

3 10 familiarity)

14 1.0 1.0 1.0 1.0
Quiality of 11 0.007 0.007 0.035 10 Task Type 3 (very complex
indication 12 0.05 0.05 0.025 1.0 or unfamiliar)

13 1.0

14 10 1.0 10 1.0

Note: Cells that are blank are identically so in the reference from which the table is drawn

Legend
11 Unambiguous indication T1 Time available is unrestricted
12 Interpretation required T2 Time available is more than time required
13 Unclear indication T3 Time available is about equal to time required
14 No indication T4 Time available is less than time required
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